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You asked:
Can you please confirm the following:

What current web filter is in place at Swansea Bay University Health Board and when is this contract due to expire?
Disclosure of information on the current web filters in place at Swansea University Health Board (SBUHB), would constitute a security risk by leaving the health boards networked computer systems more vulnerable to a malicious attack.
Section 31(1)(a) states that information is exempt if its disclosure is likely to prejudice the prevention or detection of crime.  ICO guidance states that this can be used to protect information on a public authority’s systems which would make it more vulnerable to crime.  It can be used by a public authority that has no law enforcement function:
· To protect the work of one that does.
· To withhold information that would make anyone, including the public authority itself, more vulnerable to crime.
The crime in question here would be a malicious attack on the health boards computer systems.  Since the disclosure of the withheld information would make the health boards systems more vulnerable to much crime this review finds that the exemption is engaged.
The exemption is subject to the public interest test.  There is an overwhelming public interest in keeping health board systems secure which would be served by non-disclosure.  This outweighs the public interest in accountability and transparent which would be served by disclosure.
What current security awareness training is in place and when this contract is due to expire?

SBUHB use a nationally mandated cyber awareness training solution and a local solution for phishing simulation. This is due for renewal in 2025/2026

Lastly, can you please confirm what reseller the trust used to purchase their web filter and security awareness training technologies?
Swansea Bay University Health Board procured the current web filter from Softcat PLC.  _____________________________________________________________ 
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