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gofalu am ein gilydd, cydweithio, gwella bob amser
 caring for each other, working together, always improving

	
    Rydym yn croesawu gohebiaeth yn y Gymraeg neu'r Saesneg. Atebir gohebiaeth Gymraeg yn y Gymraeg, ac ni fydd hyn yn arwain at oedi.  We welcome correspondence in Welsh or English. Welsh language correspondence will be replied to in Welsh, and this will not lead to a delay.
Cais Rhyddid Gwybodaeth / Freedom of Information request
Ein Cyf / Our Ref: 23-J-004






You asked:
1. In 2023, what annual cybersecurity budget has been allocated to your Health Board?
There is no specific cybersecurity budget, this would be part of the wider Digital budget.
 
1. Can you also provide your Health Board’s annual cybersecurity budget for the years:
1. 2022
1. 2021
1. 2020
1. 2019
1. 2018
1. 2017
 See question 1.  

1. In 2023, how is your annual cybersecurity budget spent:
2. What percentage goes towards cybersecurity training for employees?
2. What percentage goes towards technology investments?
2. What percentage goes towards employee resources for your cybersecurity team?
This information is withheld – see below*
1. How many employees work in your Health Board?
I can confirm that the information you are seeking is held on our website. Under Section 21 of the Freedom of Information Act (information accessible by other means), we are not required to provide information in response to a request if the information is already reasonably accessible to you. May I therefore recommend that you look at this link to obtain the information you require: https://sbuhb.nhs.wales/about-us/


1. How many employed, full-time members of staff make up your Health Board’s cyber/infosecurity team?
This information is withheld – see below*

1. How many hours of cybersecurity training are employees of your Health Board required to undertake every year?
[bookmark: _GoBack]Combined cyber/IG training is bi-annual and takes approximately 2 hours to complete. 
 
1. Has your Health Board paid any ransom demands to cybercriminals in the last five years?
6. If yes, how much did you pay in total?
This information is withheld – see below*
 
1. Has your Health Board had any patient records compromised / stolen by cybercriminals in the last five years?
7. If yes, how many records were compromised / stolen?
This information is withheld – see below*
Our response:
*Response to Questions 3, 5, 7 & 8  	
Disclosure of information on cybersecurity and its ICT infrastructure we believe would constitute a security risk by leaving the health boards networked computer systems more vulnerable to a malicious attack.
Section 31(1)(a) states that information is exempt if its disclosure is likely to prejudice the prevention or detection of crime.  ICO guidance states that this can be used to protect information on a public authority’s systems which would make it more vulnerable to crime.  It can be used by a public authority that has no law enforcement function:
· To protect the work of one that does.
· To withhold information that would make anyone, including the public authority itself, more vulnerable to crime.
The crime in question here would be a malicious attack on the health boards computer systems.  Since the disclosure of the withheld information would make the health boards systems more vulnerable to crime, then the exemption is engaged.
The exemption is subject to the public interest test.  There is an overwhelming public interest in keeping health board systems secure which would be served by non-disclosure.  This outweighs the public interest in accountability and transparency which would be served by disclosure.
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