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[bookmark: _GoBack]Job Description [UNDER REVIEW 2022 TO INCLUDE DPO ROLE]

	Job Title
	
Head of Information Governance

	Pay Band

	8a (TBC)

	Delivery Unit
	
Corporate Directorates

	Service
	
Informatics

	Department
	Information Governance


	Reports to (Line Manager):
	
Head of Health Records


	Accountable to (Professionally/managerially): 
	Head of Health Records 
Indirectly Caldicott Guardian, SIRO, Head of ICT Operations

	Safeguarding Children Training
	Minimum level 1




	Job Summary/Job Purpose

The Head of Information Governance will be a senior member of the Informatics Directorate and will  lead the development, implementation, establishment and ownership of the areas of information Governance so that it strategically and operationally supports the clinical and business objectives of the Health Board. These areas include systems, policies and processes for:-
· Data Protection
· Caldicott
· Code of Confidentiality 
· Records Management
· Information Security (Including ICT security)
· Information Sharing
· IG Toolkit
· Health and Care Standards relating to information governance 

To lead the Information Governance team in the delivery of the systems, policies and processes including the provision of appropriate Information Governance training to all staff.

To work within broad professional guidelines to lead and deliver the information governance requirements across the Health Board. 

To implement UK and European data protection legislation including NHS and Government guidelines in these areas, ensuring compliance with the Health Board’s legal obligations by implementing appropriate measures.

To provide professional support, advice and guidance to the Health Board’s Caldicott Guardian and Senior Information Risk Officer (SIRO).
To provide updates, reports and professional support to the Health Board’s Information Governance Board and associated committees as appropriate.



Organisational Chart


	Our Values
In this Health Board we aspire to be driven by our values; where every person that works for us, regardless of their role, is expected to demonstrate the values of “caring for each other”, “working together” and “always improving”.  

	Key Tasks and Responsibilities of the Post


	Information Governance
· Strategically oversee and operationally develop, implement, scrutinise and review appropriate strategies, policies and procedures that support all information Governance areas.
· Responsible for the development of the Information Governance team to ensure that operational plans are delivered within appropriate timescales. 
· Develop long term strategic plans relating to the operational delivery of information governance and associated policies. The post holder will need to keep abreast of national developments and ensure that they are incorporated into local delivery plans. 
· As a senior member of the Informatics Directorate advise on long term planning changes that will be needed and will impact across Clinical and non clinical departments.
· Review and implement the training programme for Information Governance for the Health Board including e-learning to ensure it meets the requirements of the Health Board and statutory requirements in terms of content and coverage across staff groups.
· Ensure the Health Board complies with, and conforms to, legal requirements including the Data Protection & Freedom of Information Acts through the enforcement of suitable policies/procedures, providing advice, drive, assistance and guidance, as appropriate.
· Review of IG and ICT policies both internally and on All Wales basis.
· Demonstrate clear understanding of the local and National Governance agenda to lead Health Board developments, in line with the strategic direction, interpreting changes and advising the Board through the Information Governance Board and Board reports.
· Lead, plan and organise the timely delivery of obligatory documentation e.g. Data Protection, Subject Access Request responses, Health and Care Standards toolkit and IG Toolkit using flexible methods of negotiation and persuasion as necessary to strengthen the Health Board’s position through fulfillment of statutory targets and audit requirements.
· Using specialist knowledge, advise on highly complex legal and regulatory issues, often involving difficult judgments in controversial areas such as the Data Protection Act, and other national legislation as a major responsibility.
· Take overall responsibility for refusing requests for information and exempting information released in line with the Data Protection Acts.
· Lead on the investigations into complaints and reviews about breaches of the Data Protection Act and appeals against such refusals, undertaking reporting/remedial action as required, and maintain accurate records.
· Lead and promote a high quality of information sharing within a confidential secure environment and in compliance with WASPI.
· Act as strategic lead for ICT Security, advise where appropriate on aspects of information Security including Cyber Security, web filter management and monitoring emails.   
· Lead the development and communication of ICT Security and Information Governance Policies within the Health Board and ensure that ABMU is appropriately represented in the development of All Wales policies relating to ICT Security and Information Governance. 
· Act as the key point of contact for ABMU with external bodies (eg Information Commissioners Office) on issues relating to Information Governance as appropriate.
· Instigate, develop and maintain strong communication links throughout the Health Board and with partnership agencies, third parry contractors and the general public, overcoming barriers of understanding of resistance and giving reassurance on sensitive and/or contentious issues.
· Lead, advise and support Service Delivery Units & Corporate Departments in delivering robust, standard and consistent Records Management processes including the management and maintenance of electronic and/or paper based information ensuring compliance with relevant legislation and regulations; identifying the most appropriate records management resources throughout the Health Board.
· Regularly required to write and present reports, including those based on research and analysis to Executive team and Information Governance, contributing to the decision-making process by evaluating outcomes and identifying any issues/weaknesses to raise awareness and potentially reduce risk.
· Maintain a strong corporate presence, provide leadership, expert information Governance advice, education and supervision to colleagues, both within and external to the Directorate and across the organisation.
· Take ownership of Information Governance issues as they become known and providing leadership and professional support in ensuring they are escalated and responded to within agreed timescales. 
· Maintain a high level of awareness of relevant research, issues, trends and national strategies for Information Governance ensuring that national and regulatory standards are interpreted and communicated to colleagues across the Health Board as appropriate.
· Advise, evaluate and ensure implementation of the changes to the Health and Care Standards concerning Information Governance ensuring the Health Board achieves the required targets.
· Represent the Health Board on local and national committee/groups in connection with Information Governance.
· Maintain the specialist knowledge required by ensuring an up to date knowledge of legislation relevant to the post, for example Data Protection Act 1998.
· Ensure that the Information Governance department has input into the development of new technologies and systems where this has impact within the Health Board.


	Monitoring Audit and Evaluation
· Develop and lead the strategic agenda for the effective evaluation and monitoring of Information Governance arrangements. 
· Analyse highly complex data relating to the operational requirements and delivery of Information governance arrangements.
· To analyse breeches of information Governance arrangements. The post holder will be expected to understand and assimilate a range of highly complex information and will advise the Health Board on appropriate courses of action.
· To give expert advice in disciplinary cases where breeches of policy have been identified. 
· To undertake highly complex performance reviews of the information governance department identifying where improvements can be made.
· To analyse a range of performance metrics that provide information on Health Board compliance. 
· To develop and implement robust monitoring mechanisms that are in line with national and legal frameworks.  
· To be accountable for the information systems within the Health Board. The post holder will be accountable for adapting and designing information systems that monitor compliance across the Health Board. This will be a major job responsibility and will form part of operational delivery. 
· To develop and implement performance metrics that will assist in the analysis of compliance. 
· Lead the promotion, implementation and audit of relevant information governance issues across the Health Board.
· Lead the evaluation, monitoring and delivery of the Health Board’s requirements in meeting the Health and Care Standards that relate to Information Governance. 
· Lead the implementation and development of the Welsh National Intelligent Information Auditing System (NIIAS), ensuring appropriate Governance and monitoring processes are in one place. This will include liaising with Human Resources in developing and implementing appropriate responses. 
· Lead on the development, implementation, audit and evaluation of information governance key performance indicators, to support the implementation of the Information Governance Framework.
· Lead and coordinate ABMU’s involvement and response to internal and external audits relating to Information Governance and ICT Security as required.
· Regularly required to undertake audits.


	Directorate & Departmental Management Conduct
· As a member of the Informatics Directorate, contribute to a seamless response to the needs of the organisation, maintaining a professional approach and leading by example at all times.
· Promote the department and the Directorate at all times.


	Budgetary Responsibilities 
· Support the Head of Information Services in the management of the revenue budget, including the authorisation of orders, monthly travel expenses etc. 
· Delegated budget holder for the Information Governance department.
· The formulation of information/data collection/analysis to support long term plans/improvement and strategic direction across organisations.
· Participate in service Improvement activities and identify opportunities to improve practices.
· Lead in the budget setting for the information department.
· Participate in the budget setting for Informatics ensuring that the Information Governance arrangements remain robust and appropriately funded. 
· Lead on service improvement activities across the Health Board ensuring that legislative changes are robust and operationally deliverable. 
· Review department expenditure and ensure that the delegated budget is spent appropriately. 


	Responsibility for Human Resources 
· Line management responsibility for the Information Governance Team, with responsibility for recruitment, appraisal, grievance and disciplinary issues, that may require the management of challenging, difficult or emotive situations 
· Manage and develop the Information Governance Team ensuring all staff receive PDRs annually and that personal development plans are devised.
· Provide guidance and monitor the performance of staff against agreed objectives in conjunction with Senior Managers.
· Chair appointment panels where necessary, ensuring the procedures identified in the Health Board Recruitment policy are adhered to. 
· Be responsible for the health and safety of staff and identify and report on hazards /incidents within the workplace

	Communication
· Using a range of well developed interpersonal skills, the post holder will motivate, influence, inspire and lead others to improve services and performance. 
· Influence people and events, formally and informally, both inside and outside formal programs, through using their highly developed communication, negotiation and persuasive skills. This will include the requirement to develop and maintain constructive relationships when reconciling or resolving situations of conflict. 
· Present highly complex information governance issues/standards both verbally and in writing to ensure messages are conveyed accurately to multi-disciplinary audiences, where there are barriers to understanding. This will include the use of highly developed presentation skills which will include the post holder using a variety of software applications to aid in the presentation of highly complex and potentially contentious information. 
· Communicate highly complex information governance issues to a range of professionals. The post holder will be expected to give expert advice to the Caldicott Guardian where breeches occur and fully explain the implications to the Health Board. 
· Liaise with the executive team on issues relating to information governance arrangements and advising on legislative changes that impact on the operational arrangements of the Health Board. 
· Develop effective working relationships with a range of professionals across the Health Board ensuring that Information Governance protocols are adhered to.
· Discuss breeches relating to Information Governance with the Information Commissioner’s office. 
· Support and lead as an expert resource for both clinical and non-clinical teams/individuals in information governance issues within their areas. 
· Maintain, sustain and develop effective communication channels and collaborative working relationships with staff at all levels within NHS Wales. 
· Maintain, sustain and develop effective communication channels and collaborative working relationships with external bodies such as the ICO.


	Policy Procedures

· Responsible for the implementation and development of a range of policies and procedures relating to information governance which will impact on all areas across the Health Board.
· To implement Health Board policies within the Information Governance team.
· To participate in the development of a range of information based policies that impact beyond the Information Governance team.
· To lead service improvement programmes that ensure the Health Board complies with National and legislative governance requirements. 
· Interprets changes to policy and legal governance changes and advises on their impact and how these should be implemented in the Health Board. 
· To be part of national forums that strategically agree on the future developments and requirements for Information Governance. 
· To influence Health board strategy ensuring that Information Governance is fully embedded and aligned with national strategies. 
· Responsible for the Information Governance information on the ABMU Intranet ensuring that all information is updated in line with local and national deadlines.
· Adhere to the departmental electronic filing structures and contribute to the establishment and review of standards for the use of electronic filing across the Directorate.
· Undertake evaluation and redevelop where necessary the procedures within the service area. These redevelopments will impact on all service areas within the Information Directorate and throughout the Health Board.  
· To lead on the development of service audits that test compliance with information governance arrangements. 



	Continuing professional development
· Develop a personal development plan annually as part of the Personal Development Review process.
· Keep skills up to date and relevant in order to carry out appropriate tasks in the areas of informatics and desktop applications.
· Use available resources to keep abreast of Informatics and Service Improvement topics (Intranet, internet, reading materials, conferences etc) 
· Participate in the Directorate’s Senior Forum workshops and the Health Board Development Programs where relevant.   
· Ensure continuation of personal development including leadership skills, through appropriate formal and informal training as and when necessary. 
· Keep up to date with legislation in relation to data protection, Caldicott principles, confidentiality, Human Rights Act, Freedom of Information Act etc and the latest E-policies. 


	General Considerations

1. Performance Reviews/Performance Obligation:  The post holder will be expected to participate in the Health Boards individual performance review process to ensure continued professional development. 

1. Job Limitations:  At no time should the post holder work outside their defined level of competence.  If the post holder has concerns regarding this, they should immediately discuss them with their Manager / Supervisor / Consultant.  All staff have a responsibility to inform those supervising their duties if they are not competent to perform a duty.

1. Confidentiality:  In line with the Data Protection Act 1998, the post holder will be expected to maintain confidentiality in relation to personal and patient information, as outlined in the contract of employment.  The post holder may access information only on a need to know basis in the direct discharge of duties and divulge information only in the proper course of duties.

1. Health & Safety:  The post holder is required to co-operate with the health Boards Health and Safety Policy to ensure health and safety duties and requirements are complied with.  It is the post holder’s personal responsibility to conform to procedures, rules and codes of practice; and to use properly and conscientiously all safety equipment, devices, protective clothing and equipment which is fitted or made available, and to attend training courses as required. All staff have a responsibility to access Occupational Health and other support in times of need and advice.

1. Quality Improvement: The Health Board is keen to promote an understanding of the principles of continuous quality Improvement and encourages all staff to undertake IQT (“Improving Quality Together”) training.

1. Corporate Governance: The post holder is required to ensure the highest standards of corporate governance and probity are maintained by ensuring all staff work within the provision of Standards of Business Conduct, Standing orders and Standing Financial Instructions.

1. Risk Management:  The Health Board is committed to protecting its staff, patients, assets and reputation through an effective risk management process. 
 
1. Safeguarding Children: The Health Board is committed to safeguarding children therefore all staff must attend the required level of safeguarding children training. This post requires minimum level  1. 

1. Cognitive Dysfunction: Some degree of cognitive impairment is now common in the communities that we serve. We encourage all our staff to undertake online training for dementia awareness, so as to understand and be responsive to the particular needs of people with cognitive dysfunction. 

1. Infection Control: The Health Board is committed to meet its obligations to minimise infection. The post holder is required to comply with current procedures for the control of infection, not to tolerate non-compliance by colleagues, and to attend training in infection control provided by the Health Board.

1. Records Management:  The post holder has a legal responsibility to treat all records created, maintained, used or handled as part of their work within the Health Board in confidence (even after an employee has left the Health Board).   This includes all records relating to patient health, financial, personal and administrative, whether paper based or on computer. All staff have a responsibility to consult their manager if they are have any doubts about the correct management of records with which they work.   

1. Job Description:  This job description is not exhaustive but is an outline and account of the main duties.  Any changes will be discussed fully with the post holder in advance.  The job description will be reviewed periodically to take into account changes and developments in service requirements.

For Clinical Staff Only:  All clinical staff are required to comply, at all times, with the relevant codes of practice and other requirements of the appropriate professional organisations NMC, GMC, GDC, HCPC etc.  It is the post holder’s responsibility to ensure that they are both familiar with and adhere to these requirements.

1. No Smoking: To give all patients, visitors and staff the best chance to be healthy, all Health Board sites including buildings and grounds are smoke-free.
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Person Specification

Job Title - This should exactly match the Job Title on the Job Description

	
	Essential
	Desirable


	Qualifications
	
MSc in information or equivalent experience

Formal qualification in the application of the Data Protection Act.


	

	Knowledge
	· Awareness of local % National Information Governance Strategies.
· Data Protection.
· Freedom of Information.
· Caldicott.
· Patient Confidentiality.
· Information Security.
· WASPI & Information Sharing.
· NHS Health & Care Standards.
· Risk Management & Investigation processes.
	· PRINCE – Project Management
· Legislation affecting Health Records, IT and Human Rights and Equality







	Experience
	· Significant experience in effectively managing an information governance service.
· Significant management level experience or equivalent
· In depth knowledge of NHS Information Governance.
· Detailed knowledge and experience of IT Security matters and the impact on operational processes
· Proven experience in dealing with complex issues.
· Experience of business planning and/or change management.
· Evidence of Continued Professional Development.
· Experience of co-ordinating Health Care Standards submission.
· Financial Management.
	





	Skills
	
· Highly developed organisational communication and time management skills both written and oral.
· Self motivated and innovative.
· Ability to motivate and manage staff.
· Ability to manage projects.
· Ability to influence and negotiate with wide range of diverse stakeholders.
· Ability to manage multiple tasks simultaneously to achieve

	
· Management of Senior Staff





	Personal Attributes
	· High levels of energy and drive.
· High levels of self confidence, self knowledge and awareness.
· Approaches challenges and change with a “can do approach”.
· Ability to work under pressure and to meet tight deadlines
	· Ability to speak Welsh
· Awareness of local and national health issues









Head of Health Records & Information Governance


Head of Information Governance 


Information Governance Team
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