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DIRECTORATE OF INFORMATICS

JOB DESCRIPTION


	JOB TITLE:
	Information Governance Manager 


	GRADE / SMP:
	Band 7


	LOCATION:

	ABMU Headquarters, Baglan

	REPORTS TO:

	Head of Information Governance 	

	RESPONSIBLE FOR:

	Line management of other IG Team members (see diagram below)


	PROFESSIONALLY ACCOUNTABLE TO:

	Head of Information Governance 

	VALUES:
	In the Health Board we aspire to be driven by our values; where every person that works for us, regardless of their role, is expected to demonstrate the values of “caring for each other”, “working together” and “always improving” 
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JOB PURPOSE

As a professional manager working at corporate level across the organisation with considerable freedom to act and interpretation of policy and procedures, the post holder(s) will play a key role in supporting and deputising for the Head of Information Governance (IG). The post holder will have expert/specialist knowledge in managing all IG arrangements to ensure that the Health Board has a managed and coordinated approach to IG across the organisation and with partner organisations in line with statutory and local regulations and guidelines.

The post holder will have excellent communication skills enabling them to provide expert advice and guidance to the Board, IG Board (IGB), Service Delivery Units (SDUs), Corporate Departments and staff on IG matters and will also liaise with other stakeholders, external bodies, contractors, patients and members of the public.  

The post holder will be responsible for the development, maintenance and delivery of the IG annual Work Plan including information security, information sharing processes, Data Protection, Code of Confidentiality, Records Management and Caldicott requirements.  They will produce robust written reports that will be received by the IGB bimonthly on a range of IG Key Performance Indicators (KPIs).

The post holder will also support the Head of IG by taking delegated responsibility for regulatory annual assessments, information asset management, privacy by design, information sharing, records management, Informatics IG project support including the IG element of contracts and data processing agreements, research and development support, breach management and the upholding of data individuals’ rights.  They will undertake organisation wide compliance audits, and devise and deliver targeted training within the identified areas above to groups (10-250 attendees) of all levels of staff and students.  They will be required to identify gaps in Health Board IG compliance, proactively following risk management procedures.

The post holder is expected to promote good IG to all those they communicate with, and to support all staff within the IG Team, particularly those that they line manage.

The post holder is required to work within broad policies and act independently in order to achieve defined results, using their own interpretation and seeking peer/external advice where necessary.


DUTIES AND RESPONSIBILITIES

Administration 

Assist and support the Head of IG in all matters relating to IG.  This will include the ability and willingness to:

1. Support the Head of IG in providing specialist advice on IG throughout ABMU at both a strategic and operational level
2. Lead and coordinate the of development, communication and implementation of robust IG policies, procedures and processes across the Health Board by working with colleagues to inform and strengthen the IG remit to deliver services efficiently, effectively, securely and confidentially.  This will be based on related IG legislation, standards and best practice.
3. Develop a strong IG culture across the Health Board, including with stakeholders, data processors and contractors.
4. Support the IGB, its Leads and all IGB Task and Finish or Subgroups with a full range of administrative and operational actions.
5. Provide expert IG advice and contribute to projects, research and development across the Health Board to ensure that IG principles are embedded in the project from the start (privacy by design) and support other developments around information management.  Analyse and contribute to documentation such as contracts and data processing agreements.
6. Encourage best practice in records management, confidentiality and data security across the Health Board.
7. Co-ordinate and support the development of Information Sharing Protocols in line with the Wales Accord on the Sharing of Information (WASPI), and manage the sharing of information within the organisation and with partners.
8. Take overall managerial responsibility for the processes governing responses to requests for information, privacy notices and complaints under Data Protection and associated legislation made by service users, the public, other organisations and staff.  Delegate requests to others, track progress, interpret complex data and oversee the communication of the final responses to the applicant where appropriate.  Respond to department Freedom of Information requests.  Oversee the achievement of KPIs and ensure timescales are met.  
9. Ensure the Health Board’s Data Protection Registration is maintained and kept up to date with the Information Commissioner’s Office (ICO).
10. Lead, contribute and provide support to investigations of suspected or actual breaches/incidents or complaints relating to IG such as breaches in patient confidentiality and data security, etc, providing reports on incidents and any remedial recommendations or actions taken.
11. Report breaches to the ICO and contribute to and co-ordinate the response to any follow up queries.
12. Extract, analyse, interpret, prepare and produce various IG reports and action plans.
13. Assist with the development, implementation and monitoring of the IG intranet and internet sites ensuring they provide all relevant information to staff and the public on IG issues in line with legislation and good practice guidance.  Publish regular bulletins to promote IG issues.
14. Ensure individuals’ rights are upheld and consider all requests with consistency and diplomacy, the response based upon data protection legislation and good practice guidelines.  Seek support from the Head of IG and colleagues when required.
15. Provide operational support for the Health Board’s annual assessment, Work Plan, collate evidence and action plans, and update as required.
16. Undertake specific IG audits to ensure that IG policies and procedures are being adhered to. Provide a high level outcome report to include assessment and evaluations of the Health Board’s performance against KPIs, carrying out trend analysis and producing findings and recommendations.
17. Provide recommendations to Departments on IG improvements necessary.
18. Promote, maintain, deliver and review face-to-face training, providing mandatory and ad-hoc training to all levels of staff.
19. Support the development of the key IG deliverables such as the Information Asset Register, privacy notices and data protection impact assessments.
20. Participate in the preparatory work and support when the IG Department or Health Board is audited by Internal Audit and External bodies, e.g. ICO.
21. Analyse and present complex performance reports on behalf of the IG team, IGB or senior managers where there may be barriers to understanding and interpretation.
22. Draft guidance documents, using research and own knowledge.
23. Keep up to date on legislation relevant to information governance and ensure the Head of IG is briefed on IG issues which may affect the Health Board.
24. Interpret routine information requests and action accordingly.
25. Aid staff in reporting IG incidents on Datix when required, following already developed guidance.
26. Advise staff, in person as well as by email and telephone, on various aspects of IG and Security.
27. Utilise a comprehensive range of word processing, spreadsheet, database and PowerPoint skills.
28. Ensure that all areas of own work are carried out in an economic and efficient way thereby contributing to the control of limited resources.
29. Make decisions regarding workload priorities and use personal judgement to ensure that any problems arising are dealt with appropriately.
30. Take and initiate action as delegated by line manager.
31. Support all functions of the IG department, be flexible, support new developments and prioritise for the department as they arise within the remit of the post.
32. Prioritise own work, work as part of a team and use own initiative to problem solve, working largely autonomously, referring issues to Head of IG when required.
33. Provide cover for other members of the IG Team as necessary, including deputising for the Head of IG/Data Protection Officer when required.

Communication 
1. Positively engage with stakeholders in the delivery of key tasks associated with requests for information.
2. Maintain a range of communication methods to ensure Health Board staff have access to up to date information about IG projects and services.
3. Answer all telephone calls, including those from members of the public and other organisations, in a professional and courteous manner, deploying diplomacy and sensitivity.  Be able to deal with irate members of staff and/or the public, whether by telephone or email. Adapt communication style ensuring that they can understand the direction and outcome of the call. Use initiative to know when to direct the call to a more senior member of the IG team or elsewhere.  Be able to understand the complex nature of some queries and complaints.
4. Be happy to communicate using the telephone as well as by email.
5. Utilise high levels of communication when liaising directly with external third parties, e.g. other Health Boards, contractors, police, ICO and Welsh Government to obtain or process requests for information and create working relationships.  Act with tact and discretion when subject nature is sensitive or contentious.
6. Be able to make decisions on a range of complex issues where there may be more than one course of action.
7. Liaise regularly with the Information Security Manager and IGB Leads.
8. Be a willing and flexible team member, happy to help support any member of the team as necessary.

Business Analysis/Service Improvement/Change Management 

1. Follow Standard Operating Procedures and Health Board Policy.
2. Continually review practice and apply lessons learnt to future work.

Human Resources

1. Provide training in own role to less experienced staff when necessary.
2. Line manage information governance support staff, delegating workload and dealing with absences, grievances and disciplinary as necessary.
3. Promote the Personal Appraisal Development Review (PADR) process, and mentor IG support staff
4. Promote the equality agenda throughout all aspects of IG matters.  

Continuing Professional Development

1. Develop a personal development plan as part of the PADR process. Participate in development schemes and / or training within the Department or Organisation.
2. Keep skills up to date and relevant in order to carry out duties.
3. Use available resources to keep abreast of IG, Cybersecurity, Information Security, Health Informatics & Technology topics (Intranet, internet, reading materials, conferences etc.). 
4. Ensure continuation of personal development including leadership skills, through appropriate formal and informal training as and when necessary. 
5. Keep up to date with legislation in relation to data protection, Caldicott principles, and confidentiality, Human Rights Act, Freedom of Information Act etc. and the latest policies and good practice guidance. 
6. To be aware of, and act in accordance with, Health Board policies and procedures.

Relationship building and supporting

1. Encourage good working relationships between staff, patients and the IG Department. 
2. Represent ABMU on relevant IG and Security local and national groups.



GENERAL:

· Values:  All employees of the Health Board are required to demonstrate and embed the Values and Behaviour framework in order for them to become an integral part of the post holder’s working life and to embed the principles into the culture of the organisation.

· Performance Reviews/Performance Obligation:  The post holder will be expected to participate in the Health Boards individual performance review process to ensure continued professional development. 

· Job Limitations:  At no time should the post holder work outside their defined level of competence.  If the post holder has concerns regarding this, they should immediately discuss them with their Manager / Supervisor / Consultant.  All staff have a responsibility to inform those supervising their duties if they are not competent to perform a duty.

· Confidentiality:  In line with the Data Protection Act 1998, the post holder will be expected to maintain confidentiality in relation to personal and patient information, as outlined in the contract of employment.  The post holder may access information only on a need to know basis in the direct discharge of duties and divulge information only in the proper course of duties.

· Health & Safety:  The post holder is required to co-operate with the health Boards Health and Safety Policy to ensure health and safety duties and requirements are complied with.  It is the post holder’s personal responsibility to conform to procedures, rules and codes of practice; and to use properly and conscientiously all safety equipment, devices, protective clothing and equipment which is fitted or made available, and to attend training courses as required. All staff have a responsibility to access Occupational Health and other support in times of need and advice.

· Quality Improvement: The Health Board is keen to promote an understanding of the principles of continuous quality Improvement and encourages all staff to undertake IQT (“Improving Quality Together”) training.

· Learning and Development: All staff must undertake induction/orientation programmes at Corporate and Departmental level and must ensure that any statutory/mandatory training requirements are current and up to date.  Where considered appropriate, staff are required to demonstrate evidence of continuing professional development. 

· Corporate Governance: The post holder is required to ensure the highest standards of corporate governance and probity are maintained by ensuring all staff work within the provision of Standards of Business Conduct, Standing orders and Standing Financial Instructions.

· Risk Management:  The Health Board is committed to protecting its staff, patients, assets and reputation through an effective risk management process. 

· Welsh Language:  All employees must perform their duties in strict compliance with the requirements of their organisation’s Welsh Language Scheme and take every opportunity to promote the Welsh language in their dealings with the public.

· Equality and Human Rights:  The Public Sector Equality Duty in Wales places a positive duty on the HB to promote equality for people with protected characteristics, both as an employer and as a provider of public services.  There are nine protected characteristics: age; disability; gender reassignment; marriage and civil partnership; pregnancy and maternity; race; religion or belief; sex and sexual orientation.  The HB is committed to ensuring that no job applicant or employee receives less favourable treatment of any of the above grounds.  To this end, the organisation has an Equality Policy and it is for each employee to contribute to its success.

· Dignity at Work:  The organisation condemns all forms of bullying and harassment and is actively seeking to promote a workplace where employees are treated fairly and with dignity and respect.  All staff are requested to report and form of bullying and harassment to their Line Manager or to any Director of the organisation.  Any inappropriate behaviour inside the workplace will not be tolerated and will be treated as a serious matter under the HB/Trust Disciplinary Policy.

· DBS Disclosure Check: In this role you may have direct contact with patients/ service users/ children/vulnerable adults in the course of your normal duties.  You will therefore be required to apply for a Disclosure Barring Service Standard check as part of the Health Board’s pre-employment check procedure.   

· Safeguarding Children: The Health Board is committed to safeguarding children and adults at risk. All staff must therefore attend the required level of safeguarding children & adult training. This post requires minimum level one.

· Cognitive Dysfunction: Some degree of cognitive impairment is now common in the communities that we serve. We encourage all our staff to undertake online training for dementia awareness, so as to understand and be responsive to the particular needs of people with cognitive dysfunction. 

· Infection Control: The Health Board is committed to meet its obligations to minimise infection. The post holder is required to comply with current procedures for the control of infection, not to tolerate non-compliance by colleagues, and to attend training in infection control provided by the Health Board.

· Records Management:  The post holder has a legal responsibility to treat all records created, maintained, used or handled as part of their work within the Health Board in confidence (even after an employee has left the Health Board).   This includes all records relating to patient health, financial, personal and administrative, whether paper based or on computer. All staff have a responsibility to consult their manager if they are have any doubts about the correct management of records with which they work.   

· Job Description:  This job description is not exhaustive but is an outline and account of the main duties.  Any changes will be discussed fully with the post holder in advance.  The job description will be reviewed periodically to take into account changes and developments in service requirements.

· For Clinical Staff Only:  All clinical staff are required to comply, at all times, with the relevant codes of practice and other requirements of the appropriate professional organisations NMC, GMC, GDC, HCPC etc.  It is the post holder’s responsibility to ensure that they are both familiar with and adhere to these requirements.

· Healthcare Support Workers:  Healthcare Support Workers make a valuable and important contribution to the delivery of high quality healthcare.  The national Code of Conduct for NHS Wales describes the standards of conduct, behaviour and attitude required of all Healthcare Support Workers employed within NHS Wales.  Health Care Support Workers are responsible, and have a duty of care, to ensure their conduct does not fall below the standards detailed in the Code and that no act or omission on their part harms the safety and wellbeing of service users and the public, whilst in their care.

· No Smoking: To give all patients, visitors and staff the best chance to be healthy, all Health Board sites including buildings and grounds are smoke-free.
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