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	Agenda Item
	2.3

	Freedom of Information Status
	Open
	Reporting Committee	
	Information Governance & Cyber Security Assurance Group (IGCAG)

	Author
	Claire Parsons, Head of Information Governance/Deputy Data Protection Officer  

	Chaired by
	Matt John, Director of Digital/Senior Information Risk Owner (SIRO)

	Lead Executive Director (s)
	Matt John, Director of Digital/Senior Information Risk Owner (SIRO)

	Date of last meeting

	19 January 2024


	Summary of key matters considered by the committee and any related decisions made: 

	Changes to reporting structures/Terms of Reference (TOR) – The revised Terms of Reference (TOR) were presented and discussed. Members endorsed the document, subject to agreed updates on membership and structures. A corporate nursing representative has been confirmed and a further invitation for an allied health professional representative will be sent. The importance of an SDG representative or deputy in attendance at each meeting was re-iterated.  

[bookmark: _GoBack]Use of Non-Corporate Communication Channels (NCCCs), including WhatsApp – In line with the key principles outlined at the last meeting, a draft guidance document was presented for consideration. It was agreed that the document captured and addressed the key issues however, due to the complexities around availability and use of WhatsApp within the Health Board, further discussions and advice from Workforce were required. It was agreed that an updated document would be presented to the next meeting. 

Training Compliance – A replacement combined mandatory e-learning package was launched in Spring 2023 (as part of core skills framework) which added Cyber Security and Records Management as new competencies to the existing Information Governance competencies contained within the previous e-learning package.  As of early January, 28.9% of the workforce had been awarded the new combined competency, with figures showing a steady increase as the previous competencies expire on a rolling basis. Members were presented with overall IG compliance figures (included at Appendix A) highlighting an overall compliance of 84% and a reduction in compliance for specific areas. The group agreed a number of targeted communications to support improvements in compliance. It was also agreed that in order to bring the figures in line with the organisational target for core skills training; going forward any compliance below 85% would be escalated to the group. Acknowledgment will be provided to those areas achieving 100% compliance.



Subject Access Requests Report – A report was provided outlining current complexities, challenges and risks relating to subject access requests. Due to the meeting overrunning, this discussion was not quorate and it was agreed that the paper be brought back to the next meeting for due consideration. 
     


	
Key risks and issues/matters of concern of which the board needs to be made aware:

	Organisational Issues/Risks – The risk of non-compliance with subject access requests (SARs) remains on the Health Board Risk Register. Agreed actions listed within the HBRR entry continue to be implemented to help mitigate the risk. The SAR Lead will work closely with stakeholders to establish the new SAR Working Group early February 2024. The risk will be reviewed and updated following discussion at the first meeting. 

Information Commissioner’s Office (ICO) Notification of Data Breaches – On 22nd December, the Health Board notified the ICO of a data breach that had occurred in November 2023. The breach involved an addressograph label (containing name, address, date of birth, hospital number and NHS number) being placed on an envelope and mailed externally to the data subject, resulting in excessive personal data being visible to any parties handling the envelope. It was deemed prudent to make the ICO aware of the breach given the circumstances of the incident and subsequent complaint received, whilst making it clear the breach did not meet the formal threshold for notification. The ICO has since responded offering good practice advice and formally closing the notification with no further action to be taken by them at this time. 


	Delegated action by the committee:

	No delegated action was taken by the committee at this meeting.

	Main sources of information received:

	· Information Governance Highlight Report
· Subject Access Request Report

	Highlights from sub-groups reporting into this committee:

	No sub-group reports to note

	Matters referred to other committees 

	No matters were referred to other committees at this meeting. 

	Date of next meeting
	13 March 2024









Appendix A
Information Governance Training Compliance 
(includes both old and new e-learning packages)

	Corporate Departments  
& SDUs 
	Number of staff in area on 02/01/2024 
	Compliance % as it stands on  
02/01/2024 

	  
	 
	COLOUR CODING:  
Green = 95-100% compliance 
Yellow = 75-94% compliance  
Red = 0-74% compliance 

	Board Secretary  
	83 
	84 

	Chief Operating Officer 
	970 
	79 

	Clinical Medical School 
	20 
	90 

	Clinical Research Unit 
	46 
	100 

	DICE 
	18 
	89 

	Digital Services 
	373 
	93 

	Dir of Strategy   
	112 
	91 

	Dir of Transformation 
	34 
	74 

	EMRTS 
	77 
	87 

	Finance & Estates 
	270 
	85 

	Medical Dir 
	28 
	93 

	Nurse Dir 
	90 
	92 

	Therapies & Health Science 
	33 
	94 

	Workforce & OD 
	178 
	85 

	Mental Health & LD 
	1735 
	87 

	Morriston 
	4204 
	79 

	NPTS 
	3154 
	86 

	Primary Care & Community 
	2405 
	87 

	    TOTAL 
	  
	  

	Overall Health Board 
	13830 
	84 
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