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	Purpose of the Report
	The purpose of this report is to inform the Workforce OD & Digital Committee of the risks within the Health Board Risk Register (HBRR) assigned to the Committee for scrutiny.

	Key Issues



	· The HBRR was last received by the Workforce OD & Digital Committee (WODC) in April 2024. 
· Since then risks have been subject to update by Executive Directors on a monthly basis. This report presents an extract of risks assigned to the WODC from the June 2024 HBRR, supplemented with further updates received from Executive leads.
· There are six risks overseen by Workforce OD & Digital Committee in open session (additional sensitive risks are reported in closed session). 


	Specific Action Required 
(please choose one only)
	Information
	Discussion
	Assurance
	Approval

	
	☐	☐	☒	☐
	Recommendations

	Members are asked to:

· SCRUTINISE the Health Board Risk Register (HBRR) risks assigned to the Workforce OD & Digital Committee.

· CONSIDER in particular the risks exceeding the Board’s stated appetite levels, the associated actions and timescales identified, and determine whether further action / assurance is required in respect of any.





RISK MANAGEMENT REPORT

WORKFORCE, OD & DIGITAL COMMITTEE

1. INTRODUCTION

The purpose of this report is to inform the Workforce OD & Digital Committee of the risks within the Health Board Risk Register (HBRR) assigned to the Committee for scrutiny.

2. BACKGROUND

2.1 Risk Management Framework

The Audit Committee is responsible for reviewing the establishment and maintenance of an effective system of risk management and providing assurance to the Board in that respect. While this is the case, individual risks have been assigned to other Board committees for more detailed scrutiny and assurance. The intention is that committee work programmes are aligned so that progress made to address key risks is reviewed in depth. Regular HBRR update reports are submitted to the Board and the committees of the Board to support this.

Executive Directors are responsible for managing risk within their area of responsibility. The Management Board, chaired by the Chief Executive, oversees the overall operation of the risk management framework and the management of risks within the health board risk register.

Risk Register management is supported by a Risk Management Group (RMG) which meets quarterly and is responsible for overseeing the operational management of risk, ensuring local systems and processes are in place and are operating effectively to ensure appropriate reporting and escalation. The Group last met in May 2024.

Additionally, a Risk Scrutiny Panel is responsible for ensuring there is an appropriate and robust risk management system in place and working throughout the organisation. It is responsible for moderating new risks and risks escalated to the Health Board Risk Register (HBRR) and Board Assurance Framework (BAF) and recommending and advising the Management Board on the escalation and de-escalation of risks. The Panel last met in May 2024.

2.2 Risk Appetite

The Health Board approved a risk appetite statement in November 2022, setting out the level of risk the Board is prepared to accept in pursuit of its objectives, according to the categorization of risk.  In the context of the financial challenges facing the Health Board, the risk appetite adopted for most risk categories is described as ‘seeking’, indicating that risks assessed to be at or above a risk level of 20 will be overseen by the committees of the Board as a minimum on a quarterly basis. However, for the category of compliance risks where the risk relates to laws, regulations and standards directing the delivery of safe, high quality care, or the health and safety of the staff and public, an ‘open’ appetite will be adopted, indicating  lower threshold and requiring risks scoring 16 or above to be overseen at committee level.

2.3 Health Board Risk Register (HBRR)

The Health Board Risk Register (HBRR) is intended to summarise the greatest organisational risks facing the Health Board and the actions being taken to mitigate them.    

Each Health Board risk has a lead Executive Director who is responsible for ensuring there are mechanisms in place for identifying, managing and alerting the Board to significant risks within their areas of responsibility through regular, timely and accurate reports to the Management Board/Executive Team, relevant Board Committees and the Board.


3. GOVERNANCE AND RISK ISSUES

3.1 Management of Health Board Risk Register (HBRR)

The HBRR was last received by the Workforce OD & Digital Committee (WODC) in April 2024. Since then risks have been subject to update by Executive Directors on a monthly basis. This paper is based on an extract from the June 2024 HBRR as attached at Appendix 1, but reflects some updates received form Executive leads during the July cycle.

The number of risks overseen by Workforce OD & Digital Committee in open session is now six:

· HBR 3	Workforce Recruitment of Medical & Dental Staff
· HBR 27	Digital Transformation to Deliver Sustainable Services
· HBR 36	Electronic Patient Record (Paper Record Storage)
· HBR 37	Operational & Strategic Decisions are not Data Informed
· HBR 51	Nurse Staffing Levels Act
· HBR 90	GDPR Subject Access Requests

In addition, the following risks are deemed sensitive and will be overseen in closed session:

· HBR 60	Cyber Security
· HBR 101	Industrial Action (Healthcare Support Workers)

The below risks are overseen by Board / other Committees, but included in this report to the Workforce OD & Digital Committee for information:
· HBR 51	Welsh Language Compliance
· HBR 64	Health & Safety Infrastructure
· HBR 81 	Midwifery: Critical Staffing Levels
· HBR 89	HMP Swansea Staffing Levels

The profile of risk scores for the risks assigned to WODC is as follows:

	Risk Score
	12 & below
	15
	16
	20
	25

	Number of Risks
	2
	0
	3
	3
	0



3.2 Risks Exceeding Appetite

Section 2.2 above indicated the risk level thresholds associated with the health board risk appetite statement. There are four risks currently meeting or exceeding the Health Board’s appetite thresholds, for which action is required so that they may be reduced to acceptable levels:

· HBR 3	Workforce Recruitment of Medical & Dental Staff
· HBR 90	GDPR Subject Access Requests
· HBR 60	Cyber Security
· HBR 101	Industrial Action (Healthcare Support Workers)

The tables below highlight recent changes / actions of note since the last meeting of the Committee for those risks within the public facing risk register (HBR 3 and 90) that are currently meeting or exceeding the thresholds:


	HBR3: Recruitment of consultant medical & dental staff in hard to fill roles.
Due to national shortages, there is a risk that that the health board will be unable to recruit consultant medical & dental staff into particular hard to fill roles which may result in difficulties fulfilling rotas on all sites, and adverse impact upon patient safety, service provision, quality and financial matters.

	Exec Lead
	Current Rating
	Appetite Threshold
	Target Rating
	Change

	Director of Workforce and Organisational Development
	20
	20
	12
	

	Ongoing Actions (refreshed for continuation to 31/03/2025):
Action 1: Medical training initiatives pursued in a number of specialties to ease junior doctor recruitment
Action 2: The Medical Workforce Board continues to monitor recruitment and junior doctor rotas.
Action 3: Continue to recruit internationally.  
Action 4: Continue to work with head hunters

Additional Notes/Updates:
The title and description of this risk have been refreshed to reflect that the focus is on particular consultant roles, following improvements in recruitment to training grades.
Consideration is being given to the RPO (Recruitment Process Outsourcing) model.
CESR (Certificate of Eligibility for Specialist Registration) framework to grow your own consultants has been implemented.





	HBR 90: Non-compliance with UK-GDPR Article 15 regarding Subject Access Requests (SARs), along with other health records requests for disclosure of personal data
The Health Board does not have adequate resources to deal with the sustained increase in volume and complexity of subject access /access to health records requests received from requestors. The ICO have previously been involved with a number of breaches and complaints in this area and there is the potential for future enforcement action if significant improvements are not made.  Misfiling and redaction are major issues for Health Records, IG and Health Professionals.  SAR breaches have led to successful compensation claims and media interest.

	Exec Lead
	Current Rating
	Appetite Threshold
	Target Rating
	Change

	Director of Digital
	16
	16
	12
	

	Actions:
· Action 1: Undertake GAP analysis and develop action plan (Target date refreshed in July 2024: End September 2024)
· Action 2: Implement key tasks outlined within the action plan within agreed timescales (Target date: End March 2025)

Additional Notes/Updates:
Revised Subject Access Request Policy in place (to be reviewed and updated in line with working group actions)
There continues to be an increase in both the number and complexity of SARs received as data subjects become more aware of their rights and the mediums in which data are recorded expands.
July 2024: GAP analysis has been completed. Action Plan is in development stages but has been placed on hold in light of imminent meetings to discuss viable next steps for the SAR risk. Due date extended to September 2024.




Further detail on the above risks can be found at Appendix 1.

In addition, HBR 50 Cyber Risk and HBR 101 Industrial Action (HCSW) exceed the Board’s risk appetite with scores of 20 currently. The full risk entries are reported separately within private session of the Committee.



3.3 Other Risks Assigned to this Committee 

Additional risks assigned to this Committee which are not currently meeting the appetite threshold are presented below for information:

	HBR 27 Digital Transformation 
Inability to deliver sustainable clinical services due to lack of Digital Transformation.  There are insufficient resources to: 
· Invest in the delivery of the ABMU Digital strategy,
· Support the growth in utilisation of existing and new digital solution
· Replace existing technology infrastructure and the end of its useful life.

	Exec Lead
	Current Rating
	Appetite Threshold
	Target Rating
	Change

	Director of Digital
	16
	20
	12
	

	Action:
Refresh the Digital Strategy including a high level investment plan to set out vision for the Health Board. (Target: End September 2024).

Additional Notes/Updates:
Digital Strategy redevelopment process was completed (March 2024). A 10-year investment plan was drafted and a 3-year plan submitted to Welsh Government via DHCW (April 2024). The draft Digital strategy includes the 10-year investment plan.
July 2024: Final draft of strategy including investment plan has been circulated for comment with aim to submit to Health Board for approval in Sept 2024 – Action target date above refreshed to 30/09/2024





	HBR 36 Paper Record Storage
Lack of a single electronic record means there is greater reliance on the provision of the paper record. If we fail to provide adequate storage facilities for paper records, then this will impact on the availability of patient records at the point of care. Quality of the paper record may also be reduced if there is poor records management in some wards.  There is an increased fire risk where medical records are stored outside of the medical record libraries.

	Exec Lead
	Current Rating
	Appetite Threshold
	Target Rating
	Change

	Director of Digital
	16
	20
	9
	

	Actions completed (July 2024 update): 
· Action 1: Welsh Government (WG) approval for Health Records Business Case (complete).  
· Action 2: Legal agreement with landlord once approval from WG received (complete).

Additional Notes/Updates:
Plans indicate that the Health Board will not transfer the records service to the new location until Q4 at the earliest. However, in light of the lease being in place the risk level will be reviewed at the next Digital Risk Management Meeting.





	HBR 37 Operational and strategic decisions are not data informed
· Significant gaps in information collection due to lack of digital clinical systems especially within Primary, Community and Mental Health services (Connecting Care System) resulting in inability to deliver statutory reporting requirements. 
· Users are unable to access the information they require to make decisions at the right time
· Business intelligence and information already available is not always utilised effectively

	Exec Lead
	Current Rating
	Appetite Threshold
	Target Rating
	Change

	Director of Digital
	12
	20
	8
	

	July 2024 update: Risk entry has been refreshed since June HBRR as above.

Controls (refreshed July 2024):
· Four BI partner roles have been appointed and are working with SDGs to help drive data literacy and data driven decision making with services. 
· Ad-hoc Data literacy module training is given and a formal Manager’s Pathway Course has been developed which circa 100 manager’s a year attend.
· Self-service dashboards in areas such as UEC and Mental Health have been developed to allow service users to derive the data and insights they require.
· Over 100 dashboards in place including Cancer, Patient Flow, Outpatients, Mortality, Clinical Variation, Primary & Community Care Delivery Unit Dashboard and Ward Dashboard and Apps created for all key areas.
· Safety Huddle implemented in Morriston has improved data quality and improved operational working
· Quality and Safety Dashboard continues to be developed delivering key insights around agreed measures.
· New technologies being reviewed for advanced analytics and integration into a new Health Board analytics platform.
· Health Board has representation on national groups such as the Advanced Analytics Group (AAG), all Wales Business Intelligence and Data Warehousing Group and Welsh Modelling Collaborative.
· Digital Intelligence representatives involved within Digital SDG meetings to emphasise importance of the implementation of digital solutions for data capture.

Actions Completed (refreshed July 2024):
· Successful recruitment of Business Intelligence Partner. Monthly meeting invites sent to Health Care Systems Engineering (HCSE), Value based Health Care (VBHC) and others to share learning.
· Start of 2nd tranche of Data Literacy Module Manager’s Pathway programme
· Certified Analytical Programme with access to self-service datasets
· Three additional Data Literacy and Power BI Modules to be created and offered on ad-hoc basis.
Assurances (refreshed July 2024):
More evidence based and proactive decisions being made.
Number of unique users and unique dashboards used increases
Dashboard usage increases within areas where current digital maturity is low due to inadequate systems for data collection.
Dashboard technology; assist in developing indicators / triangulating information to identify issues
Number of people attending Data Literacy Training courses continues to grow
An internal audit of the Digital Intelligence Strategy implementation was completed in May 2023 and received a substantial grade.

Significant gaps in data still remain within certain areas primarily due lack of digital clinical systems. Culture of the organisation continues to change to focus on information and business intelligence for operational rather than just reporting purposes; with the capability of operational staff to utilise the tools and capacity to act on the intelligence provided increasing through training and awareness.

Action:
· Digital Strategy to be approved through Health Board (Target date: End September 2024)




	HBR 51: Non Compliance with Nurse Staffing Levels Act (2016) – Section 25B Wards
The Nurse Staffing Levels (Wales) Act 2016 (NSLWA) legally requires the health board to make provision for appropriate nurse staffing levels within their nursing services.  In accordance with section 25B, there is a duty to calculate nurse staffing levels in adult and paediatric acute medical and surgical inpatient wards. There is a risk we may not meet these requirements fully due to increased acuity, unplanned staff absence and vacancies. The potential impact of this maybe non-compliance with the ‘Act’, poor patient outcomes and experience, and suspension of services.

	Exec Lead
	Current Rating
	Appetite Threshold
	Target Rating
	Change

	Executive Director of Nursing
	12
	16
	12
	

	Risk scope, description, and assessment has been refreshed:
The scope of the risk has been reviewed to disaggregate the 25B reportable wards as part of the Nurse Staffing Levels (Wales) Act to enable clearer identification of risk of non-compliance with ‘the Act’ from the aggregated risk across all nurse staffing areas of inadequate staffing levels previously scored 20.
Assessment against the revised scope: There has been a steady decline in the number of vacancies across the 25B wards as a result of successful international recruitment and student streamlining. The risk was subsequently reduced to 12 and following review at Nursing Assurance Meeting 20/05/2024 has remained the same as an aggregated score (ie 12). To note that whilst that is the case, the risk score for Paediatric Wards was increased by the NPTS Service Group to 16 as a result of skill mix challenges. The Service Group have a mitigation plan and trajectory to deescalate.

Ongoing Actions:
· Action 1: Student Streamlining and Overseas recruitment (Target date: 31/12/2024 monthly ongoing)
· Action 2: Review of workforce, considering more diverse skill mix, including development of Band 3 and Band 4 roles. Bi-annual re-calculations of inpatient wards have resulted in the addition of Band 3 and 4 roles within the NSA templates. These posts are being recruited into but there is a need for training and supervision for these new posts. (Target Date: 31/12/2024 refreshed)

Other staffing areas are subject to review for separate representation in the register where required.
 



Further detail on the above risks can be found at Appendix 1.


3.4 For Information – Risks Assigned to Other Committees 

The table below identifies additional risks which are assigned to other Committees for oversight of mitigating actions, but which are noted here for information. The detailed HBRR entries are also included in Appendix 1 for information.

	HBRR Ref
	Description of Risk Identified
(Summarised)
	Exec Lead
	Committee
	Current Score

	53
	Welsh Language Standards
Failure to fully comply with all the requirements of the Welsh Language Standards, as they apply to the University Health Board.  
	Director of Corporate Governance
	Health Board (Welsh Language Group)
	15

	64
	Health & Safety Infrastructure 
Insufficient resource and capacity of the health, safety and fire function within SBUHB to maintain legal and regulatory compliance for the workforce and for the sites across SBUHB
	Director of Finance & Performance
	Quality & Safety Committee
	16

	81
	Critical staffing levels – Midwifery Unplanned absences resulting from long and short-term sickness, alongside maternity leave, have resulted in critical staffing levels, which undermine the ability to maintain the full range of expected services safely, increasing the potential for harm, poor patient outcomes and/or choice of birthplace. Poor service quality or reduction in services could impact on organisational reputation.
	Executive Director of Nursing
	Quality & Safety Committee
	20


	89
	Healthcare Nursing Staff Levels at HMP Swansea     
There is a risk that the men in HMP Swansea will not receive the appropriate standard of care.  This is due to the fact that the nursing establishment within the prison no longer fully meets the changed demographics and numbers of men being detained.  The maximum operational capacity of the Prison can reach circa 480 men. The Health Board investment into the Prison is based on delivering services to 250 men. This was also highlighted as a risk in the June 2022 HIW governance review.  In addition there is no head room built into the Prison nursing establishment so periods of sickness, leave and study renders the roster short.
	Executive Director of Nursing
	Quality & Safety Committee
	20





3.5 Operational Workforce OD & Digital Risks

Each Service Group and Directorate hold their own risk registers, which outline the operational risks facing them. Any operational risks relating to Workforce OD & Digital services can be escalated to the Risk Scrutiny Panel which may co-opt a member of the Workforce team or seek the views of an Executive Director to consider the risk, controls in place and action to be taken to mitigate the risk, and whether the risk should be considered for inclusion on the Health Board Risk Register.  


4.  FINANCIAL IMPLICATIONS

This report does not present any matters for decision with financial implications. There may be financial implications arising from actions required to improvement the treatment of risks entered on the HBRR. Where this is the case they are highlighted within individual risk register entries for information.


5. RECOMMENDATIONS

Members are asked to:

· SCRUTINISE the Health Board Risk Register (HBRR) risks assigned to the Workforce OD & Digital Committee.

· CONSIDER in particular the risks exceeding the Board’s stated appetite levels, the associated actions and timescales identified, and determine whether further action / assurance is required in respect of any.

	Governance and Assurance


	Link to Enabling Objectives
(please choose)
	Supporting better health and wellbeing by actively promoting and empowering people to live well in resilient communities

	
	Partnerships for Improving Health and Wellbeing
	☐
	
	Co-Production and Health Literacy
	☐
	
	Digitally Enabled Health and Wellbeing
	☐
	
	Deliver better care through excellent health and care services achieving the outcomes that matter most to people 

	
	Best Value Outcomes and High Quality Care
	☒
	
	Partnerships for Care
	☒
	
	Excellent Staff
	☒
	
	Digitally Enabled Care
	☒
	
	Outstanding Research, Innovation, Education and Learning
	☒
	Health and Care Standards

	(please choose)
	Staying Healthy
	☒
	
	Safe Care
	☒
	
	Effective  Care
	☒
	
	Dignified Care
	☒
	
	Timely Care
	☒
	
	Individual Care
	☒
	
	Staff and Resources
	☒
	Quality, Safety and Patient Experience

	Ensuring the organisation has robust risk management arrangements that ensure organisational risks are captured, assessed, monitored and managed, supports the quality, safety & experience of patients receiving care and staff working in the UHB.  

	Financial Implications

	This report does not present any matters for decision with financial implications. There may be financial implications arising from actions required to improvement the treatment of risks entered on the HBRR. Where this is the case they are highlighted within individual risk register entries for information.

	Legal Implications (including equality and diversity assessment)

	It is essential that the Board has robust arrangements in place to assess, capture and mitigate risks faced by the organisation, as failure to do so could have legal implications for the UHB. 

	Staffing Implications

	All staff have a responsibility for promoting risk management, adhering to SBUHB policies and have a personal responsibility for patients’ safety as well as their own and colleague’s health and safety. Executive Directors/Service Group Directors are responsible for the review of their operational risks and escalation of those requiring board-level oversight SBUHB.

	Long Term Implications (including the impact of the Well-being of Future Generations (Wales) Act 2015)

	The HBRR sets out the framework for how SBUHB will make an assessment of existing and future emerging risks, and how it will plan to manage and prepare for those risks.

	Report History
	This report provides an update on the risk profile last reported to WODC in April 2024. 

	Appendices
	Appendix 1 – Health Board Risk Register (HBRR) Risks Assigned to the Quality & Safety Committee 
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