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	Summary of key matters considered by the committee and any related decisions made: 

	Changes to reporting structures/Terms of Reference (TOR) – The inaugural meeting of IGCAG took place on 9th November. The new reporting structure aims to provide additional input, oversight and direction on information governance (IG) and cyber security (CS) matters at a strategic level. The group will receive reports on items for assurance, approval and escalation. The senior membership of the group includes the SIRO, Caldicott Guardian, Data Protection Officer and Director of Corporate Governance. Terms of Reference (TOR), membership and role of the group were discussed with the final TOR expected to be signed off at the January 2024 meeting.

Use of Non-Corporate Communication Channels (NCCCs), including WhatsApp – The requirement for a clear organisational stance and guidance on the use of WhatsApp and other NCCCs was discussed and agreed by the group. Members concurred that work based communication should take place on work based software/systems (e.g. Teams) wherever possible. A number of other key principles, including how best to mitigate against IG risks, were outlined to the group and approved as the basis on which to develop a comprehensive staff guidance document to support existing policies. The document will be presented at the next meeting for approval.

IG Champions – Nominations for IG Champions (IGCs) will be requested from each service delivery group (SDG) and Corporate Department to form the core membership of the Information Governance Learning & Operational Group (IGLOG). Members agreed that the nominated representatives should be of a position and level within the organisational where they are empowered to challenge poor IG performance and accomplish change and improvement within the area they represent. The proposed role profile of an IGC was approved for use by the group.  

IG – Internal Audit Report - Internal Audit carried out an IG audit during July-September 2022. The scope of the audit was to review the arrangements in place for the resourcing, capacity and resilience of the IG function to achieve compliance with GDPR in the future. Each of the four associated management actions resulting from the audit have now been completed and closed.

Digital Tabletop Business Continuity Exercise - On the 23rd August 2023 a tabletop exercise was facilitated by the Emergency Preparedness Resilience and Response (EPRR) to ensure the SDG’s Business Continuity Procedures are robust in the scenarios provided on the loss of digital systems. The exercise was well attended and raised several actions and recommendations captured in a separate report by EPRR.  This Report will be used to extract the key learning and inform further preparedness requirements and assurance processes.

Web Monitoring/Filtering – A procurement is underway to replace the current web filtering system. There is a move to cloud-based services which will improve the cyber posture for staff working increasingly remotely or at home. It was noted that this solution would potentially require revenue funding and not capital as in previous procurements. Digital services have highlighted this as a cost pressure with finance colleagues and included this in the 2024/25 IMTP planning process.

Network and Information Systems (NIS) Regulation Audit - The Cyber Resilience Unit (CRU) undertook an on-site NIS Assessment/Audit on October 2nd-5th and scheduled interviews with staff within Digital Services and key health board stakeholders including Radiology who represented a non-centralised IT function. The assessment was very positive, a written report is expected imminently and will be shared through appropriate governance boards.  

Resilience Audit Internal Audit recently undertook an audit of the Health Board’s ability to maintain acceptable service levels through, and beyond, severe disruptions to its critical processes and the IT systems which support them. The final report (November 2023) concluded that reasonable assurance was achieved, with substantial assurance for Backups and Continual Improvement noting that there is a formal Backup Policy in place, along with a formal process for taking backups and testing these to ensure validity. Areas of improvement were recommended in terms of disaster recovery plans and periodic testing.



	
Key risks and issues/matters of concern of which the board needs to be made aware:

	Organisational Issues/Risks – The risk of non-compliance with subject access requests (SAR) remains on the Health Board Risk Register. Agreed actions continue to be implemented to help mitigate the risk, with the risk reviewed and updated on a regular basis. The most recent update included confirmation of the newly appointed SAR Lead, a dedicated resource for SAR advice, who joined the IG Team on the 30th October 2023.

Information Commissioner’s Office (ICO) Notification of Data Breaches – In July 2023, a data breach occurred whereby misfiled documents were disclosed in error as part of a subject access request (SAR). On this occasion, the second check process failed to identify the misfiled information prior to disclosure. Following review of the incident, the ICO has provided recommendations for learning and improvement, while closing down the incident with no further action to be taken by them at this time.

Cyber Risk - The cyber security risk on the health board risk register remains at a score of 20 (L4 x C5). Whilst the action to mandate cyber security training has been achieved, the ongoing cyber threat continues, and health is a known target, the health board had a cyber-attack on the Adastra GP out of hours system in 2022 along with other health boards and trusts in the UK for example and therefore reducing the score is not an option at this time. New actions have been identified to raise board awareness (session planned December), undertake tabletops exercises (recently achieved) and identifying new technologies to improve security which has resourcing implications going forward.


	Delegated action by the committee:

	No delegated action was taken by the committee at this meeting.

	Main sources of information received:

	· Information Governance Highlight Report
· Cyber Security Highlight Report 
· Health Records – Internal Audit Report


	Highlights from sub-groups reporting into this committee:

	No sub-group reports to note

	Matters referred to other committees 

	No matters were referred to other committees at this meeting. 

	Date of next meeting
	19 January 2024
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