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	Purpose of the Report
	This paper provides an update on the firewall failure which started on Tuesday 22nd July 2025. 

	Key Issues
	· A routine firewall security update caused a brief outage to national clinical systems and internet access at Morriston Hospital.
· Access to clinical systems was quickly resolved by re-routing network traffic via Singleton Hospital
· Faulty Cisco firewall hardware was the root cause, and an initial replacement part also failed resulting in a delay to fixing the problem. New equipment provided as goodwill gesture.
· Other infrastructure services such as the Free BT Wi-Fi service were unavailable across the Health Board intermittently between 22nd July and 24th July.
· Workarounds were put in place to address the infrastructure outages. 
· All services are fully available with the remaining infrastructure outage recovered on 28th July. 

	Specific Action Required 
(please choose one only)
	Information
	Discussion
	Assurance
	Approval

	
	☐	☐	☒	☐
	Recommendations
	Members are asked to:
· Receive assurance that the issues with the Morriston firewall are resolved.
· Receive assurance that the loss of access to clinical systems within Morriston Hospital was recovered in a timely manner to reduce any impact on patient care. 
· Note that the incident was not reportable to the Cyber Resilience Unit under the Network and Information Systems (NIS) regulations. 






Morriston Hospital Firewall Outage 22nd – 24th July 2025

1. INTRODUCTION

A planned routine firewall upgrade resulted in the failure of the firewall at Morriston Hospital around 6:30am on Tuesday 22nd July 2025 causing disruption to clinical systems and health board infrastructure services. It also caused access issues for smaller community sites and some services from Hywel Dda accessing systems based in the Morriston data centre notably the Chemocare e-prescribing system. 



2. BACKGROUND

The Health Board has firewalls installed at Morriston, Singleton and NPT Hospitals. 

These firewalls provide cyber security defences for the hospital sites as they are the gateways to the All-Wales NHS network and onwards to the internet.

Firewall upgrades are performed regularly and are essential to protect the health board digital services from vulnerabilities discovered in the firewall software. 

The planned firewall upgrade started at 6am which was the time chosen to minimise any impact caused by outages. SBU network engineers were onsite to perform the upgrade.

Following initial reports of lack of access to clinical systems a meeting was arranged at 08:30am with key representatives from diagnostics and other services to provide information and to quickly understand the impact.

The firewall upgrade failed due to a hardware problem and access to national systems and the internet were unavailable within Morriston Hospital from the time of the upgrade until 09:05am on the Tuesday morning. 

2.1 Impact on clinical systems and infrastructure services

When the firewall upgrade started, an issue with network traffic being diverted through Singleton meant that access to national clinical systems such as Welsh Patient Administration System (WPAS), Welsh Laboratory Information System (WLIMS) and internet services (including Microsoft Teams) were unavailable within Morriston Hospital. Access to SBU provided local systems such as Hospital e-prescribing and Signal remained operational including telephony services and specifically broadcast calls for cardiac arrests. 

At 09:05am access to the national clinical, internet services (including Microsoft Teams) and administrative systems returned as normal. 

Four infrastructure services were impacted which were:-

· Remote access points, these are provided for a small number of staff, including Radiologists for home reporting. Radiology staff were informed and alternative arrangements put in place. 
· Intune VPN (Virtual Private Network), this service provides access from iPads to a clinical system used by the Emergency Medical Retrieval and Transfer Service (EMRTS). Alternative arrangements were put in place.
· BT Wi-Fi (Free Wi-Fi only) across the Health Board
· SBU VPN (Virtual Private Network) which is a service provided to a small number of staff requiring faster access to systems. Staff were informed to use the All Wales VPN during the outage. 


2.2 Recovery of services 

The first part of the recovery involved diverting the network traffic from Morriston through to Singleton which was when the access to the national clinical systems and the internet recovered at 09:05. 

The next stage was to recover the root cause of the problem which was to reinstate the firewall. This complex process was undertaken by SBU network engineers working closely with Cisco who provide the network equipment and support services. Cisco are a recognized world leader in terms of network, telecommunications and security services. 

A hardware fault was diagnosed and spare parts sent to Morriston Hospital on a same day delivery service. The firewall was reconfigured and service restored around midnight including the BT Free Wi-Fi service and the EMRTS iPad access. 

On the following day (23rd), calls started coming in around 10am for slow access to internet services in community sites and also slow access to local infrastructure services. The network traffic was diverted once again to Singleton to ensure there was no further disruption. There were no reports that clinical systems were affected.
By diverting the traffic, however the BT Free Wi-Fi service, remote access points and EMRTS iPad access was once again affected. EMRTS were able to maintain access to their clinical system and access through a workaround. Staff were also able to access clinical systems through the All-Wales VPN service rather than the remote access points.

Cisco diagnosed further hardware faults with the replacement firewall on 24th following further tests and sent further spare parts on a priority same day delivery service. On receipt of the spare parts the firewall was reconfigured successfully around 11pm at which time the BT Free Wi-Fi services and EMRTS iPad access was recovered. 
 
The only outstanding service to recover was the SBU VPN which required issuing a computer certificate due to the configuration of the new firewall and this was actioned by DHCW and recovered on Monday 28th July. 





2.3 Observations and Lessons Learned

The health board invests in resilient network links which meant that the initial recovery of access to clinical systems was implemented. However, there are significant network upgrades taking place resulting in a combination of old and new core network technologies working in parallel. This meant that the initial failover failed to complete successfully. A manual network configuration was required to fix this problem to bypass the Morriston firewall and failover services successfully. Additional automation processes have been developed in order to quickly transfer services across resilient links until full automation resumes following a design change which will be implemented in September 2025. 

Cisco initially sent a faulty firewall chassis, this caused delay in resolving the issue. This has been escalated to Cisco and in response have agreed to send 2 new firewalls free of charge as a gesture of goodwill. These firewalls will provide updated functionality and improve resilience. The costs of these firewalls would have been significant, circa £200K. 
BT Free Wi-Fi is a single point of failure and relies on the Morriston Firewall availability. Options are being considered to implement a second BT Wi-Fi connection at NPT Hospital to improve resilience and availability. 
As the access to the internet was initially unavailable within Morriston Hospital, staff had to rely on mobile data access to receive Microsoft Teams updates (including Outlook calendar invites). Accessing mobile data in Morriston Hospital due to lack of signal coverage indoors. Whilst access was resolved in a timely manner, other means of accessing information need to be considered in future. It is possible for staff onsite to join the meeting with audio only which would then allow staff to participate in meetings where desk phones are available.   

4. GOVERNANCE AND RISK ISSUES

This report does not highlight any concerns that significantly increased level of risk for the Health Board.

Service availability, operational issues and service plans (Radiology, Pathology etc.) for national and local systems are reported to the Digital Service Management Group (DSMG). Associated reports are fed into the highlight report in the Digital Leadership Group (DLG) and appropriately to the Management Board, the Digital, Data, Research and Innovation Committee and associated risks with systems to the Digital Services Business meeting. The DSMG meets quarterly in line with the DLG. The Digital Services Business meeting meets bi-monthly.

Nationally, the service management boards including the Operational Security Service Management Board (OSSMB), Infrastructure Management Board (IMB), Microsoft 365 Service Management Board and clinical systems management boards (Radiology, Welsh Patient Administration System, Welsh National Care Records etc.) report to the National Service Management Board and the health board is represented by the Assistant Director of Digital Technology. This board has sight of DHCW performance reports, availability, major incidents and is an escalation point for the sub boards. The Health Boards and Trusts in NHS Wales also report local outages to this national board. 


5.  FINANCIAL IMPLICATIONS

There are no financial implications other than revenue costs for a resilient BT Wi-Fi service if required. 

Failure to protect the network and information systems, which could result in interruption in services and loss of data can result in fines of up to £17m under the Network and Information Systems (NIS) Regulation. 

Due to the short outage of access to national clinical systems and limited impact, this not reportable under the NIS regulation. 

RECOMMENDATION

Members are asked to:
· Receive assurance that the issues with accessing clinical system were resolved in a timely manner and as the update was planned at a relatively quiet period (06:30am) the impact was low. 
· Receive assurance that process with dealing with the incident was well managed in terms of understanding the impact, putting a timely workaround in place and working with Cisco engineers to with obtaining the impact information the issues with accessing clinical system were resolved in a timely manner and as the update was planned at a relatively quiet period (06:30am) the impact was low. 
· Receive assurance that there is a lessons learned process which was undertaken with appropriate actions in place. 
· 



	
Governance and Assurance


	Link to Enabling Objectives
(please choose)
	Supporting better health and wellbeing by actively promoting and empowering people to live well in resilient communities

	
	Partnerships for Improving Health and Wellbeing
	☒
	
	Co-Production and Health Literacy
	☒
	
	Digitally Enabled Health and Wellbeing
	☒
	
	Deliver better care through excellent health and care services achieving the outcomes that matter most to people 

	
	Best Value Outcomes and High Quality Care
	☒
	
	Partnerships for Care
	☒
	
	Excellent Staff
	☒
	
	Digitally Enabled Care
	☒
	
	Outstanding Research, Innovation, Education and Learning
	☐
	Health and Care Standards

	(please choose)
	Staying Healthy
	☒
	
	Safe Care
	☒
	
	Effective Care
	☒
	
	Dignified Care
	☒
	
	Timely Care
	☒
	
	Individual Care
	☒
	
	Staff and Resources
	☒
	Quality, Safety and Patient Experience

	Digital systems in healthcare can have a significant positive impact on quality, safety and patient experience. The increased adoption and reliance on digital systems requires robust and highly available systems. Technical issues preventing access to critical systems can impact on quality, safety and patient experience. 

	Financial Implications

	Potential costs if the Free BT Wi-Fi service is enhanced.


	Legal Implications (including equality and diversity assessment)

	As an Operator of Essential Services, the health board has a legal duty to comply with NIS regulations by ensuring appropriate levels of availability, cyber security and resilience of key digital systems are in place. Service loss through inadequate systems including resilience and outages caused by poor cyber security defences could result fines of up to £17m through the Network and Information Systems (NIS) regulations. In addition, if there is data loss, there may be an additional fine (up to £17m) under GDPR.


	Staffing Implications

	The organisation must have tried and tested business continuity plans (BCP) in place and staff must be ready to implement these in the event of a computer system outage.


	Long Term Implications (including the impact of the Well-being of Future Generations (Wales) Act 2015)

	· Long Term – Health and Social Care “A Healthier Wales” (2018) sets out a long-term future vision of a ‘whole system approach to health and social care’, which is focussed on health and wellbeing, and on preventing illness. It acknowledges that technology is transforming the way we live, lifestyles and expectations have changed. 

The aspirations of the act critically rely on digital technology as an enabler and therefore reliable and highly available systems to deliver effective digital tools, systems and data is absolutely essential.

· SBU HB’s Clinical Services Plan (2019-2024)
· Adoption of digital solutions and technology.
· Create a mobile workforce that is digitally connected to ensure staff work seamlessly to ‘Make Every Contact Count’. 
· Technology to support care closer to the patient’s home or in the community.
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