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	Information Governance & Cyber Security Assurance Group (IGCAG) Update
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	Claire Parsons-Galliford, Head of Information Governance/Deputy Data Protection Officer

	Report Sponsor
	Matt John, Director of Digital

	Presented by
	Gareth Westlake, Assistant Director of Digital: Business Management and Information Governance

	Freedom of Information 
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	Purpose of the Report
	The purpose of this report is to provide committee members with an update on the key issues discussed at the Information Governance & Cyber Security Assurance Group (IGCAG) in October 2025.

Cyber security updates provided to IGCAG will be reported to DDRI separately as part of a closed paper.


	Key Issues



	Key issues noted within this report include: 
· Update on the Artificial Intelligence (AI) Report outlining the risks associated with generative AI tools and proposed mitigations 
· An update on Capacity & Pressures within the Information Governance (IG) Team and the measures taken to prioritise workload using a risk-based approach  
· Updates to Health Board Risk Register/Subject Access Requests (SARs) Action Plan and re-prioritisation of “longer-term” actions  
· Update from Information Governance Learning & Operational Group (IGLOG) meeting held on 18th September 2025 
· Summary of Incident Notifications to the Information Commissioner’s Office (ICO) included for information
· Health Records Update Reports outlining the position on Subject Access Requests, records management audit and the SAR work plan


	Specific Action Required 
(please choose one only)
	Information
	Discussion
	Assurance
	Approval

	
	☐	☐	☒	☐
	Recommendations

	Members are asked to:
· CONSIDER the contents of the report.







INFORMATION GOVERNANCE & CYBER SECURITY ASSURANCE GROUP (IGCAG) UPDATE 


1. INTRODUCTION

This report aims to provide Committee members with an update and assurance on the key issues presented at IGCAG. 

2. BACKGROUND
IG and Cyber Security (CS) operate within a comprehensive framework of legislation, standards and principles governing the appropriate use of personal and business data. The framework outlines the Health Board’s legal duty to ensure that this data is handled in a confidential and secure manner. It sets out high standards for information governance, cyber security, data quality and effective records management practices; all of which are essential in supporting the delivery of the best possible healthcare and services for our citizens.
IGCAG is responsible for overseeing the IG and CS governance frameworks and ensuring robust assurances are in place to ensure legislative compliance, good practice and effective risk management processes.
3. GOVERNANCE AND RISK ISSUES

A summary of the key items presented at IGCAG in October 2025 are outlined below: 

· AI Report

The report noted that generative AI tools (e.g. ChatGPT, Gemini, Microsoft Copilot) are increasingly being used across the Health Board and whilst they offer productivity benefits, they also pose risks relating to information security, storage, and inappropriate use or disclosure of personal data. NHS Wales currently blocks low-reputation generative AI apps due to these risks.

Co-Pilot is available within the Health Board as a generative AI tool integrated into the Microsoft 365 environment, providing built-in data protection controls. It provides secure searches and functionality based on user’s existing access rights, reducing the risk of inappropriate disclosure. It is therefore the generative AI tool recommended for staff use.

In order to reduce the risks associated with generative AI use, approval was requested to block routine access to a number of generative tools where the IG and security risks had not been fully assessed - with exceptions to be made for tools that had undertaken sufficient scrutiny via the Cyber risk assessment and Data Protection Impact Assessment processes when used for a specific purpose.

IGCAG supported this position, however the Executive Team have requested further understanding of the position across Wales, particularly the views of DHCW leads, in pursuit of a consistent way forward.


· Capacity and Pressures within the IG Team 
IGCAG were provided with an update on the sustained workload pressures experienced by the IG Team throughout 2024 and into 2025. In February 2025, temporary measures were introduced to prioritise high-risk areas. As of October 2025, the situation became increasingly challenging due to further sickness absence and a staff resignation, resulting in the team operating at a 33.3% vacancy rate. Considering this, further changes were made to temporary ways of working in order to focus on areas of highest priority across the IG landscape, ensuring available resources are focused on the highest areas of risk for the organisation. 
The following actions are underway to help improve the position: 

· The IG Team are further exploring the use of the HALO system to manage incoming requests and improve resilience during periods of staff absence
· Recruitment process is underway for three full-time vacancies, navigating financial constraints and system backlogs
· A formal risk entry to be included on the Digital Services Risk Register, detailing the temporary working model and the mitigating actions

IGCAG members supported the actions being taken to address the current challenges.


· Health Board Risk Register/ SARs Action Plan

IGCAG members were informed that the SAR risk currently on the Health Board Risk Register was in the process of being updated, including a review of its risk scoring.  

As previously reported, the SAR Action Plan had been developed to help mitigate SAR risks with implementation of actions underway since May 2025. However, due to the current capacity and resourcing position within the IG Team, the action plan has been re-viewed and re-prioritised to maximise available resources. 
7 of 15 open actions have been “paused”, with 6 of these actions relating to the longer-term modernisation of SARs and 1 relating to short-term improvements. The remaining open actions will continue to be implemented to help mitigate the risk.
Members were informed that there would likely be a requirement to review and update the “paused” actions when normal service resumes, to take into consideration any impact of earlier completed actions within the plan (e.g. the introduction of new software).

IGCAG members supported the actions taken.


· IGLOG Update

IGCAG members were provided with assurances from the IGLOG meeting held on the 18th September where reports were submitted by the IG Team, Freedom Of Information (FOI) Lead, Data Quality Lead and IG Champions from the following service groups: 
· Primary Community & Therapy 
· Mental Health & Learning Disabilities 
· Research & Development 
· Morriston 
· Neath Port Talbot & Singleton

The learning/development session provided to IG Champions at the meeting addressed the topic of SARs, including the legal requirements of SARs, the redaction process and the exemptions that can be considered when refusing a SAR. 

There were no issues noted for formal escalation to IGCAG. 


· Incident Notification to the ICO

The Health Board has a legal obligation under UK-GDPR to notify serious data breaches to the ICO within 72 hours of becoming aware of them. 

During the period June – August 2025, one new data breach was notified to the ICO. The breach occurred when a medical report for one patient was accidentally included in an envelope sent to another patient, resulting in a breach of confidentiality.  

This data breach notification has since been considered by the ICO and closed, with advice for improvements provided to the Health Board. No enforcement action has been taken by the ICO to date. IGCAG members noted the update. 

· Health Records Update Reports

IGCAG members received update reports from the Health Records Team relating to the following three areas:

· Health Records SAR Update – October 2025

Key issues within the report highlighted the rising complexity and volume of SARs (approx. 7,500 annually) (especially involving emails and digital communications), resource constraints leading to delays and risk of ICO involvement, inadequate redaction and clinical review due to lack of expertise and time and the governance risks due to “open approval” practices by clinicians.

The report outlined the following performance figures for Q4 April-June 2025:
· General SARs: 1,823 received; 98.8% within target.
· Government Agency Requests: 337 received; 100% within target.
· Total: 2,160 requests; 99.0% compliance.
Actions taken include implementation of the SAR Action Plan, on-going review of SAR processes with staff reminders and process improvements underway. IGCAG members noted the updated provided.
· Records Management - Internal Audit Response

The report outlined the six management actions following the internal audit in November 2024. Key issues included gaps in storage, retention and destruction practices, lack of formal contracts with third-party providers, transportation issues and departments failing to comply with agreed retention periods. 
	
Two working groups were established with actions taken to address the issues noted with assurances provided to IGCAG on the actions taken to date. IGCAG members noted the updated provided.

· SAR Work Plan Update
The report noted key progress updates in the following areas: 
· 30% of process improvements completed; 40% pending software rollout 
· Access to radiology images for SAR requests improving, but expecting further streamlining upon implementation of new national radiology platform
· Dialogue continuing with DHCW to test new Welsh Subject Access Request (WSAR) platform instead of Welsh Clinical Portal (WCP)
· SAR software procurement initiated; full rollout expected by Feb 2026

The updated SAR Work Plan was provided as an appendix to the report providing assurances on the actions progressed to date, but noting the actions paused due to capacity and resource restraints.
IGCAG members noted the updated provided. 

4.  FINANCIAL IMPLICATIONS

Financial challenges in relation to the recruitment process have been escalated for consideration. There are currently no other financial implications for consideration in relation to the content of this report. However, it should be noted for awareness that there is potential for the Health Board to receive significant financial penalties under UK-GDPR/Data Protection Act 2018 and the Network & Information Systems (NIS) Regulations 2018 should serious compliance failings occur. 




5. RECOMMENDATION

Members are asked to:
· CONSIDER the contents of the report. 

		Governance and Assurance


	Link to Enabling Objectives
(please choose)
	Supporting better health and wellbeing by actively promoting and empowering people to live well in resilient communities

	
	Partnerships for Improving Health and Wellbeing
	☐
	
	Co-Production and Health Literacy
	☐
	
	Digitally Enabled Health and Wellbeing
	☒
	
	Deliver better care through excellent health and care services achieving the outcomes that matter most to people 

	
	Best Value Outcomes and High Quality Care
	☒
	
	Partnerships for Care
	☐
	
	Excellent Staff
	☒
	
	Digitally Enabled Care
	☒
	
	Outstanding Research, Innovation, Education and Learning
	☐
	Health and Care Standards

	(please choose)
	Staying Healthy
	☐
	
	Safe Care
	☐
	
	Effective  Care
	☒
	
	Dignified Care
	☒
	
	Timely Care
	☐
	
	Individual Care
	☒
	
	Staff and Resources
	☒
	Quality, Safety and Patient Experience

	Good IG and CS practices are essential to the effective running of the organisation, supporting day to day clinical and business operations and the effective management of services and resources. Effective IG and CS maintains the security, confidentiality and privacy of personal data and facilitates trust and transparency for individuals about how their data is processed and protected by the Health Board. 

	Financial Implications

	There are currently no financial implications for consideration in relation to the content of this report. However, it should be noted for awareness that there is potential for the Health Board to receive significant financial penalties under UK-GDPR/Data Protection Act 2018 and the NIS Regulations 2018 should serious compliance failings occur. 

	Legal Implications (including equality and diversity assessment)

	This report includes assurances on the measures in place to support compliance with UK-GDPR, Data Protection Act 2018, NIS Regulations 2018 and other relevant legislation and standards outlined within the IG and CS framework.  

	Staffing Implications

	All staff are required to comply with Health Board policies, procedures and guidance on information governance and cyber security practices as well as completing mandatory training on a bi-annual basis. 

	Long Term Implications (including the impact of the Well-being of Future Generations (Wales) Act 2015)

	There are no specific implications to note, however good information governance and cyber security practices and compliance are essential in supporting the core aims of the Act. 

	Report History
	There are no previous reports to note. Updates provided within this report will also be submitted to the next Management Board meeting.

	Appendices
	None
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