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	Purpose of the Report
	The purpose of this report is to provide members with an update on the Information Governance (IG) measures in place within the Health Board to protect personal data and ensure compliance with legal requirements, standards and good practice.


	Key Issues



	The following key information governance issues are included within this report:

· Data Protection Impact Assessments
· IG Incidents 
· IG Concerns 
· IG Audits
· IG Training Compliance 
· Risk Management

Updates are provided for assurance purposes.


	Specific Action Required 
(please choose one only)
	Information
	Discussion
	Assurance
	Approval

	
	☐	☐	☒	☐
	Recommendations

	Members are request to:

· NOTE the contents of the report.








INFORMATION GOVERNANCE (IG) ASSURANCE REPORT


1. INTRODUCTION

This report aims to provide members with assurances on the information governance (IG) measures in place to protection personal data, maintain confidentiality and security and ensure compliance with legal requirements and other aspects of the IG framework. 


2. BACKGROUND

The Health Board and its employees must comply with legislative obligations, standards and good practice when handling information. This applies to corporate data and the personal/sensitive data of employees, patients and other data subjects. Personal data must be processed in a fair and lawful manner and in compliance with the UK General Data Protection Regulation (UK-GDPR) and Data Protection Act 2018.  
 
Good information governance is essential to the effective running of the organisation, supporting day to day clinical and business operations and the effective management of services and resources. Recent years have seen significant technological and digital advances, as well as a more citizen centred approach to using personal data; with data subjects far more aware of their individual rights and how to enact them. This has brought about a steady increase in demand for specialist information governance advice and support from the Health Board’s IG Team. 
 

3. GOVERNANCE AND RISK ISSUES

There is a robust reporting structure in place with the Information Governance and Cyber Security Assurance Group (IGCAG) providing strategic oversight, input and assurance on IG matters and identified risks. In addition, the Information Governance Learning & Operational Group (IGLOG) provides an opportunity for engagement, reporting and learning for the network of nominated IG Champions across the organisation.

Members are asked to note the following updates relating to key areas of information governance compliance and assurance:

Data Protection Impact Assessments (DPIAs)

The Health Board has in place a robust DPIA process to help identify and minimise data protection risks and encourage a privacy by design approach. 



DPIAs are usually undertaken at the start of a new project, development of a new service, system or application or when there is a change to the way personal data is processed or shared. 

The table below outlines the number of DPIAs completed during the period 1st May – 31st August 2024:

	Month 
	Number of DPIAs ongoing at start of month 
	Number of new DPIAs undergone 1st IG assessment during this month 
	DPIAs approved by IG during this month 
	Total DPIAs outstanding at the end of month (awaiting further info from DPIA owners) 

	May 
	47 
	9 
	17 
	39 

	June 
	39 
	11 
	16 
	32 

	July 
	32 
	15 
	21 
	26 

	August 
	26 
	13 
	9 
	30 



The early part of 2024 saw a significant increase in demand for DPIA support, this along with staff absence resulted in a backlog of requests, which the team have worked hard to reduce over recent months.

IG Incidents
The Health Board has in place a robust process and procedure for managing the legal requirement to notify the Information Commissioners Office (ICO) of certain IG incidents within 72 hours of becoming aware. 

For the period 1st May – 31st August 2024, 1016 incidents were reviewed and assessed, with 495 confirmed as IG incidents. None of which met the threshold for notification to the ICO upon review. 

As of the 31st August, a total of 48 personal data breaches had been notified to the ICO since GDPR came into effect in May 2018.

The following chart provides a breakdown of incidents by category: 
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Misfiling accounts for more than half of the incidents reported; which has obvious implications for ensuring safe and effective clinical care, as well as having a negative effect on the organisation’s ability to fulfil subject access requests. The introduction of a unified electronic health record, as outlined in the Digital Strategy, will offer mitigation to these risks. 

Regular monitoring of incidents is undertaken to identify risks and trends. Where required, action is taken to minimise risks and future reoccurrence of incidents. A range of actions may be taken by the IG Team, including advice on a change in process, staff bulletins and IG compliance audits. 
	
IG Concerns
IG concerns and complaints from individuals may be received by the Health Board’s Patient Feedback Team (PFT), directly into the Data Protection Officer (DPO) or via the ICO. They may relate solely to an information governance matter or involve an element of information governance within a wider, more complex complaint.  

The IG Team offer information governance advice and support to help bring concerns and complaints to a resolution in a way that is compliant with legal requirements and the wider IG framework, as well as providing independent oversight from the DPO to ensure individual’s rights are upheld. Where a data breach is highlighted as part of a concern or complaint, the relevant IG breach processes and procedures are also implemented. 

During the period 1st May 2024 – 31st August 2024:

· No new complaints were received via the ICO;
· Advice and support continued for 1 on-going concern with ICO involvement;
· IG input was provided on 13 new concerns, all of which related to data breaches or alleged data breaches; and 
· 4 longer term, on-going concerns continued to be supported. 


IG Audits
The IG Team has in place an audit programme to assess and monitor IG compliance across the organisation. There are two routes for audits – the first includes mandatory audits for departments directly involved in ICO notified incidents. The second includes a general audit programme which incorporates standard requests for non-urgent departmental audits, areas identified as having high risk practices or notable breach trends and those departments nominated by their IG Champion. 

During the period 1st May 2024 – 31st August 2024:

· 2 ICO related IG audits were undertaken; and
· 4 general IG audits were undertaken.


None of the above IG audits returned a “red” audit rating highlighting areas of significant concern. 

IG Training Compliance
In April 2023, a new national mandatory e-learning package was launched as part of the NHS Wales Core Skills Framework. The new package replaced the previous IG-only package with combined IG, Cyber Security & Records Management e-learning. 

The overall Health Board compliance percentage was as follows during the period 1st May 2024 – 31st August 2024:

	Month
	Compliance Percentage 

	May 2024
	85%

	June 2024
	85%

	July 2024
	86%

	August 2024
	86%



The Welsh Government target for training compliance is currently set at 85%. 

Digital Health & Care Wales (DHCW) have recently produced a development plan to review the current training package to ensure it is up to date and fit for purpose. The plan includes completion of a training needs analysis to consider role-based training of three tiers – basic, intermediate and higher. Further updates will be provided to members in due course. 


RISK MANAGEMENT

The Health Board has in place a multi-faceted approach to managing IG risks. Risks identified by the IG Team and within Digital Services are managed via the Digital Services Risk Register and Health Board Risk Register. In addition, services manage local IG risks via their own local risk registers. IG Champions report to IGLOG on their local IG risks for sharing and learning across the organisation.

There are currently five risks managed on the Digital Services Risk Register, covering issues linked to data classification, breach notification, compliance with UK-GDPR requirements regarding DPIAs and SARs, and the granting of access to clinical systems prior to induction or IG training compliance checks. 

One of the 5 risks listed is scored at a level requiring escalation to the Health Board Risk Register. Details of the risk are as follows: 

· Non-compliance with UK-GDPR Article 15 regarding Subject Access Requests (SARs), along with other health records requests 

This risk is in the process of being reviewed and re-scored, as recommended by IGCAG, to reflect the current challenges the Health Board is experiencing in relation to processing SARs in an effective and timely manner.  


4.  FINANCIAL IMPLICATIONS

There are currently no financial implications for consideration in relation to the content of this report. However, it should be noted for awareness that the ICO has the power to issue monetary penalties for failure to comply with UK-GDPR/Data Protection Act 2018. For serious breaches in compliance, fines have the potential to be significant, ranging between 2-4% of annual turnover.   


5. RECOMMENDATION

Members are requested to:
· NOTE the contents of the report.




































	Governance and Assurance


	Link to Enabling Objectives
(please choose)
	Supporting better health and wellbeing by actively promoting and empowering people to live well in resilient communities

	
	Partnerships for Improving Health and Wellbeing
	☐
	
	Co-Production and Health Literacy
	☐
	
	Digitally Enabled Health and Wellbeing
	☒
	
	Deliver better care through excellent health and care services achieving the outcomes that matter most to people 

	
	Best Value Outcomes and High Quality Care
	☒
	
	Partnerships for Care
	☐
	
	Excellent Staff
	☒
	
	Digitally Enabled Care
	☒
	
	Outstanding Research, Innovation, Education and Learning
	☐
	Health and Care Standards

	(please choose)
	Staying Healthy
	☐
	
	Safe Care
	☐
	
	Effective  Care
	☒
	
	Dignified Care
	☒
	
	Timely Care
	☐
	
	Individual Care
	☒
	
	Staff and Resources
	☒
	Quality, Safety and Patient Experience

	Good information governance is essential to the effective running of the organisation, supporting day to day clinical and business operations and the effective management of services and resources. Effective IG maintains the confidentiality and privacy of personal data and enables trust and transparency for individuals about how their data is processed by the Health Board. 


	Financial Implications

	There are currently no financial implications for consideration in relation to the content of this report. However, it should be noted for awareness that the ICO has the power to issue monetary penalties for failure to comply with UK-GDPR/Data Protection Act 2018. For serious breaches in compliance, fines have the potential to be significant, ranging between 2-4% of annual turnover.   
 

	Legal Implications (including equality and diversity assessment)

	This report outlines the key measures in place to support compliance with UK-GDPR, Data Protection Act 2018 and other relevant legislation and standards outlined within the IG framework. 


	Staffing Implications

	There are no specific staff implications identified within this paper. All staff are required to comply with Health Board’s policies, procedures and guidance on information governance practices as well as completing mandatory training on a bi-annual basis.


	Long Term Implications (including the impact of the Well-being of Future Generations (Wales) Act 2015)

	There are no specific implications to note, however good information governance practices and compliance are essential to support the core aims of the Act. 


	Report History
	There are no previous reports to note.


	Appendices
	There are no appendices to this report.
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