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CYBER SECURITY POLICY


This document may be made available in alternative formats and other languages, on request, as is reasonably practicable to do so.  

This policy has been screened for relevance to equality. No potential negative impact has been identified so a full equality impact assessment is not required. 
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Endorsed by: Information Governance and Cyber Assurance Group
Endorsement Date: 10th April 2025
Approved by: Digital, Data, Research and Innovation Committee (TBC)
Approval Date: TBC 
Review Date:  TBC
Document No: HB167

Revised April 2025: Amendments  

Rebranding from ‘IT’ to ‘Digital’ throughout the document.   
Section 1 – 1.3 Changed the word Accessibility to Availability to align with Cyber Security approach as opposed to Information Governance approach on data storage.
Section 3.3 Scope – Reworded data security to clarify scope to data encryption/backups, not usage.
Section 4 – Clarification of responsibilities around NIS Reporting and training.
Section 4.8 and Section 12.6 Changed from 90 to 60 days to reflect current process for managing the risk of devices not appeared online and receiving updates.
Section 6 – Updated regulations to latest versions
Section 8 – Added clarity on 8.4 for use of USB devices and recommended alternative options.
Section 8.9 – Added section on elevated and administrative accounts.
Section 9.6 - Added CSIA and DPIA requirements.
Section 10 – Simplified data security encryption requirements.
Section 11 – Intellectual Property and Copyright Law Section removed covered in The Copyright, Design and Patents Act 1988 in section 6 and referred to in section 15.8

Section 12 – Changed section heading from Mobile Computing to Mobile Computing and Remote Working
Section 12.2 and 12.3 with focus on secure storage of devices removed. Storing devices in lockers etc no longer expected. 
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[bookmark: _Toc194914715]1. POLICY STATEMENT 

Swansea Bay University Health Board (the HB) is dependent upon resilient digital services, which are underpinned by a secure and reliable infrastructure. The health board holds and manages a great deal of information and assets, much of it personal and confidential, without which it could not function. The purpose of the Cyber Security is to ensure the protection of the infrastructure and systems that hold this information as well as ensuring corporate assets are kept and retained safely and securely. The basic principles of information security should always apply: 

[bookmark: _Toc194914716]1.1. Confidentiality

The HB stores information that ranges from computerised records of patient registrations, hospital contacts and treatments through to paper-based records with payroll details, personal files and patient case notes. The HB has a legal responsibility, which is shared by its staff, to ensure that this data is not accessible to anyone without appropriate authorisation. 

[bookmark: _Toc194914717]1.2. Integrity

The HB has a duty to ensure that the data it holds is accurate and remains accurate throughout the time it is held. This means that precautions must be taken to ensure that the data is not changed through; accidental misuse, deliberate abuse or even through the failure of a computer system to store it properly. 

[bookmark: _Toc194914718]1.3. Availability 

Data is only useful if the people who need it have access to it. As a result, the HB must ensure that those who depend on particular items of information, gain timely access. 

[bookmark: _Toc194914719]2. PURPOSE 

The aim of this Policy is to ensure the HB has secure and resilient digital services and infrastructure. It also ensures compliance and awareness of responsibilities for the cyber security of the HB, helping to maintain secure and resilient digital services and associated infrastructure. 
 
The policy aims to ensure Cyber Security through: 

2.1 	The Confidentiality, Integrity and Availability of information, infrastructure and services

2.2 	Compliance and awareness of responsibilities for the cyber security of the organisation to maintain secure and resilient digital services and associated infrastructure

2.3 	Effective management of Digital assets throughout the lifecycle, from Digital deliverables to end user responsibilities.
[bookmark: _Toc194914720]3. SCOPE 

3.1 	This policy applies to all members of staff, students/trainees, seconded staff, volunteers and contracted third parties (including agency staff) of the HB, its hosted agencies and its managed units. 

3.2 	This policy applies to all health board owned digital assets which also includes software applications. 

3.3	This policy does not cover the usage of data/information stored on devices (which is covered in the Information Security Policy), but the management and security of the data and any software.

3.4	This policy applies regardless of the location at which access to the information is accessed. The aim of this policy is to ensure all staff are aware of and comply with, relevant legislation requirements and security standards. 

[bookmark: _Toc194914721]4. RESPONSIBILITIES AND ROLES

	The Cyber Security Team shall;
4.1	Undertake operational activity in dealing with Cyber Security incidents, risks, assessments and setting standards. This will include proactive cyber security management of infrastructure and services, as well as reactive measures dealing with incidents and events.
4.2 	Provide expert advice and support on Cyber Security to staff throughout the HB.
	All Employees shall;
4.3	Comply with this policy, related policies, any local procedures and instructions as well as national regulations/legislature.

4.4 	Discuss and report any suspected or identified risks and security issues with their line management and/or the Cyber Security Team.

4.5 	Report Cyber Security incidents to the Cyber Security Team to allow timely response to the incident and assessment for further reporting under the Networking and Information Systems Regulation (NIS). See section 11 for further information

4.6 	Take responsibility for enabling controls to help prevent security breaches occurring, accidental or intentional. 

4.7 	Ensure good practice is followed for passwords and multi factor authentication is used in all cases where available.

4.8 	Ensure that equipment provided for the purpose of home working (i.e. laptops or similar devices) regularly connect (i.e. at least once every two weeks) to the HB network or VPN to ensure that upgrades for security updates and anti-virus software are installed. If an employee is on extended leave, the device will be disabled after 60 days and will need to be reconnected by the Digital Services team.

4.9	Ensure that iPad devices are connected to Wi-Fi or cellular data once every two weeks to receive updates and avoid being disconnected as part of the security process in place. 

4.10	Assess risks to Cyber Security and act to reduce those risks.

4.11 	Undertake mandatory IG/Cyber training every 2 years and complete the monthly additional Cyber Awareness training provided. 

4.12	Ensure user account passwords are not disclosed or shared.


	Line Managers shall;

4.14	Communicate any changes to policies, local procedures and guidance to their staff members.

4.15	Ensure staff take responsibility for their department’s digital assets (For example – laptops, tablets, mobile phones).
 
4.16	Ensure that all digital assets are returned to Digital Services when an individual leaves their department. Where Digital assets are to be redistributed this needs to be agreed with the Digital Department. All broken equipment must be returned to the Digital Department. All stolen or lost equipment must be reported to the Police (if stolen) and then reported to the Digital Department within 24 hours of loss. It is the responsibility of the department to fund any replacement equipment.

4.17	Report any Cyber Security incidents or suspected cyber events immediately on discovery and escalate to the Cyber Team within 24 hours following guidance in Section 11.
4.18	Ensure that staff are aware of and follow any joiners and leavers process, IG and Cyber Security training.
4.19	Take responsibility for maintaining a positive Cyber Security culture ensuring staff undertake mandatory IG and Cyber Security training and actively participate in Cyber Security awareness sessions.

Temporary/Guest/Generic Access:

4.20	Temporary staff and third parties that are not covered by an employment contract will be required to agree and sign a confidentiality agreement before being given access to information processing facilities.
4.21	Generic accounts should be avoided where possible, and when used a log of user attribution must be kept. Generic accounts can only be provisioned by Digital Services.
4.22	User account credentials and passwords must be kept confidential and not shared under any circumstances. Sharing user account and password information can result in data breaches, loss of intellectual property, and reputational damage. Additionally, shared passwords are more vulnerable to phishing attacks and social engineering, as multiple people knowing the password increases the chances of it being exposed. 

5. ENFORCEMENT OF THE POLICY 

5.1 	The HB will conduct regular audits to monitor compliance with this policy. Failure to comply may result in disciplinary action or even prosecution if a criminal offence has been committed. 


[bookmark: _Toc194914722]6. LEGISLATION AND GUIDANCE 

6.1 	Some current legislation and guidance that will also need to be considered;

Caldicott Report 
ISO/IEC 27002:2022Information Security Standard 
The Network and Information Systems (NIS) Regulations 2018
EC/ISO-19770:1 IT Asset Management standard
The Obscene Publications Act 1964
Children Act 2018
The Police and Criminal Evidence Act 1984 
The Business Regulations 2000,
Interception of Communications Act 2010
The Criminal Justice Act 2013
The Copyright, Design and Patents Act 1988 
The Computer Misuse Act 2011
Access to Records Act 2002
The EC Directive on Legal Protection of Databases 1996 
The Human Rights Act 1998 
Crime and Disorder Act 2014
The Public Disclosure Act 2017 
Data Protection Act 2018 & UK-GDPR
The Regulations of Investigatory Powers Act 2000 
The Telecommunications (Lawful Business Practice (Interception of Communications Regulations 2000) 
UK Terrorist Act 2016
Electronics Communication Act 2008
Freedom of Information Act 2000
The Health and Social Care Reform Act 2009
Privacy and Electronic Communications Regulations 2017





[bookmark: _Toc194914723]7. OTHER HB RELATED POLICIES AND PROCEDURES

7.1 	These policies should be read in conjunction with this policy and have sections that are relevant to this policy. 

· NHS Wales E-mail Policy 
· NHS Wales Internet Access Policy 
· NHS Wales Information Governance Framework
· Information Governance Procedures
· National Information Security Policy
· ICT Procurement Policy
· Mobile Communications Policy
· Telephone Use Policy


[bookmark: _Toc194914724]8. COMPUTER SECURITY

To ensure the confidentiality and security of the data held electronically the following controls must be complied with at all times:
 
8.1 	All digital devices will have an agreed standard configuration that must be implemented by Digital Services and remain unchanged.

8.2 	Always log off or lock your computer (using Ctrl, Alt & Delete, Windows key & L or smart card) if leaving it unattended. 

8.3 	Do not allow unauthorised persons access to your health board computer. 

8.4 	Do not connect unauthorised devices to any HB computers or networks for example mobile phones, memory sticks, external drives etc. Staff are discouraged from using USB memory sticks on HB devices and in circumstances where this is not possible, they must seek approval from their line manager and Digital Services. Data must not be copied onto a USB device without encryption on that device. Secure cloud services should be used instead of USB drives wherever possible; Microsoft 365 OneDrive/SharePoint and Secure File Sharing Portal are the preferred HB approved services for storing and sharing documents.

8.5 	Do not move your desktop computer or desk phone without first contacting Digital Services. 

8.6 	Do not tamper with computer equipment or remove any components as this may invalidate the warranty, may endanger your safety and may be deemed as theft. All component changes are tracked using the HB’s inventory management software and alerts are raised with the Digital Service Desk. 

8.7 	All Computer equipment must be security marked. Where possible computer equipment should be locked with a suitable security device by Digital Services. 

8.8 	Use of HB computers by anyone other than authorised staff members is strictly prohibited.

8.9	Elevated accounts (user accounts with special permissions or administrative rights) must only be used for authorized administrative tasks and should not be used for everyday activities such as browsing the internet or checking email. Access to such accounts must be strictly controlled, monitored, and granted based on the principle of least privilege by Digital Services. Users must follow multi-factor authentication (MFA) requirements and adhere to security best practices to prevent unauthorised access. Elevated accounts can be revoked at any time. 

[bookmark: _Toc194914725]9. NETWORK SECURITY

9.1	All equipment connected to the HB network must be approved by Digital Services. 

9.2	Network connected equipment must be capable of accessing, installing and running the latest security updates from the appropriate vendor, or network access may be restricted or revoked. The HB aims to have these updates installed within 14 days of release where possible. Any exceptions must be agreed with Digital Services on a per device basis.

9.2	Any unknown or suspicious devices connected to the network must be reported to the Cyber Security Team and/or Digital Service Desk.

9.3	Network connectivity will be restricted or revoked when a device is considered a threat to the security of the network.

9.4	Circumvention of network security measures (such as web filtering / firewalls / anti-virus) may result in disciplinary action and disconnection from HB networks.

9.5	The utilisation of HB equipment for personal use is prohibited, other than the exception described in section 12.4. 

9.6	Any new systems or services requiring external network connectivity must have an agreed Cyber Security Impact Assessment (CSIA) and Data Protection Impact Assessment (DPIA) if appropriate, and prior to any data processing taking place.

[bookmark: _Toc194914726]10. DATA SECURITY

10.1	Digital Services are responsible for implementing a secure backup system from the computer servers, any locally stored data on a desktop or laptop computer is not backed up. Staff are encouraged to use OneDrive for documents and refrain from storing documents on the desktop or local hard drive. Data should be backed up by users if it cannot be stored centrally. 

10.2	All desktop, laptop and mobile devices must be encrypted to protect the data stored from unauthorised access. This will be setup by digital services prior to the device being issued.

10.3	Data in transit (data transferred across the network and internet) should be encrypted when it contains or may contain personally identifiable information or business sensitive data.  New services will require a Cyber Security Impact Assessment to ensure that when data is access over the network that data is encrypted (for example web-based services forced to use https with security certificates).

10.4	Transmission of any personally identifiable, sensitive or confidential outside of NHS Wales must make use of encryption services provided by Digital Services, such as the Secure File Transfer Service (MoveIT) and TLS for email.

10.5 	Within NHS Wales and between trusted (whitelisted) third parties (local authorities etc,) M365 services should be used to share data i.e. OneDrive, SharePoint and Teams.

[bookmark: _Toc194914727]11. SECURITY INCIDENTS 

11.1 	Potential risks/weaknesses in Cyber security shall be reported directly to the Digital Services Service desk immediately upon discovery, and formally via Datix and within 24 hours. Information Governance should also be notified within 24 hours if any personal data is involved or at risk.

11.2	If you suspect your computer has a virus or malicious software on it disconnect it from the network immediately and report it to the Digital Services Service Desk. 

11.3 	In the case of accidental or unintentional access to inappropriate material (e.g. pornographic internet popup messages), inform the Digital Service desk immediately (or as soon as possible for incidents occurring out of office hours), giving as much detail of the incident as possible.  

11.4 	The Health Board monitors all web content access and if inappropriate access is discovered this may result in disciplinary action and/or criminal proceedings being undertaken.

[bookmark: _Toc194914728]12.  MOBILE COMPUTING AND REMOTE WORKING 

12.1 	The HB provides staff with mobile computers (laptops/tablets) for purposes of enabling staff to work effectively across health board premises, remotely and at home. Staff have a responsibility to exercise all reasonable caution in their control and to protect against theft, damage and confidentiality of data or misuse of equipment.

12.2 	Be extremely cautious with laptops when using them in public places. Protect remote access details, usernames and PIN numbers. Keep multifactor authentication hardware (smart phones) separate from the computer and carrying case. 

12.3 	Report loss or theft of equipment immediately to the police, relevant manager, Digital Services and Information Governance using the Datix platform. It is the device user responsibility to ensure that loss/theft is also reported through the HB’s Incident Reporting Procedure (DATIX).

12.4 	The utilisation of HB computers for personal use is limited to just the personal use of the internet as specified in the internet policy. i.e. Personal use should be incidental and reasonable. As a threshold, NHS Wales defines this as a maximum of 
thirty minutes in one calendar day before or after normal working hours, or during agreed break times. All other personal use is not permitted except through exemption from other HB policy/procedures. Use of HB computers by anyone other than the authorised staff member is also strictly prohibited.

12.5 	Do not save personal identifiable data or confidential information to mobile devices or portable storage devices, e.g. Memory sticks unless they are encrypted and authorised (see 8.4). Microsoft 365 applications like OneDrive should be used to save and share information safely. Contact the Cyber Security or IG Team for advice. 

12.6	Any corporate device that has no usage activity over a 60-day period will be subjected to further investigation with a potential outcome of being provided to another member of staff or remotely disabled.

12.7	If a mobile enabled device (iPad, laptop, smartphone) has been provided, staff must make every effort to ensure that the device is connected to Wi-Fi, instead of cellular mobile data (4G / 5G), wherever it is available. Staff must not use cellular mobile data for personal use or for applications that are not required as part of their job.  Such incidents may result in disciplinary action. 

12.8	The HB reserves the right to monitor employee’s application and data cellular usage for the following purposes  
· To log evidence of business transactions 
· To ensure compliance with these practices or processes i.e. By checking usage if the Health Board has reason to suspect inappropriate usage.
· To ensure the effective operation of the Health Board’s digital systems and services 
· To investigate or detect inappropriate use of the Health Board’s equipment 
· To investigate any excessive data consumption
· To carry out an investigatory work under the Data Protection Act and/or UK-GDPR; such as subject access requests.

12.9	The HB understands that accidents happen, however if a device suffers accidental damage that is not covered by warranty, the department will have to pay the repair cost for the device. All repairs for desktop, laptop and tablet computers must be arranged by Digital Services, therefore all damages must be reported to the service desk.

[bookmark: _Toc194914729]13. PHYSICAL SECURITY 

13.1 	Appropriate measures must be taken to protect all Digital equipment against loss, damage or unauthorised change to avoid interruption to business activity. 

13.2 	Do ensure that local physical security procedures are followed. Security doors must be closed, properly locked and entry codes changed regularly. 

13.3	Loss of access cards/tokens/passes must be reported immediately to ensure prompt revocation and reissue.

13.4	Do not leave digital equipment unattended in unsecured areas.


[bookmark: _Toc194914730]14. CYBER CONTROLS

14.1 	The HB will seek to minimise the risks to software and information from malware through education, good practice / procedures and by ensuring that the most up to date anti-virus software is utilised on all PCs, Laptops and Servers. 

14.2	The unauthorised change of configuration to anti-virus settings and cyber controls by anyone other than HB Digital staff is prohibited. 

14.3	Security and monitoring software installed on computer equipment must not be disabled at any time. 

14.4 	Staff should report any detected or suspected computer viruses immediately to the Digital Services Desk and/or Cyber Team.

14.5	The HB will monitor all network traffic for suspicious activity and take proactive measures to protect the network. This may involve interception of traffic, vulnerability assessment of hosts and disconnecting the network if risks to the availability and integrity of digital systems and equipment is deemed appropriate.
[bookmark: _Toc523315360]
[bookmark: _Toc194914731]15. DIGITAL ASSET MANAGEMENT

Further guidance on the lifecycle management of digital assets is provided in appendix 1 of this document. As the document is updated, it will be published on the Digital Service Desk Portal.

15.1	All Digital assets acquired by the HB must be purchased through the Digital Services department following the Digital Procurement Policy

15.2	The Disposal of software and hardware assets used by the HB may only be performed by the Digital Services department in line with the ICT Disposal Procedure.

15.3	All Digital hardware assets, including desktops, laptops, printers and mobile devices are subject to Digital Services controls from procurement to disposal.


15.4	All computers will be allocated a unique asset tag number which is recorded against the manufacturer’s serial number and model. The asset tag must never be altered, removed or exchanged with any other computer by any member of staff.

15.5	The use of unauthorised software is prohibited, and Software can only be installed by Digital Services or with exception, approved staff in specialist areas such as Radiology or Pathology. These staff will have additional training and deemed approved by Digital Services. 

15.6	
Any employee illegally and knowingly reproducing software will be subject to the 
HB disciplinary procedure which may result in criminal proceedings.

15.7 	Any employee, who determines that there may be a misuse of software within the HB must notify Digital Service Desk immediately.

15.8 	HB owned software must only be installed by Digital staff or departmental staff with administrative rights approved in collaboration with Digital Services. If an employee must use software at home for HB business, this should be carried out on a HB device only. M365 apps and services can be used on personal devices in line with the conditional access policies applied by NHS Wales to protect data.

15.9	Digital Services will periodically review software usage across the estate. Any
non-standard build applications such as Microsoft Project or Visio which have not been used for a minimum of 90 days will be investigated and considered for redeployment as appropriate.  
[bookmark: _Toc194914732]POLICY REVIEW

This policy is valid for 3 years but will be reviewed on an annual basis.





[bookmark: _Toc194914733]Appendix 1
Digital Assets Guidance - January 2025
The aim of this document is to advise staff on the lifecycle process of acquiring, maintaining and disposing computer devices in Swansea Bay Health Board
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	All computer devices (e.g., laptops, desktops, iPads, printers) within SBU are procured using capital funds. This is in accordance with the Health Board’s standing financial instructions relating to Digital hardware costing over £250 + VAT and connecting to the network. As such, these devices are considered corporate assets rather than departmental assets. For more details, please refer to the Digital Procurement Policy.  


	Returning devices not in use
	If a staff member has a device that is no longer in use, it must be returned to Digital Services by either contacting the Service Desk at 01639 684400 or using the Digital Service Desk Portal. This ensures that the device is securely wiped for disposal or redistribution (depending on its age), in line with Information Governance and Cyber Security procedures.
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Device Inactivity
	If a Microsoft Windows laptop or desktop has been disconnected from the SBU network or VPN for 60 consecutive days, it will be removed from the network due to the lack of essential updates, making it susceptible to cyber-attacks. To regain network access, the device must be returned to Digital Services for necessary security and Windows updates to ensure it meets compliance and the required standards for use on the NHS Wales network.

	[image: A group of people with green arrows

AI-generated content may be incorrect.]
Role Changes
	If a member of staff has a laptop and moves to a new role within the HB, the laptop can be retained by the member of staff as the laptop is not department specific, Alternatively If the new job does not require the laptop, it must be returned to Digital Services by contacting the Digital Service Desk (as above).   
If the department requires a laptop for a new starter, they can request this via the Digital Service Desk Portal, it should be noted that it can take up to 3 weeks to process these requests so sufficient notice is required. 
If personnel leave the health board, equipment must be returned to Digital Services. It is also the manager’s responsibility as part of the leaving process to ensure all health board owned equipment is returned to the health board. As above, if there is a new employee replacing this post a request needs to be made via the Digital Service Desk Portal, noting the minimum 3 week notice period. 
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Peripherals
	Peripheral items costing £250 or less (inclusive of VAT), such as monitors, docking stations, keyboards or mice will require a quotation from Digital services (Via the Digital Service Desk Portal).  These items must then be ordered through Oracle quoting the provided ticket number. Procurement will only process these orders with prior agreement from Digital Services.

Devices costing more than £250 (inclusive of VAT), such as networked printers, can only be purchased using capital or endowment funds, as outlined in the Digital Procurement Policy.

Please note that any equipment that requiring power/access to the health board network may require an Estates or Digital Survey prior to equipment being ordered, so please allow sufficient time for your request.
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Device Upgrades
	As older operating systems become unsupported, Digital Services aim to upgrade to a current version well before the support for the existing system expires. 
For example, Windows 11 is replacing Windows 10. Devices such as laptops or desktops that do not meet the required specifications for the new operating system will need to be replaced to mitigate cybersecurity risks and benefit from modern, reliable technology. This replacement process will be managed through the capital digital technology refresh program due to the associated equipment costs.
Digital Services will contact the relevant departments or staff members to coordinate and facilitate this work.




	Maternity & Sickness
	It is essential to notify Digital Services whenever staff members with laptop devices go on maternity leave or sick leave. Devices in these situations may not connect to our systems, and over time, they risk becoming non-compliant. To address this, please use the Digital Service Desk system to inform Digital Services when such cases occur.
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