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Date Approved: April 2025 (TBC)
Review Date: April 2026 (TBC)
 1.
Introduction
Information Governance (IG) and Cyber Security (CS) operate within a comprehensive framework of legislation, standards and principles governing the appropriate use of data. This includes data pertaining to employees, patients and other data subjects, as well as corporate/business data. The framework outlines the Health Board’s legal duty to ensure that personal data is handled in a confidential and secure manner. It sets out high standards for information governance, cyber security, data quality and effective records management practices; all of which are essential in supporting the delivery of the best possible healthcare and services for our citizens. 
Personal data must be processed fairly and lawfully and in compliance with the UK General Data Protection Regulation (UK-GDPR) and Data Protection Act 2018. The Caldicott Principles also play an important role in helping to safeguard patient confidentiality within NHS organisations. 

Cyber Security provides a focus on the technical controls to enable safe, secure and resilient digital working across the Health Board, requiring regulatory compliance with the Network and Information Systems (NIS) Regulations.
2.
Purpose 
IGCAG will operate at a senior level offering strategic direction and oversight across both the IG and CS agendas and provide the Health Board with assurances that compliant and effective measures and mechanisms are in place within the organisation. This will include appropriate policies and procedures, review of notable incidents and considerations of exceptions to policy. 

IGCAG will be responsible for overseeing the IG and CS governance frameworks and ensuring that strategic work plans are reviewed and actioned to a high standard. Members will ensure that key IG and CS drivers are realised, and the group’s oversight will offer the Health Board, Welsh Government and the Information Commissioner’s Office (ICO) robust assurances around legislative compliance and good practice.

IGCAG will also oversee the management and mitigation of high-level organisational risks pertaining to IG and CS as noted on the Health Board Risk Register (HBRR).
3.
Authority
The group is authorised to implement any activity in line with the Terms of Reference, in support of the Health Board’s IG and CS agendas. A bi-monthly Chair’s Assurance report will be provided to Management Board, alongside a bi-monthly Assurance Report to the Digital, Data, Research and Innovation Committee (DDRI).
4.
Terms of Reference 
Information Governance and Cyber Security Assurance Group – formal business requirements

The role of IGCAG is to offer strategic direction and oversight to the IG and CS agendas and provide the Health Board, via the Chair, with assurances that appropriate, effective and robust mechanisms are in place, supported by best practice, ensuring that: 

· Personal data is processed fairly and lawfully, is of high quality, is up to date, relevant and timely and complies with the data protection and Caldicott principles
· Data is kept confidential and secure, through the use of appropriate measures and mechanisms

· Effective risk identification, management and escalation processes are followed 
· The Health Board operates in a way that is compliant with legislative requirements such as UK-GDPR, Data Protection Act, Freedom of Information (FOI) Act and NIS
In accordance with the above, IGCAG will: 
· Ensure that the Health Board has effective policies and procedures in place covering all aspects of IG and CS in line with Health Board’s overarching strategic direction and framework. These should include direction on the following subject areas:

· Information Governance
· Information Security
· Cyber Security
· FOI

· Data Quality
· E-mail and internet
· Records Management
· Ensure that the Health Board is compliant with all data protection, FOIA and NIS legislation and can provide the relevant assurances on the required standards and practice.
· Raise the profile and awareness of IG and Cyber across the organisation, empowering the IG Champions to do the same within their role. 
· Receive escalation reports on significant progress, gaps and weaknesses against IG and Cyber Security legislation and standards, offering strategic input and approving actions identified to ensure compliance is improved year-on-year. IGCAG will assess and monitor any concerns identified with the development, adoption and implementation of IG and Cyber measures and mechanisms (such as the Welsh IG Toolkit, the Information Asset Register, Data Quality Standards, NIS Cyber Assessment Framework and Cyber Security Impact Assessments) via highlight and escalation reports. 
· Receive reports on important and strategic matters relating to IG and CS, to include incidents, cyber-attacks, complaints/concerns, data sharing activities, service evaluations & research, National Intelligent Integrated Auditing Solution (NIIAS), FOIA requests, data quality issues, Subject Access Requests (SARs) or regulatory input. 
· Approve plans for relevant statutory and mandatory training and receive updates or concerns on poor training compliance within the Health Board for consideration.
· Receive escalated reports on IG audits undertaken by the IG Team across SDGs/Corporate Departments where notable poor compliance is identified or where the overall audit rating gives cause for concern.
· Receive specific reports for assurance, approval or escalation from the Health Board’s Senior Information Risk Owner (SIRO), Data Protection Officer and Caldicott Guardian, as required.
· Receive reports on high risk processing identified by Data Protection Impact Assessments (DPIAs) and/or Cyber Security Impact Assessments for new systems, projects and changes to existing data processing. 

· Provide strategic oversight, direction and review on serious IG and CS risks, particularly those noted on the Health Board Risk Register, recommending or approving mitigations as required.
· Provide a bi-monthly Chair’s assurance report to Management Board and and a bi-monthly Assurance Report to the Digital, Data, Research and Innovation Committee highlighting key areas for escalation or assurance. Additional supporting briefing reports may be provided, as appropriate.
· Receive updates on significant developments from Digital Health & Care Wales (DHCW), Information Governance Management Advisory Group (IGMAG), Operational Security Service Management Board (OSSMB), Information Commissioner’s Office, Welsh Government, UK Government and any other relevant best practice industry standards.
· Review and recommend approval of Health Board relevant policies to Management Board and Digital, Data, Research and Innovation Committee, as per Health Board procedure at the time.
· Oversee the IG and CS Strategic Work Plans, ensuring risk assessed prioritisation and agreed timescales for implementation. 
· Provide a route for the escalation of IG, CS, FOI, data quality and health records matters for consideration and resolution.
· Ensure participation from SDGs/Corporate Departments via their nominated IG Champion at IGLOG; to include consultation and input on the development and implementation of standards to achieve Health Board wide compliance.
· Receive specific reports from SDGs/Corporate Departments via IGLOG, as appropriate, offering assurances that adequate IG and CS good practice is embedded across the Health Board.
· Support effective communication and awareness on key IG and CS issues across the Health Board.
· Ensure that the Health Board undertakes regular assessments and audits of its IG and CS arrangements, engaging with internal and external audit as required.
· Ensure there is appropriate representation from the Health Board at relevant All-Wales committees to influence and receive briefings as appropriate.
5.       Membership 
· Director of Digital/Senior Information Risk Owner (SIRO) – Chair 
· Assistant Director of Digital Services - Business Management and Information Governance/Deputy SIRO - Deputy Chair
· Assistant Director of Digital Technology

· Data Protection Officer/Head of Digital Services Workforce Strategy & Governance

· Caldicott Guardian
· Director of Corporate Governance

· Assistant Director of Workforce

· Group Director for Neath Port Talbot and Singleton Service Group(SDG Representative)
· Corporate Nursing Representative
· Allied Health Professionals Representative
Members will ensure that a named deputy is nominated to attend in their absence. Other representatives may join the meeting as appropriate to present reports or provide updates on relevant agenda items.  
6.       Sub Groups
The following groups will report directly to IGCAG, updating members on important and strategic matters for assurance, approval or escalation:
· Information Governance Learning & Operational Group (IGLOG) 

IGLOG will function at an operational level, providing assurance reports, offering learning/sharing opportunities, supporting the implementation of IG policies, procedures and good practice, monitoring and reviewing of formal ICO recommendations and identifying/managing IG risks. Nominated IG Champions from each SDG/Corporate Department will form the group’s core membership along with members of the IG and Digital Teams. The group will act as a network to support IG Champions in their role.
· Digital Services Management Group (DSMG)

DSMG’s objective is to provide governance and assurance of appropriate CS protection and controls for all digital infrastructure services, with CS including as a regular standing agenda item. The group aims to provide a forum to all digital service owners in the Health Board, to ensure that any systems/services are fit for purpose and operated in line with best practice for cyber security, service management, security, infrastructure and applications strategies, policies and processes. Membership comprises of digital staff from across all areas of the health board, including Digital Services and DHCW. 
· Subject Access Request (SAR) Working Group
The group will consider all aspects of SAR practices across the organisation with both a strategic and also an operational view to improving legislative compliance, accuracy and consistency in the approach to SAR management across the Health Board. The Group’s remit includes consideration of adequate resources and tools. 
The following diagram provides the reporting structures outlined above:
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IGCAG may establish additional sub groups or task and finish groups to undertake specific tasks or elements of IGCAG business as required.  
7.       Meetings

Frequency – This group will meet bi-monthly for 1 hour to fulfil its remit. 
Agenda and Papers – The agenda comprises of highlight reports on key IG and CS items, with any other relevant updates presented on important and strategic matters for assurance, approval or escalation.

Papers will usually be posted onto the IGCAG Teams Channel five working days before the meeting. (Members should ensure that their individual notification settings are switched on for the IGCAG Teams Channel)
8.       Minutes

A record of the meeting and action log will be documented and circulated within 3 weeks of the meeting taking place. Teams recordings may be used to support accurate note taking and will be destroyed once the notes are finalised. 
9.
Other
In order to fulfil its remit, IGCAG may obtain any professional advice it requires and invite, if necessary, external experts and relevant staff representatives to attend meetings.

10.
Quorate
The Group will be quorate if at least half of the listed members are present, including the Chair or Vice Chair. Where required, decisions can be taken outside of the formal meetings providing members have been consulted and the majority agree. Any decision taken in this manner must be formally agreed by the Chair, documented and ratified at the next available meeting.

11.
Review
The Terms of Reference and membership of the IGCAG will be reviewed annually or more frequently if required.[image: image3.png]
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