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	Purpose of the Report
	This paper provides an update on the operational performance of local and national systems used in the Health Board. 


	Key Issues
	· During the period 1 March – 30 April there were 6 clinical systems outages, all of which affected patient care to some degree.
· Underlying issues identified and root causes have been identified and resolved for all outages and plans are in place to improve resilience
· The telephony issue required reporting by the Health Board to the Cyber Resilience Unit under the Network and Information Systems (NIS) regulations. No response has been received by Welsh Government to date.
· The go live for the work to migrate Bridgend patient data from Swansea Bay’s systems to Cwm Taf Morgannwg’s systems following the health board boundary change in April 2019 is planned for the weekend of 16 May to 20 May. 

	Specific Action Required 
(please choose one only)
	Information
	Discussion
	Assurance
	Approval

	
	☐	☒	☒	☐
	Recommendations
	Members are asked to:
· Receive assurance that the issues during the reporting period are resolved, root causes for all issues have been identified and plans to improve resilience are in place.
· Receive assurance that business continuity and disaster recovery plans are in place and are effective in the event of incidents impacting patient care.
· Receive assurance that work continues to disaggregate patient data for Bridgend patients with a go live date of 20 May 2025.



Operational Performance and Health Board Solutions

1. INTRODUCTION

This paper provides an update on the operational performance of digital systems during the period 1 March – 30 April 2025. 

One of the key factors influencing operational performance is system availability. This report aims to provide assurances that local and national systems are highly available and operating optimally.


2. BACKGROUND

The Health Board consumes local clinical and administrative systems supported by Digital Services, national systems supported by Digital Health and Care Wales (DHCW) and commercial companies directly provided services such as Attend Anywhere and Swansea Bay Patient Portal. 

DHCW services are managed under a Service Level Agreement (SLA). There are a number of services within the SLA including infrastructure systems and national clinical systems and associated integrations such as the Welsh Laboratory Information Management System (WLIMS), Welsh Clinical Portal (WCP) and Welsh Patient Administration System (WPAS). Separate contracts exist for services provided directly by commercial system providers.

Some systems are also provided by suppliers using public cloud services (e.g. Amazon Web Services, Microsoft Azure etc.) or hosting services with their own data centres (private cloud).

This report covers the performance and stability of the local, national and commercial digital solutions and changes in service provision.

2.1 Clinical Systems Availability

It is important to recognise that computer systems almost never achieve 100% availability due to factors such as hardware failures, bugs, and updates. As the organisation becomes increasingly reliant on digital systems, it is also increasingly important that departments have robust, tried and tested Business Continuity Plans (BCPs) to deliver effective patient care.

From the period 1 March 2025 – 30 April 2025 there were 6 issues that could have potentially impacted on clinical services within Swansea Bay University Health Board (SBUHB).

· The SBUHB Hospital Radiology Picture Archiving and Communication System (PACS) was intermittently unavailable and slow to access. The issue was reported at 14:00 is a Fuji managed services with the fault identified by Fuji. The issue occurred at 14:00 on 5 March and fully resolved at 16:30. 

· An unrelated issue with Fuji PACS occurred on 30 March 2025 with an issue identified by a power interruption. This also caused failures on the storage and so the Disaster Recovery service was invoked. The system was unavailable for 08:30 until 14:00, however as the outage was on a Sunday the impact was much lower, and clinicians were able to view and report on scans directly on the Radiology scanners rather than PACS.

The Fuji PACS equipment is 7 years old but new equipment is being installed as part of the contract extension agreement approved by the health board in January 2025. The data migration is advanced and will be operational in due course. 

There were also a number of outages for telephony and network services from March 5 to March 26. The outages were unrelated but caused interruptions to normal health board business.

The root causes of all outages were identified and have confirmed that the incidents were not related. Normal services have fully resumed, and plans are also in place to improve resilience. 

· Telephony service failures: Internal and external voice calls failed, affecting digital and analogue phones, call centres, and emergency alerting during the following periods: March 5 11:00 - 13:30, March 6 09:00 - 11:00 and 15:00 - 18:20.
· Network connectivity failures: A network service failure (DHCP) impacted device connections to both wired and Wi-Fi networks, including remote access services on March 6 06:45 - 09:45 and March 7 14:20 - 15:30. The latter period of disruption affected all wirelessly connected devices in Morriston and Swansea community sites.
· A Virgin Media network link failure between Morriston and Singleton Hospitals caused intermittent access to services and telephony on March 26 between 12:40 and 14:10. During this time a number of clinical systems were unavailable at Singleton includes the Radiology Picture Archiving and Communication System (PACS), Hospital E-Prescribing and Medicine Administration (HEPMA) and Chemocare (Oncology e-prescribing).
· A network component failure occurred in Singleton Hospital on March 19 causing three periods of intermittent issues between 09:04 and 16:17 for a limited number of areas. The main clinical areas affected during that time were Ward 6 and Ward 7 in Singleton Hospital. 

The telephony issue was referred by SBUHB to the national Cyber Resilience Unit (CRU) who then reported it to Welsh Government under the Network and Information Systems (NIS) regulations. No response has been received from Welsh Government to date.
A health board debrief took place on April 2 to review the preparedness/ response and recovery arrangements related to the above incidents. This process ensures that SBUHB has appropriate business continuity plans and measures in place and that lessons are learned to strengthen resilience across Digital Services and SBUHB more generally.

The latest national outages reported from DHCW are from March 2025, but none impacted SBUHB patient care or services.
2.2 Bridgend boundary change - systems disaggregation

The go live for the work to migrate Bridgend patient data from Swansea Bay University Health Board’s systems to Cwm Taf Morgannwg University Health Board’s systems following the health board boundary change in April 2019 is planned for the weekend of Friday 16 May to Monday 20 May.

The scheduled programme of work has been significantly impacted by the availability of a robust sealed test environment, resulting in Digital Health and Care Wales (DHCW) and Cwm Taf Morgannwg University Health Board (CTMUHB) not being able to perform end to end testing of systems impacted by the data migration. There have also been significant challenges with the Welsh Patient Administration System (WPAS) data migration itself resulting in repeated rounds of fixes and related testing.

Despite the risks associated with the above, it has been agreed to proceed with the go live on the planned date due to significant operational pressures in CTMUHB caused by the reduction in bed capacity due to the rebuild of the roof at Princess of Wales Hospital and the need to re-introduce patients to those affected wards.

In order to achieve the go live date, there will now be an impact to the work that is be needed to rectify data post go live. It has always been acknowledged that the two health boards will need to continue to work closely for the foreseeable future, but the volume of this work will now be significantly increased. The impact of this on other planned work within SBUHB will be closely monitored, especially during the current financial situation and restriction on recruitment. Additional resource within the SBUHB team has been requested as part of a Digital Priority Innovation Fund (DPIF) submission by DHCW to Welsh Government for 2025/ 26.

The scope of the dress rehearsal weekend was reduced from full system testing to just WPAS, allowing both health boards and Digital Health and Care Wales to confirm timings, test plans and resolve or identify dependencies. As anticipated, there was no downtime for SBUHB, but communication was carried out as a precaution to ensure that services were aware and were prepared from a business continuity point of view.




4. GOVERNANCE AND RISK ISSUES

This report does not highlight any concerns that significantly increased level of risk for the Health Board.

Service availability, operational issues and service plans (Radiology, Pathology etc.) for national and local systems are reported to the Digital Service Management Group (DSMG). Associated reports are fed into the highlight report in the Digital Leadership Group (DLG) and appropriately to the Management Board, the Digital, Data, Research and Innovation Committee and associated risks with systems to the Digital Services Business meeting. The DSMG meets quarterly in line with the DLG. The Digital Services Business meeting meets bi-monthly.

Nationally, the service management boards including the Operational Security Service Management Board (OSSMB), Infrastructure Management Board (IMB), Microsoft 365 Service Management Board and clinical systems management boards (Radiology, Welsh Patient Administration System, Welsh National Care Records etc.) report to the National Service Management Board and the health board is represented by the Assistant Director of Digital Technology. This board has sight of DHCW performance reports, availability, major incidents and is an escalation point for the sub boards. The Health Boards and Trusts in NHS Wales also report local outages to this national board. 


5.  FINANCIAL IMPLICATIONS

There are no known financial implications in this report. However, failure to protect the network and information systems, which could result in interruption in services and loss of data can result in fines of up to £17m under the Network and Information Systems Regulation. 

RECOMMENDATION

Members are asked to:
· Receive assurance that the issues during the reporting period are resolved, root causes for all issues have been identified and plans to improve resilience are in place.
· Receive assurance that business continuity and disaster recovery plans are in place and are effective in the event of incidents impacting patient care.
· Receive assurance that work continues work to disaggregate patient data for Bridgend patients and the go live date of 20 May 2025.

	
Governance and Assurance


	Link to Enabling Objectives
(please choose)
	Supporting better health and wellbeing by actively promoting and empowering people to live well in resilient communities

	
	Partnerships for Improving Health and Wellbeing
	☒
	
	Co-Production and Health Literacy
	☒
	
	Digitally Enabled Health and Wellbeing
	☒
	
	Deliver better care through excellent health and care services achieving the outcomes that matter most to people 

	
	Best Value Outcomes and High Quality Care
	☒
	
	Partnerships for Care
	☒
	
	Excellent Staff
	☒
	
	Digitally Enabled Care
	☒
	
	Outstanding Research, Innovation, Education and Learning
	☐
	Health and Care Standards

	(please choose)
	Staying Healthy
	☒
	
	Safe Care
	☒
	
	Effective Care
	☒
	
	Dignified Care
	☒
	
	Timely Care
	☒
	
	Individual Care
	☒
	
	Staff and Resources
	☒
	Quality, Safety and Patient Experience

	Digital systems in healthcare can have a significant positive impact on quality, safety and patient experience. The increased adoption and reliance on digital systems requires robust and highly available systems. Technical issues preventing access to critical systems can impact on quality, safety and patient experience. 

	Financial Implications

	N/A


	Legal Implications (including equality and diversity assessment)

	As an Operator of Essential Services, the health board has a legal duty to comply with NIS regulations by ensuring appropriate levels of availability, cyber security and resilience of key digital systems are in place. Service loss through inadequate systems including resilience and outages caused by poor cyber security defences could result fines of up to £17m through the Network and Information Systems (NIS) regulations. In addition, if there is data loss, there may be an additional fine (up to £17m) under GDPR.


	Staffing Implications

	The organisation must have tried and tested business continuity plans (BCP) in place and staff must be ready to implement these in the event of a computer system outage.


	Long Term Implications (including the impact of the Well-being of Future Generations (Wales) Act 2015)

	· Long Term – Health and Social Care “A Healthier Wales” (2018) sets out a long-term future vision of a ‘whole system approach to health and social care’, which is focussed on health and wellbeing, and on preventing illness. It acknowledges that technology is transforming the way we live, lifestyles and expectations have changed. 

The aspirations of the act critically rely on digital technology as an enabler and therefore reliable and highly available systems to deliver effective digital tools, systems and data is absolutely essential.

· SBU HB’s Clinical Services Plan (2019-2024)
· Adoption of digital solutions and technology.
· Create a mobile workforce that is digitally connected to ensure staff work seamlessly to ‘Make Every Contact Count’. 
· Technology to support care closer to the patient’s home or in the community.
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