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	Purpose of the Report
	An action plan has been developed by the Head of Health Records and Head of Information Governance to mitigate/reduce the Swansea Bay University Health Board (SBUHB) Risk (from a 16 to 20 for the SBUHB Risk on Non-compliance with United Kingdom General Data Protection Regulations (UK-GDPR) regarding Subject Access Requests (SARs)), which has been submitted as part of the papers for discussion. 

	Key Issues



	· SBUHB does not have adequate/identified resources to deal with the sustained increase in volume and complexity of SARs received from both patients and staff due to changes to the SAR landscape since the introduction of UK-GDPR and advancements in technology and data availability.  

· A number of SAR requests now include Emails, which contain clinical relevance for a patient. These can be thousands of pages in volume and complexity which do not form part of the patient’s record. These have to be manually reviewed prior to seeking approval for disclosure without any dedicated resource to undertake this work. In the majority of cases where requests for emails are received there can be considerable days in releasing the information to the applicant which results in complaints from the applicant or solicitors acting on the patient’s behalf

· There has been a sustained increase in the number of complex SAR requests received by SBUHB, which has resulted in additional advice and support being required from Legal Services around the rights and appropriateness of disclosure at additional financial costs.

	Specific Action Required 

	Information
	Discussion
	Assurance
	Approval

	
	☐	☐	☐	☒
	Recommendations
	· Members are asked to receive the report and approve the action plan for subject access requests.



Subject Access Risk  


1. INTRODUCTION

This report provides an update on the SBUHB Risk on SAR’s and the pressures that SBUHB is experiencing on fulfilling requests for personal data. 

2. BACKGROUND

Within SBUHB the subject access department provides a centralised service for the majority of requests for personal data including subject access requests received by SBUHB. These requests include solicitors, police, court proceedings etc, which average at 700 requests per month. It is important to note that there are a number of areas across SBUHB who manage their own requests; these include Human Resources (HR), and the Wales Fertility Institute (WFI).  

There are a number of concerns across SBUHB on risks associated with fulfilling a number of the subject access requests, particularly where emails are being requested due to capacity issues across SBUHB and in the provision and redaction of these requests due to the high volume of data involved. A further potential risk is relating to the number of in-house systems which capture clinical information separate from the patient’s health record, which may not always be known to the subject access department. 

There are inconsistent processes across SBUHB, with varying levels of robustness regarding legislative compliance, in the SARs arena. The increased use of various digital applications has impacted the volume and complexity of content and the ability to retrieve the personal data required to comply with SARs. 

Requests can include particularly sensitive and contentious information relating to safeguarding, ongoing complaints claims or legal aspects. The process for ensuring information is appropriately reviewed and redacted has become far more complex and resource intensive.


High-level key issues that required immediate action: 

· To better understand how other Health Boards manage their requests and to see if other consistencies could be applied to improve the current performance and management of SAR’s. A benchmarking exercise has been conducted by the Head of Health Record across NHS Wales to establish how other Health Boards were processing and managing their Subject Access Requests (SAR) which has now concluded. 
· Following the conclusion of the benchmarking exercise a SBUHB action plan has been developed (Appendix 1) with key leads identified to take the actions forward with clear timescales for the delivery of the plan. The plan is comprehensive, and it is clear from a Digital Services and wider SBUHB perspective that to reduce/eradicate the risk, additional resources will be required to achieve this. Some of the timescales reflect this due to the amount of work required to achieve the plan. 

The action plan was presented to the Information Governance and Cyber Assurance Group in April who have approved the plan.    

In conjunction with this an internal review is also being undertaken by one of the senior project leads within Digital Services, to review the processes currently undertaken within the centralised Subject Access team to identify and ascertain any further benefits/improvements that can be realised. 

GOVERNANCE AND RISK ISSUES

· Non-compliance with UK-GDPR and possible fines from ICO – under Article 83 of GDPR, serious breaches are defined as violation of data protection principles, rights of individuals or data transfers to third countries.
· An increase in complaints on SAR Management 
· Breaches due to third party information being released
· SBUHB staff not having the skills or resources to review and process requests within legislated timescales. An example would be 4,000 emails to be reviewed (in person) before the information could be considered for release. Work is currently commencing on considering the use of AI to assist in this review process.

FINANCIAL IMPLICATIONS

· Fines from the Information Commissioners Office -  The standard maximum amount is £8.7 million or 2% of annual turnover. For the most serious cases a maximum fine of £17.5 million or 4% of annual turnover – whichever is greatest can be administered.
· Complaints under Putting things Right
· Additional internal resources required to address the risk 
· Legal service costs due to staff capacity and complexity of requests. 

3. RECOMMENDATION

The Committee is asked to approve the Subject Access Action Plan which has been developed to identify the actions and Key leads to deliver the plan. 

	Governance and Assurance


	Link to Enabling Objectives
(Please choose)
	Supporting better health and wellbeing by actively promoting and empowering people to live well in resilient communities

	
	Partnerships for Improving Health and Wellbeing
	☐
	
	Co-Production and Health Literacy
	☐
	
	Digitally Enabled Health and Wellbeing
	☐
	
	Deliver better care through excellent health and care services achieving the outcomes that matter most to people 

	
	Best Value Outcomes and High-Quality Care
	☒
	
	Partnerships for Care
	☐
	
	Excellent Staff
	☐
	
	Digitally Enabled Care
	☐
	
	Outstanding Research, Innovation, Education and Learning
	☐
	Health and Care Standards

	(Please choose)
	Staying Healthy
	☐
	
	Safe Care
	☒
	
	Effective Care
	☒
	
	Dignified Care
	☐
	
	Timely Care
	☒
	
	Individual Care
	☐
	
	Staff and Resources
	☐
	Quality, Safety and Patient Experience

	Any delays in the non-disclosure of patient’s information can lead to complaints and negative publicity to the Health Board.

	Financial Implications

	Claims for redress and fines by the ICO

	Legal Implications (including equality and diversity assessment)

	Breach in UK GDPR

	Staffing Implications

	Staff and digital resources required to reduce/remove the risk.

	Long Term Implications (including the impact of the Well-being of Future Generations (Wales) Act 2015)

	

	Report History
	This paper is in response to SBUHB risk on Subject Access Requests.

	Appendices
	Appendix 1 Subject Access Action Plan  
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