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SWANSEA BAY UNIVERSITY HEALTH BOARD
 
STORAGE & SECURITY OF RECORDS POLICY
 
 
 
	 
1. 
	AIM OF POLICY 


 
The aim of this policy is to ensure that all staff who handle and manage patient’s records, recognise and accept personal responsibility for ensuring that all patient records, both paper and electronic records are stored in safe and secure environments at all times, and in line with other relevant approved policies and procedures. 
 
 
	 
2. 
	
STANDARDS TO MAINTAIN THE SECURITY OF PATIENT RECORDS 


 
The following security standards must be adhered to: 
 
· All staff should be made aware of the importance of robust Records Management practices, during departmental induction and IG training.  
 
· All staff should ensure that they clearly understand their own personal responsibility and the ownership principle in respect of patient records; 
 
· To ensure that patient records are kept in a secure environment to uphold the confidentiality of the information at all times. 

· Records are stored securely, maintained, are retrievable in a timely manner and disposed of appropriately.
 
· The responsibility for the security of case notes held on wards/ clinics or departmental areas rests with the nurse in charge/Manager of the particular ward clinic or area. 
 
· Patient records must not be left unattended at any time under any circumstances where visitors to the area have access to them. 
· When clinics are completed, patient records should be placed by the nursing staff in the designated area for collection by a medical secretary/porter or sealed in envelopes or containers for transport. 
· Where records are stored in clinical areas, these must be securely held. In instances where records are filed in moveable trolleys, these must be positioned so that they are under supervision at all times.      
 	 	 	 	 
· All rooms where records are retained must always be locked whenever they are left unattended. Keys/codes or digital locks must be made available to authorised Departmental staff at All times. All Library storage facilities must always be locked and access is only available to staff who have undergone the relevant training or have the right to access.   
 
Points to remember 
 
· Do NOT read or handle your own records or those belonging to someone you know. 
· Do NOT disclose patient details to unauthorised personnel, the police or the media. 
· Do NOT abuse your position by obtaining information for personal use. 
· Do NOT give medical information over the telephone. Do NOT divulge information if you are unsure of the enquirer. Ask for the caller’s name and telephone number, independently verify the number and ring the number you have found for the caller to see if you are speaking to who you expect to be. 
· Do NOT leave patient documentation unattended or insecure, e.g., on trolleys, corridors, consulting rooms, wards, etc. This includes any PC or terminal application where access can be obtained without the protection of a password. 
· ENSURE that you are compliant with your Information Governance training. Training is mandatory for NHS staff and must be completed at commencement of employment and at least every two years subsequently. 
· SEEK ADVICE from your Records Management Lead if you require further guidance or support. 
 

	 
3. 
	
STANDARD REQUIREMENTS FOR RECORDS STORAGE FACILITIES


 
All records storage facilities within SBUHB must ensure that the areas are fit for purpose, secure and are environmentally safe and organised. Storage areas must not be over- crowded and all records must be tracked to the area on SBUHB Casenote tracking systems or in off-site storage areas an inventory is held of all records stored within. 

Staff should be adequately trained in record controls, filing, casenote tracking and retrieval. 

3.1 Current Methods of Filing 
 
The way that patient’s records are filed across SBUHB can vary due to the service that the records are managed by and the records storage facilities available.

Within the acute records service all active records are filed by location due to RFID technology which was introduced in 2019. Any patient who has been treated prior to 2019 are filed by terminal digit.

Where records are filed/stored separately from the acute record the way that records are filed within these areas differs. In most cases records will be filed in terminal digit or by patient name and last year of attendance for less active records 

 
3.2 	Housekeeping of Filing Areas 
 
There are a number of practical ways to ensure that filing areas are maintained to a high standard and these guidelines must be adhered to at all times: 
 
· All Records Staff must be assigned housekeeping responsibility for filing sections within any storage facility. This practice ensures, that all filing bays are checked regularly for records which may have been misfiled. 
· Any environmental or safety or confidentiality concerns must be acted on and reported to the manager of the area.
 
3.3 Retrieval of Records 
 
Patient records are essential in the treatment of patients and must be available for every patient as and when required.   
 
Requests for records may be received from a variety of different areas throughout the hospital, but mainly for attendance at outpatient clinics and inpatient admissions.   
 
The overriding criteria when retrieving records is that the person making the request has authority to request the records identified and is only doing so on a need-to-know basis and in the patient’s best interest. 
 
3.4 	Tracking of Records 
 
A significant number of patient’s records can be held at any one time, outside of SBUHB records storage facilities for clinical/ administrative purposes. The timely tracking of records by all health board staff is essential to ensure that patient’s records can be located at any time. 
    .  
[See ‘Record Tracking Policy’ for further information] 
 
3.5 	Transportation of Records 
 
Patient records must always be transferred in secure containers, trolleys or sealed envelopes which are clearly marked with the intended recipient.  They should not be given to patients unless absolutely necessary and in exceptional circumstances only, and if so, in a sealed envelope, marked ‘confidential’ and that has been signed and dated across the seal.  
 
Records must be transported between departments, hospitals and off-site storage facilities by authorised staff employed by SBUHB or approved Taxi/Courier Companies. 
 
When staff need to take records from the main hospital sites, they are held responsible for their safe-keeping and must update the relevant tracking systems with the location details. They must be returned as soon as possible to the Hospital Site. 
 
When transporting notes, it is important to ensure that Health and Safety requirements are adhered to, for all staff involved, including risk assessment – e.g., provision of appropriate equipment when loads are too heavy to be carried. 
· Records are kept secure during transport and are not left exposed to unauthorised access, especially in public areas. 
· Tracking systems are updated in a timely manner. 
 
Movement of records containing information should be managed according to the All-Wales Information Governance Policy, All Wales Information Security Policy and Procedural Guidelines for Records Departments. 
 
Any record containing confidential information that is being transmitted by electronic means to another party must comply with the requirements of the All-Wales Information Security Policy, All Wales Information Governance Policy and Health Board’s Email Policy (if email is the method of transmission).  
 
  
3.6 	Release of Records to Other Providers 
 
Original records should not be sent outside SBUHB, unless a request for records is received out of hours, or there is insufficient time to photocopy/scan the records where patient care could be compromised as a result of delays. If records are sent to another hospital in another Health Board this information is recorded on iFIT, WPAS or any other Health Board tracking system that is used and a note placed on the front of the record requesting that the records are returned as soon as possible. 
 


3.7 	Records for Audit & Research Purposes 
 
Records can be provided for research and audit purposes both internally and to external organisations.  Written authorisation is always obtained and identification is requested and checked prior to the copy records / information being released.   
 




 
	 
4. 
	 
STORAGE AND SECURITY 


 
Decisions regarding the storage of records will always involve a balance between control, accessibility and security. Accessibility requires that records should be available when needed with the minimum inconvenience or delay.  
 
Records must be retained and maintained under an appropriate level of supervision and that their location is always known. Records can easily be unavailable or missing while being used for appropriate purposes by authorised users, if they are taken from storage without the knowledge or notification to staff responsible for their storage and are not tracked on WPAS/IFIT or any other local tracking system. 
 
Storage facilities for paper records must be suitable for purpose. Premises must be free from damp and where possible have suitable fire protection systems. Areas of racking, shelving, cupboards or cabinets should be appropriate to the size of the record to be stored and must conform with all current legislation and guidance regarding health and safety. 
In order to minimise risk, the handling of records should be subject to an assessment as should the need for equipment for lifting and transporting records.  All equipment utilised within the libraries should be regularly checked to ensure they comply with the appropriate legislation and all staff should be trained in the manual handling procedures associated with all library areas. 

Large volumes of paper records require appropriate storage areas, which in turn present significant costs. Consideration must be given to the ways that paper can be replaced by electronic alternatives. Departments need to ensure they work with Digital Services to ensure all systems are IT compatible and that all Information Governance rules are complied with and adhered to. 
 
Health Board staff have a common law duty of confidentiality and all personal data must be held in compliance with data protection legislation. Security requires that only people who have access to records in storage areas are those who are authorised to do so. This may be controlled by physical means, locks and barriers and electronic means of password protection.  
 
The security of records whilst in use must also be assured. Records should not be left unattended in situations where those without authorised access are able to access them to read or take away. Records storage areas at a departmental level must be secured when unattended, and individual records must also be kept securely from unauthorised access. 
  

	 
5. 
	 
RIGHTS OF ACCESS TO INFORMATION 


 
Individuals have a general right to see information held on them in records in almost all circumstances. Exceptions would include where a medical practitioner or other health professional feels it would be detrimental to their health or the confidentiality of someone else who has contributed to the records for the item to be accessed. 
 
Patient Data requests are managed in accordance with data protection legislation and are generally dealt with by the Subject Access Department under the Subject Access Request (SAR) Policy. Other requests for information may be appropriate to the Freedom of Information Act or Environmental Information regulations which provide rights to general non personal information. 
 
_______________________________________________________________________

Please Note

The ‘Records Storage and Security Policy’ is a SBUHB Policy, which is not only applicable to Acute and Non-Acute patient records, but also applies to the overall management and governance of all other record types i.e., corporate records. Therefore, the directives and guidance for all other record types should be adhered to in line with this policy.


















Policy Amendments

 
	Document Name 
	Document Number 
	Page 
	Point/section 
	Changes 

	Storage & Security of Records Policy 
	HB13 .4
	Front page 
	 
	 Footer amended, Updated approval dates. 
Amended the name of the policy 

	 
	 
	Page 2 
	Contents
	Removal of reference to Health record within the titles of the sections

	 
	 
	Page 3  
	1-Aim of the Policy 
	Removed reference to health record. 

	 
	 
	Page 3/4 
	2. Standards to maintain the security of patient records 
	Removed reference to health. 
Slightly amended narrative to reflect management of records.
Amended and provided additional detail on the secure storage and security of records.
Reworded the last paragraph regarding training 

	 
	 
	Page 4/5

	3- Standard requirements for record storage facilities
	Amended section title.
1st over- arching paragraph added to reiterate the library standards.
Current methods of filing amended to reflect SBUHB estate - storage/ facilities and methods.
Removed reference to health
Paragraph added regarding confidentiality.
Paragraph amended to reflect health board wide tracking of records responsibilities.  

	 
	 
	Page 6 
	3- Standard requirements for record storage facilities
	Amendments made to reflect All Wales Policies Removed reference to health. 

	 
	 
	Page 5/6 
	3- Standard requirements for record storage facilities
	Removed reference to health. Paragraph included on RFID technology. 
Colour coded casenote reference removed 

	 
	 
	Page 7 
	Section 4- Storage and Security
	Expanded narrative to reflect all tracking systems health board wide
Additional paragraph added to reflect equipment used conforms with legislation. 
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