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	Purpose of the Report
	This report provides an update on the six management actions identified as part of a limited assurance internal audit on the Records Management (non-acute Health) report published in November 2024.


	Key Issues



	The paper focuses on the six recommended actions received following the internal audit. 

To address four of the actions identified as part of the audit, two separate project groups will be established and chaired by the Head of Health Records. Representation will be from nominated Senior Colleagues within each of these areas

· The first group will focus on storage requirements, transport and any associated security/ retention and disposal of records concerns. Initial representation will be from the five services that were audited to address any immediate concerns. These will be: Therapies, Paediatric Audiology, Mental health and district nursing. Recommendations (3.1,4.1,5.2)

· The second project group will initially focus on formalising the contract/agreements and storage of all other records which clearly states the requirements and responsibilities for records storage (excluding pathology) at Transmedia and explore whether there are any other Health Board opportunities for storing these records. Recommendation (3.2)    



	Specific Action Required 
(please choose one only)
	Information
	Discussion
	Assurance
	Approval

	
	☐	☐	☒	☐
	Recommendations
	The Committee is asked to receive the report for assurance and note the progress made against the Records Management (non-acute) Internal Audit. 



Records Management- Non acute records


1. INTRODUCTION

This report provides an update of the six management actions identified as part of a limited assurance internal audit on records management within the non-acute health records areas which was published in November 2024.

2. BACKGROUND

There are a large number of Services who manage and store patients’ information/records outside of the Acute Health Records Service. This approach has led to services storing their records in a number of different areas both within the Health Board Estate including Unit 22 and off-site third-party storage areas.

Since the embargo that came into place in 2019 on the non-destruction of records as a result of the Infected Blood Inquiry, Health Board Departments and Services have continued to struggle to cope with storing hundreds of thousands of additional records longer than previously would have legally been required. 

This situation has led to increased storage pressures on services to manage all of these additional records and when any available Health Board has been exhausted, then third-party suppliers have been sourced at considerable cost to the Health Board. 

In 2024, the embargo on the non-destruction of records was lifted, with caveats in place that any patient’s records/information previously provided to the Inquiry had to be retained indefinitely. However, there are considerable backlogs in the destruction of records across the Health Board due to the length of time that the embargo had been in place

The Internal audit report recognised that there were discrepancies in how records were being managed due to policies being acute records focused and that records were being retained longer than now legally required. 


The high-level key issues that required management action were: 

· Establishing a Multi-Disciplinary Project Group which would review the Health Board’ wide storage requirements and would encompass all the associated security/retention and disposal of records aspects highlighted within the audit report

· The guidance in place for records management should be expanded to include the non- acute health record and corporate records. With enhanced detail over the full records lifecycle.

· The arrangements for storage of records other than Pathology at Transmedia should be formalised with a contract or agreement that clearly states the requirements and responsibilities for records storage.

Within these areas, 6 key recommendations were made. 

1.1 SBUHB has produced records management guidance for Health Records in the form of the Health Records Policy, the Health Records Storage and Security Policy and the Health Records Tracking Policy. However, we note that these are more directly applicable to the acute health record, and do not contain information covering all aspects, such as record retention and destruction process.

3.1 Due to the lack of coordinated management for storage of records, there are a number of external providers holding health board records. The costs vary between the providers as such the health board may not be sourcing the best value storage.

3.2 The HB utilises Transmedia for external record storage from multiple departments, including Workforce. However, our review noted that the only contract in place with Transmedia is for the storage of Pathology materials. Spend with the company is more than double than the contracted value, which may leave the health board open to legal challenge. We also note that the lack of a formal contract for storage other than Pathology items introduces uncertainty regarding Transmedia’ s responsibilities in managing personal records, raising potential GDPR compliance concerns.

4.1 Our review of the transportation of records for all of the areas noted that records are being sent via internal mail, within private vehicles and in unsealed containers. As such the transportation of records may not meet the requirement of the Health Records Storage and Security Policy and good practice.

5.1 and 5.2 © During the review, it became evident that some departments are retaining records beyond the designated retention periods partly due to the lack of health board guidance. The Occupational Therapy department has not destroyed any records since 2019 and continues to retain records dating back to 2010. Similarly, the Workforce and Organisational Development (WOD) team has also refrained from destroying records. The retention of records past defined removal dates may result in a breach of the GDPR requirements and exacerbates storage pressures.

5.1 has been completed and the HB intranet on the lifting of the embargo on the non- destruction of records has been re-published.

Of the remaining 5 actions 

1.1 will be completed by the 31st March 2025 with the updating of the Health Records Policies.
  
3.1,4.1, 3.2 and 5.2c will be addressed through the Health Board wide Project group which will be established in May 2025. However, it is important to note that significant progress has already been made within Therapies where the destruction of records has re-commenced and large number of records that have met the threshold for destruction have been identified for destruction as part of the cessation of the lease in Unit 22. Plans are now underway for the confidential disposal of these records.

GOVERNANCE AND RISK ISSUES

Information Governance and Cyber Assurance Group (IGCAG) 

It should be acknowledged that a breach of UK GDPR is a potential risk by retaining records passed their legal threshold.


FINANCIAL IMPLICATIONS
Potential Savings

Through the work of the Project Groups, efficiencies could be realised through the review of the volume of records stored with third party suppliers at a considerable cost and returned to the Health Board for storage. As a priority, capacity needs to be identified and highlighted to the health Board following the centralisation of all active acute record from NPT, Morriston and Singleton to the centralised Unit in Ty Samlet any available storage.

Progress has already been made with the planned cessation of the lease in Unit 22. Records that need to be continued to be retained that do not meet the legal threshold for destruction have been identified for storage in NPT once the move to the centralised Unit is completed. 

Current contract arrangements with Transmedia means that costs with the company is more than double than the contracted value.

3. RECOMMENDATION

The Committee is asked to note the progress made against the Records Management (non-acute) Internal Audit. 

	Governance and Assurance


	Link to Enabling Objectives
(Please choose)
	Supporting better health and wellbeing by actively promoting and empowering people to live well in resilient communities

	
	Partnerships for Improving Health and Wellbeing
	☐
	
	Co-Production and Health Literacy
	☐
	
	Digitally Enabled Health and Wellbeing
	☐
	
	Deliver better care through excellent health and care services achieving the outcomes that matter most to people 

	
	Best Value Outcomes and High-Quality Care
	☒
	
	Partnerships for Care
	☐
	
	Excellent Staff
	☐
	
	Digitally Enabled Care
	☐
	
	Outstanding Research, Innovation, Education and Learning
	☐
	Health and Care Standards

	(Please choose)
	Staying Healthy
	☐
	
	Safe Care
	☒
	
	Effective Care
	☒
	
	Dignified Care
	☐
	
	Timely Care
	☒
	
	Individual Care
	☐
	
	Staff and Resources
	☐
	Quality, Safety and Patient Experience

	The unavailability of patient’s records can compromise patient care and lead to complaints and negative publicity to the Health Board.

	Financial Implications

	Claims for redress and fines by the ICO

	Legal Implications (including equality and diversity assessment)

	Breach in UK GDPR

	Staffing Implications

	Staff resources required to accelerate the destruction programme across the Health Board 

	Long Term Implications (including the impact of the Well-being of Future Generations (Wales) Act 2015)

	

	Report History
	This paper is in response to the Internal Audit report on Records Management-Non acute.

	Appendices
	Nil
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