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	Purpose of the Report
	The purpose of this report is to inform the Digital, Data, Research & Innovation Committee (DDRIC) of the risks within the Health Board Risk Register (HBRR) assigned to the Committee for scrutiny.

	Key Issues



	· The Committee last received the HBRR at its January 2025 meeting. 
· Since then, risks have been subject to update by Executive Directors on a monthly basis. This report presents an extract of risks allocated to the DDRIC from the January 2025 HBRR.
· There are four risks overseen by DDRIC in open session (additional sensitive risks are reported in closed session). 


	Specific Action Required 
(please choose one only)
	Information
	Discussion
	Assurance
	Approval

	
	☐	☐	☒	☐
	Recommendations

	Members are asked to:

· SCRUTINISE the Health Board Risk Register (HBRR) risks assigned to the Committee.

· CONSIDER in particular the risks exceeding the Board’s stated appetite levels, the associated actions and timescales identified, and determine whether further action / assurance is required in respect of any.





RISK MANAGEMENT REPORT

DIGITAL, DATA, RESEARCH & INNOVATION COMMITTEE

1. INTRODUCTION

The purpose of this report is to inform the Digital, Data, Research & Innovation Committee (DDRIC) of the risks within the Health Board Risk Register (HBRR) assigned to the Committee for scrutiny.

2. BACKGROUND

2.1 Risk Management Framework

The Audit Committee is responsible for reviewing the establishment and maintenance of an effective system of risk management and providing assurance to the Board in that respect. While this is the case, individual risks have been assigned to other Board committees for more detailed scrutiny and assurance. The intention is that committee work programmes are aligned so that progress made to address key risks is reviewed in depth. Regular HBRR update reports are submitted to the Board and the committees of the Board to support this.

Executive Directors are responsible for managing risk within their area of responsibility. The Management Board, chaired by the Chief Executive, oversees the overall operation of the risk management framework and the management of risks within the health board risk register.

Risk Register management is supported by a Risk Management Group (RMG) which meets quarterly and is responsible for overseeing the operational management of risk, ensuring local systems and processes are in place and are operating effectively to ensure appropriate reporting and escalation. The Group last met in October 2024 (special meeting to discuss review of risk management & reporting approach).

Additionally, a Risk Scrutiny Panel is responsible for ensuring there is an appropriate and robust risk management system in place and working throughout the organisation. It is responsible for moderating new risks and risks escalated to the Health Board Risk Register (HBRR) and Board Assurance Framework (BAF) and recommending and advising the Management Board on the escalation and de-escalation of risks. The Panel last met in February 2025.

2.2 Risk Appetite

The Health Board approved a risk appetite statement in November 2022, setting out the level of risk the Board is prepared to accept in pursuit of its objectives, according to the categorization of risk.  In the context of the financial challenges facing the Health Board, the risk appetite adopted for most risk categories is described as ‘seeking’, indicating that risks assessed to be at or above a risk level of 20 will be overseen by the committees of the Board as a minimum on a quarterly basis. However, for the category of compliance risks where the risk relates to laws, regulations and standards directing the delivery of safe, high-quality care, or the health and safety of the staff and public, an ‘open’ appetite will be adopted, indicating a lower threshold and requiring risks scoring 16 or above to be overseen at committee level.

2.3 Health Board Risk Register (HBRR)

The Health Board Risk Register (HBRR) is intended to summarise the greatest organisational risks facing the Health Board and the actions being taken to mitigate them.    

Each Health Board risk has a lead Executive Director who is responsible for ensuring there are mechanisms in place for identifying, managing and alerting the Board to significant risks within their areas of responsibility through regular, timely and accurate reports to the Management Board/Executive Team, relevant Board Committees and the Board.


3. GOVERNANCE AND RISK ISSUES

3.1 Management of Health Board Risk Register (HBRR)

The Committee last received the HBRR at its January 2025 meeting. Since then, risks have been subject to update by Executive Directors on a monthly basis. This report presents an extract of risks allocated to the DDRIC from the January 2025 HBRR as attached at Appendix 1.

There are four risks overseen by DDRIC in open session:

· HBR 27	Digital Transformation to Deliver Sustainable Services
· HBR 36	Electronic Patient Record (Paper Record Storage)
· HBR 37	Operational & Strategic Decisions are not Data Informed
· HBR 90	GDPR Subject Access Requests

In addition, the following risks are deemed sensitive and will be overseen in closed session:

· HBR 60	Cyber Security

The profile of risk scores for the risks assigned to DDRIC is as follows:

	Risk Score
	12 & below
	15
	16
	20
	25

	Number of Risks
	1
	0
	2
	2
	0



	There are no changes to the risk profile since the last meeting.

	There are two risks currently meeting or exceeding the Health Board’s risk appetite thresholds, for which action is required so that they may be reduced to acceptable levels. Table 1 below highlights recent changes / actions of note for those risks that are currently meeting or exceeding the thresholds:

Table 1 – HBRR High Risks Assigned to the DDRIC 
	
Risk Ref
	Risk Title 
(See HBRR for full description)
	Current Score
	Executive Lead
& Key Actions

	HBR 60
	Cyber Security and Resilience
	20
	Exec lead: Director of Digital

The full HBRR entry is presented in closed session of the Committee for scrutiny and assurance.


	HBR 90
	Non-compliance with UK-GDPR Article 15 regarding Subject Access Requests (SARs), along with other health records requests for disclosure of personal data

	20
	Exec lead: Director of Digital

The risk score is unchanged.

Action completed since Jan HBRR:
The benchmarking exercise has been completed and a paper is going to IGCAG for review in April 2025.

Action remains as follows:
· Develop Action Plan (31/04/2025)
(Timescale may be subject to outcome of paper to IGCAG.)




Table 2 below lists additional risks assigned to the Committee whose risk levels do not meet the threshold currently set within the Health Board’s risk appetite. However, in line with the Board’s aspiration that thresholds could be reduced in the future, these risks are presented for information:

Table 2: HBRR risks assigned to the Committee that do not currently meet the risk appetite threshold.
	
Risk Ref
	Risk Title 
(See HBRR for full description)
	Current Score
	Executive Lead
& Key Actions

	HBR 27
	Digital Transformation 
Inability to deliver sustainable clinical services due to lack of resources to deliver sustainable Digital Transformation and services.  There are insufficient resources to: 
· Invest in the delivery of the SBU Digital strategy
· Support the growth in utilisation of existing and new digital solutions
· Replace existing technology infrastructure or software at the end of its useful life.

	16
	Exec lead: Director of Digital

The risk score is unchanged.

Update:
The strategy was presented to the DOF and CEO on the 9th January 2025 and the Digital, Data, Innovation & Research Committee on the 16th January. It Strategy is on the agenda for approval at both the DDRIC and Board in March.2025.

Action (target refreshed):
· Refresh the Digital Strategy including a high-level investment plan to set out vision for the Health Board (31/03/2025).


	HBR 36
	Paper Record Storage
Lack of a single electronic record means there is greater reliance on the provision of the paper record. If we fail to provide adequate storage facilities for paper records, then this will impact on the availability of patient records at the point of care. Quality of the paper record may also be reduced if there is poor records management in some wards.  There is an increased fire risk where medical records are stored outside of the medical record libraries.
	16
	Exec lead: Director of Digital

The risk score is unchanged.

Controls remain unchanged and 
Further actions ongoing as follows:
· Movement of records and staff into new centralised unit	(31/03/2025)
· Allow for new process to stabilise and evaluate benefits of new centralised unit (30/05/2025).

There is no further update at this time.

	HBR 37
	Operational and strategic decisions are not data informed: 
· Significant gaps in information collection due to lack of digital clinical systems especially within Primary, Community and Mental Health services (Connecting Care System) resulting in inability to deliver statutory reporting requirements. 
· Users are unable to access the information they require to make decisions at the right time
· Business intelligence and information already available is not always utilised effectively
	12
	Exec lead: Director of Digital

The risk score is unchanged.

Actions (targets refreshed):
· Digital Strategy to be approved through Health Board (31/03/2025).
· Approval of Digital Intelligence Strategy 2025-28 – see notes below

Action completed since Jan HBRR:
In light of the development of the Digital Strategy, the Digital Intelligence Strategy has become a Business Intelligence (BI) Strategic Plan 2025-2028. It has been written and, following approval of the wider Digital Strategy, the BI Strategic Plan will go through Digital Leadership Group and Management Board during April and May 2025.







4.  FINANCIAL IMPLICATIONS

This report does not present any matters for decision with financial implications. There may be financial implications arising from actions required to improvement the treatment of risks entered on the HBRR. Where this is the case, they are highlighted within individual risk register entries or dedicated board/committee papers for information.


5. RECOMMENDATIONS

Members are asked to:

· SCRUTINISE the Health Board Risk Register (HBRR) risks assigned to the Digital, Data, Research & Innovation Committee.

· CONSIDER in particular the risks exceeding the Board’s stated appetite levels, the associated actions and timescales identified, and determine whether further action / assurance is required in respect of any.



	Governance and Assurance


	Link to Enabling Objectives
(please choose)
	Supporting better health and wellbeing by actively promoting and empowering people to live well in resilient communities

	
	Partnerships for Improving Health and Wellbeing
	☐
	
	Co-Production and Health Literacy
	☐
	
	Digitally Enabled Health and Wellbeing
	☐
	
	Deliver better care through excellent health and care services achieving the outcomes that matter most to people 

	
	Best Value Outcomes and High Quality Care
	☒
	
	Partnerships for Care
	☒
	
	Excellent Staff
	☒
	
	Digitally Enabled Care
	☒
	
	Outstanding Research, Innovation, Education and Learning
	☒
	Health and Care Standards

	(please choose)
	Staying Healthy
	☒
	
	Safe Care
	☒
	
	Effective  Care
	☒
	
	Dignified Care
	☒
	
	Timely Care
	☒
	
	Individual Care
	☒
	
	Staff and Resources
	☒
	Quality, Safety and Patient Experience

	Ensuring the organisation has robust risk management arrangements that ensure organisational risks are captured, assessed, monitored and managed, supports the quality, safety & experience of patients receiving care and staff working in the UHB.  

	Financial Implications

	This report does not present any matters for decision with financial implications. There may be financial implications arising from actions required to improvement the treatment of risks entered on the HBRR. Where this is the case they are highlighted within individual risk register entries for information.

	Legal Implications (including equality and diversity assessment)

	It is essential that the Board has robust arrangements in place to assess, capture and mitigate risks faced by the organisation, as failure to do so could have legal implications for the UHB. 

	Staffing Implications

	All staff have a responsibility for promoting risk management, adhering to SBUHB policies and have a personal responsibility for patients’ safety as well as their own and colleague’s health and safety. Executive Directors/Service Group Directors are responsible for the review of their operational risks and escalation of those requiring board-level oversight SBUHB.

	Long Term Implications (including the impact of the Well-being of Future Generations (Wales) Act 2015)

	The HBRR sets out the framework for how SBUHB will make an assessment of existing and future emerging risks, and how it will plan to manage and prepare for those risks.

	Report History
	This report provides an update on the risk profile last reported to DDRIC in January 2025 

	Appendices
	Appendix 1 – Health Board Risk Register (HBRR) Risks Assigned to the DDRIC.
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