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	Purpose of the Report
	The purpose of this report is to provide Committee members with an update on the key issues discussed at the Information Governance & Cyber Security Assurance Group (IGCAG) on 12th June 2025.

Where appropriate, Cyber security updates will be provided separately as part of a closed paper.


	Key Issues



	Key issues noted within this report include: 

· Summarised update from the Information Governance Learning & Operational Group (IGLOG) noting items escalated to IGCAG

· Freedom of Information (FOI) Requests update outlining the capacity and staffing challenges contributing to poor compliance rates 

· An update on the Subject Access Requests (SAR) Health Board Risk Register entry, including the approval of the SAR Action Plan

· An update on the two Incident Notifications to the Information Commissioner’s Office (ICO) which have since been formally closed


	Specific Action Required 
(please choose one only)

	Information
	Discussion
	Assurance
	Approval

	
	☐	☐	☒	☐
	Recommendations

	Members are asked to:

· Consider the contents of the report










INFORMATION GOVERNANCE & CYBER SECURITY ASSURANCE GROUP (IGCAG) UPDATE 


1. INTRODUCTION

This report aims to provide Committee members with an update and assurance on the key issues presented at the Information Governance & Cyber Security Assurance Group (IGCAG) on 12 June 2025.


2. BACKGROUND

Information Governance (IG) and Cyber Security (CS) operate within a comprehensive framework of legislation, standards and principles governing the appropriate use of personal and business data. The framework outlines the Health Board’s legal duty to ensure that this data is handled in a confidential and secure manner. It sets out high standards for information governance, cyber security, data quality and effective records management practices; all of which are essential in supporting the delivery of the best possible healthcare and services for our citizens.

IGCAG is responsible for overseeing the IG and CS governance frameworks and ensuring robust assurances are in place to ensure legislative compliance, good practice and effective risk management processes.


3. GOVERNANCE AND RISK ISSUES

A summary of the key items presented at IGCAG in June 2025 are outlined below: 

· Information Governance Learning & Operational Group (IGLOG)

A meeting of IGLOG took place on 14 May 2025. Update reports on key areas of IG were received from the IG Team and IG Champions offering assurance to the group. Further work is underway to determine which of the IG Champion reports are deemed mandatory for future meetings to enable adequate assurances to IGCAG. 
   
IGLOG meetings include a learning and development session for IG Champions, usually facilitated by a member of the IG Team. The topic for this meeting comprised of the Information Asset Register (IAR)/Record of Processing Activities (ROPA). The presentation comprised of information about the legislative requirements for an IAR and ROPA and an update on the recent progress made to produce a new electronic system for use. Discussions were held in support of the new development and considerations for its future population across the organisation.







 
Two issues were identified for escalation to IGCAG: 
 
· Freedom of Information request challenges currently being experienced within the Health Board. (This was presented to IGCAG as a separate agenda item and a more detailed update is provided below).

· IG Champions questioned the possibility of protected time to undertake their champion role, as is offered with other champion roles within the Health Board. The current role profile for IG Champions outlines a commitment to regularly attend quarterly IGLOG meetings, providing timely assurance reports for each meeting. It was agreed that this matter be discussed further offline with Workforce colleagues to consider possible options. 


· Freedom of Information (FOI) Requests

A report escalating concerns on capacity and staffing within the FOI Team was presented to the group. A 46% increase in the number of requests received over the last five years and recent recruitment challenges have contributed to a gradual decline in response rates for FOI requests, with poor compliance currently noted against national targets.

From the end of June 2025, there will be two vacancies within the team increasing the risk of potential reputational damage and enforcement action by the ICO. These risks have been formally logged on DATIX as a corporate Health Board wide risk.

The report was accepted and agreed action for a letter to be written to the Chair of the Vacancy Panel supporting recruitment to the FOI Team in order to help mitigate the risks outlined.


· Subject Access Requests(SAR)/Health Board Risk Register

Members were informed that the SAR Action Plan (which covers SARs across the Health Board, not just those received by the Health Records service) has been formally approved and implementation was underway with regular updates to be brought to future IGCAG meetings for monitoring and assurance. The plan is in place to help address the SAR risk on the Health Board Risk Register with a current score of 20.


· Incident Notifications to the Information Commissioner’s Office (ICO)

IGCAG were informed of two new data breaches notified to the ICO during the period April – May 2025. A summary of each breach was provided, noting the categories of breach as: 

· Inappropriate Access
· Disclosure - Paper
 
Both data breaches have since been closed by the ICO, with recommendations for improvement provided and actioned. No enforcement action has been taken by the ICO to date.
  



4.  FINANCIAL IMPLICATIONS

There are currently no financial implications for consideration in relation to the content of this report. However, it should be noted for awareness that there is potential for the Health Board to receive significant financial penalties under UK-GDPR/Data Protection Act 2018 and the Network & Information Systems (NIS) Regulations 2018 should serious compliance failings occur. 


5. RECOMMENDATION

Members are asked to:

· Consider the contents of the report.























		Governance and Assurance


	Link to Enabling Objectives
(please choose)
	Supporting better health and wellbeing by actively promoting and empowering people to live well in resilient communities

	
	Partnerships for Improving Health and Wellbeing
	☐
	
	Co-Production and Health Literacy
	☐
	
	Digitally Enabled Health and Wellbeing
	☒
	
	Deliver better care through excellent health and care services achieving the outcomes that matter most to people 

	
	Best Value Outcomes and High Quality Care
	☒
	
	Partnerships for Care
	☐
	
	Excellent Staff
	☒
	
	Digitally Enabled Care
	☒
	
	Outstanding Research, Innovation, Education and Learning
	☐
	Health and Care Standards

	(please choose)
	Staying Healthy
	☐
	
	Safe Care
	☐
	
	Effective Care
	☒
	
	Dignified Care
	☒
	
	Timely Care
	☐
	
	Individual Care
	☒
	
	Staff and Resources
	☒
	Quality, Safety and Patient Experience

	Good IG and CS practices are essential to the effective running of the organisation, supporting day to day clinical and business operations and the effective management of services and resources. Effective IG and CS maintains the security, confidentiality and privacy of personal data and facilitates trust and transparency for individuals about how their data is processed and protected by the Health Board. 

	Financial Implications

	There are currently no financial implications for consideration in relation to the content of this report. However, it should be noted for awareness that there is potential for the Health Board to receive significant financial penalties under UK-GDPR/Data Protection Act 2018 and the Network & Information Systems (NIS) Regulations 2018 should serious compliance failings occur. 

	Legal Implications (including equality and diversity assessment)

	This report includes assurances on the measures in place to support compliance with UK-GDPR, Data Protection Act 2018, NIS Regulations 2018 and other relevant legislation and standards outlined within the IG and CS framework.  

	Staffing Implications

	All staff are required to comply with Health Board policies, procedures and guidance on information governance and cyber security practices as well as completing mandatory training on a bi-annual basis. 

	Long Term Implications (including the impact of the Well-being of Future Generations (Wales) Act 2015)

	There are no specific implications to note, however good information governance and cyber security practices and compliance are essential in supporting the core aims of the Act. 

	Report History
	There are no previous reports to note. This paper will also be submitted to the next Management Board meeting.

	Appendices
	N/A
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