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	Purpose of the Report
	This report provides the committee with an overarching progress update on the Swansea Bay University Health Board (SBUHB) Risk of 20, concerning non-compliance with UK-GDPR for SARs. It outlines the current pressures the Health Board is facing in fulfilling personal data requests and presents key issues and recommendations for discussion.

	Key Issues



	SBUHB faces significant challenges due to a sustained increase in the volume and complexity of SARs from both patients and staff. This situation is compounded by the evolution of the SAR landscape following the introduction of UK-GDPR and greater data availability. Key issues are:
· System and Process Inefficiency: There is no single, dedicated system for managing SARs. The team continues to use multiple historic systems, which necessitates manual processing and information duplication. Dialogue has commenced with a number of third-party companies, to understand what solutions they offer, and the level of investment required.
· Email Search Complexity: Searches of emails for SARs are contentious and time-consuming. A simple de-duplication function previously provided by Microsoft has been withdrawn, creating an urgent need to identify a safe alternative or a third-party software solution. An immediate impact on workload could be achieved by reinstating a de-duplication function. Microsoft and DHCW have been approached for a view and whether any alternative solutions are available.
· Increased Complexity and Cost: A sustained rise in complex SAR requests has required additional advice and support from Legal Services, incurring further financial costs. These complex cases are associated typically within the mental health and children & young people arenas.

	Specific Action Required 

	Information
	Discussion
	Assurance
	Approval

	
	☒	☐	☐	☐
	Recommendations
	Members are asked to receive the report and action plan for subject access requests.





Subject Access Request Risk  


1. INTRODUCTION

This report provides the committee with an overarching progress update on the Swansea Bay University Health Board (SBUHB) Risk of 20, concerning non-compliance with UK-GDPR for SARs. It outlines the current pressures the Health Board is facing in fulfilling personal data requests and presents key issues and recommendations for discussion.

2. BACKGROUND

An approved action plan was previously submitted in May 2025 to this committee, and its implementation is currently on-target with milestones being achieved. A copy of the approved plan is provided in Appendix A.
 
One of the first actions to be undertaken was to conduct a comprehensive review of existing SAR processes, which was undertaken by the Digital Programme Lead in collaboration with the wider SAR team. The objective was to comprehensively understand current workflows, identify challenges, and uncover opportunities for service improvement and capacity creation. The findings from this review have a common theme: a need for the digitisation and centralisation of processes.
 
The review identified 24 issues relating to in-house processes which have been catalogued along with a project plan to manage them. Whilst a more detailed plan, including costings any additional resources will be required (and will be presented at the September DDRI), it should be noted that a number of the issues identified have already been actioned.  These have been cost neutral and involved a small step change in operational processes but will collectively create additional capacity within the SAR team.
 
Some of the identified issues will be dealt with as specific workstreams which will not only require collaboration with internal stakeholders but will likely require a level of investment and support from partner organisations such as DHCW to complete. Appendix B – SAR Workstream Updates Tracker outlines the items that are completed ahead of schedule, and the level of early dialogue that has commenced regarding many of the other workstreams.
 
A critical decision is required from the organisation regarding the adoption of a dedicated SAR management platform. SBUHB will be required to determine whether to develop a solution in-house or to procure a system from a third-party provider.
 
Numerous third-party solutions are available that would fulfil the departments requirements, including features such as search automation, patient access portals, redaction facilities, and full audit functions. Work is currently ongoing to assess the market and identify potential third-party solutions. The financial impact of this decision is yet to be fully realised

It should be noted that these actions represent the activity within the acute setting, and that there are wider implications relating to SAR across the whole organisation, which need to be captured for a complete view. It is therefore proposed that the SAR agenda will be monitored and led by Information Governance Cyber Assurance Group (IGCAG), to facilitate further assurances and scrutiny, prior to future submissions to DDRI.

High-level key issues that required immediate action: 

· Organisational steer as to whether a product is developed in-house to manage our SAR processes or whether we continue to approach third parties to consider and purchase an existing available solution. 
· Identify with Microsoft and DHCW how a de-duplication function can be re-instated on IT systems, which will have an immediate impact in the number of emails which the team has to manage on each request. Approaches have been made via the digital services colleagues to both mentioned companies, where we are awaiting a response. A possible alternative solution is being explored with service desk colleagues. This will require rigorous phased testing before being considered for adoption. If SBUHB decide to adopt a third-party software solution to manage the SAR process from end to end, most of the software solutions viewed to date, include a de-duplication function as standard.

GOVERNANCE AND RISK ISSUES

· Non-compliance with UK-GDPR and the risk of fines from the Information Commissioner's Office (ICO). 
· An increase in complaints regarding SAR management. 
· Potential data breaches due to the inadvertent release of third-party information. 
· SBUHB staff lacking the necessary resources and skills to process requests within statutory timescales.


FINANCIAL IMPLICATIONS

Real Costs

· Developing / purchasing a SAR platform / module 
· Legal service costs due to staff capacity and complexity of requests

Potential Costs
· Fines from the Information Commissioners Office 
· Complaints under Putting things Right
· Additional Resources required to address the risk 

3. RECOMMENDATION

The Committee is asked to receive the information regarding the Subject Access Request Risk 

	Governance and Assurance


	Link to Enabling Objectives
(Please choose)
	Supporting better health and wellbeing by actively promoting and empowering people to live well in resilient communities

	
	Partnerships for Improving Health and Wellbeing
	☐
	
	Co-Production and Health Literacy
	☐
	
	Digitally Enabled Health and Wellbeing
	☐
	
	Deliver better care through excellent health and care services achieving the outcomes that matter most to people 

	
	Best Value Outcomes and High-Quality Care
	☒
	
	Partnerships for Care
	☐
	
	Excellent Staff
	☐
	
	Digitally Enabled Care
	☐
	
	Outstanding Research, Innovation, Education and Learning
	☐
	Health and Care Standards

	(Please choose)
	Staying Healthy
	☐
	
	Safe Care
	☒
	
	Effective Care
	☒
	
	Dignified Care
	☐
	
	Timely Care
	☒
	
	Individual Care
	☐
	
	Staff and Resources
	☐
	Quality, Safety and Patient Experience

	Any delays in the non-disclosure of patient’s information can lead to complaints and negative publicity to the Health Board.

	Financial Implications

	Claims for redress and fines by the ICO

	Legal Implications (including equality and diversity assessment)

	Breach in UK GDPR

	Staffing Implications

	Staff and digital resources required to reduce/remove the risk.

	Long Term Implications (including the impact of the Well-being of Future Generations (Wales) Act 2015)

	

	Report History
	This paper is an update in response to the SBUHB risk on Subject Access Requests.

	Appendices
	
Appendix A - Subject Access Action Plan (1)

Appendix B – SAR Workstream Updates Tracker
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