[image: C:\Users\su001508\Desktop\New logos Swansea Bay\Abertawe_Swansea NHS Health Board.jpg]
 								   
	Meeting Date
	22 January 2026	Agenda Item
	4.1

	Name of Meeting
	Digital Data Research and Innovation Committee

	Report Title
	Operational Performance and Health Board Solutions

	Report Authors
	Carl Mustad (Assistant Director of Digital Technology)
Rachel Levi (Head of Digital Applications and 
Head of Digital Operations Service Modernisation and Transformation)

	Report Sponsor
	Matthew John (Director of Digital)

	Presented by
	Carl Mustad (Assistant Director of Digital Technology)

	Freedom of Information 
	Open

	Purpose of the Report
	This paper provides an update on the operational performance of local and national systems used in the Health Board. 

	Key Issues
	· Key network upgrades took place at Morriston Hospital between October and December, resulting in a number of outages.
· £2.3 million capital funding received for procuring equipment to replace the Morriston Hospital network. 
· £2 million Capital funding received for technology refresh for laptops and computers with a potential for a further £0.4 million in this financial year.
· During the period 1st October – 31st December there was one outage of the national Welsh Clinical Portal and Welsh Demographic Services. 
· None of the issues reported required escalation under the Network and Information Systems (NIS) regulations.
· An Infrastructure Adoption Model (INFRAM) maturity assessment was undertaken with Stage 4 achieved.

	Specific Action Required 
(please choose one only)
	Information
	Discussion
	Assurance
	Approval

	
	☐	☒	☒	☐
	Recommendations
	Members are asked to:
· Receive assurance that Digital Services are actively replacing out of date equipment.
· Receive assurance that the issues during the reporting period are resolved. 
· Receive assurance that business continuity and disaster recovery plans are in place and are effective in the event of outages to reduce any impact on patient care.
· Receive assurance that the Health Board is implementing robust infrastructure to deliver advanced clinical applications to modernise services as evidenced in the INFRAM assessment. 




Operational Performance and Health Board Solutions

1. INTRODUCTION

This paper provides an update on the operational performance of digital systems during the period 1st October – 31st December 2025. 

One of the key factors influencing operational performance is system availability. This report aims to provide assurances that local and national systems are highly available and operating optimally.


2. BACKGROUND

Swansea Bay University Health Board (SBUHB) consumes local clinical and administrative systems supported by Digital Services, national systems supported by Digital Health and Care Wales (DHCW) and commercial companies directly provided services such as Attend Anywhere and Swansea Bay Patient Portal. 

DHCW services are managed under a Service Level Agreement (SLA). There are a number of services within the SLA including infrastructure systems and national clinical systems and associated integrations such as the Welsh Laboratory Information Management System (WLIMS), Welsh Clinical Portal (WCP) and Welsh Patient Administration System (WPAS). Separate contracts exist for services provided directly by commercial system providers.

Some systems are also provided by suppliers using public cloud services (e.g. Amazon Web Services, Microsoft Azure etc.) or hosting services with their own data centres (private cloud).

This report covers the performance and stability of the local, national and commercial digital solutions and changes in service provision.

2.1 Network Upgrades

A major core network upgrade took place in Morriston as part of a wider £8.68m investment to modernise the computer networks across the three acute hospitals. 

Upgrading core networks, hospital switches, and end-user devices not only strengthens cyber security defences but also supports high availability and timely access to critical systems, directly impacting patient care and staff productivity. SBUHB is increasingly dependent on digital solutions and regular technology refreshes help maintain compliance with regulatory standards, reduce the risk of costly outages, and enables the adoption of innovative tools that improve outcomes and experiences for both patients and staff. Moreover, investment in modern technology underpins the long-term vision for digitally enabled, integrated care, ensuring the health board can meet future demands and deliver best value for public investment.

Upgrading live digital infrastructure carries significant risks that must be carefully managed to protect patient safety and service continuity. Any changes to core systems—such as networks, clinical applications, or electronic patient records—can introduce the potential for outages, data loss, or system failures, which may disrupt access to critical clinical information and impact care delivery. Furthermore, regulatory requirements such as the Network and Information Systems (NIS) regulations impose strict obligations on health organisations to maintain high levels of availability and cyber security, with substantial fines for non-compliance. Therefore, robust business continuity and disaster recovery plans, clear communication, and phased implementation are essential to minimise disruption and safeguard patient care during infrastructure upgrades.

The Acute Hospital digital network replacement programme is progressing following capital investment funding. This strategic transformational digital programme will ensure that the underpinning digital infrastructure will provide the modern platform required for accessing digital services and will cost £6.37m. In December, SBUHB received additional funding of £1.625m towards replacing the wired network at Morriston Hospital with an additional £686K from the SBUHB technology refresh capital to purchase the network equipment (switches) in this financial year.

The programme which started in 2024/25 and will continue through to 2026/27 includes:

· Implementation of new core networks across the 3 hospitals – the first phase of this completed on March 20th ü
· Implementation of data centre networking at NPT and Morriston hospitals which completed on May 29th ü
· Full migration of the new Morriston core network completed in December ü
· Replacement of fibre optic cables in Singleton and Morriston hospitals which will significantly increase network speeds. In progress and will complete in 2025/26
· Replacement of SBUHB main telephony system February 2026
· Replacement of the wireless network at NPT Hospital will complete in quarter 4 2025/26
· Replacement of the main network (wired) at Singleton Hospital will commence in quarter 4 2025/26
· Replacement of the main network (wired) at Morriston Hospital will complete in 2026/27

Whilst the new core network is in place at all three acute hospitals, the switches that provide connectivity to laptops, desktops, phones, medical equipment etc. need to be moved from the old core to the new core which then allows the decommission of the old core network. As the old and new cores are working at the same time, this causes potential issues due to the different technologies in place. As a priority, the old cores need decommissioning. Morriston was the first Hospital to have started that migration which was completed in December 2025. 




2.2 Network Upgrades Completed in October - December

In collaboration with key stakeholders from the Health Board Service Delivery Groups, Digital Services have successfully completed the significant network upgrades detailed below.
· All edge switches in Morriston Hospital are connected to the new core network. 

· The Informacast system for emergency alerting (cardiac arrest, fire etc.) at the acute hospitals upgraded to the latest version. 

· The Wi-Fi controllers for Morriston, community and mental health sites are connected to the new core network. 

· Automatic failover routing re-established across the acute hospitals following a technical issue encountered with the initial new core networks going live. 

As any work on the live systems can involve outages, stakeholder engagement is key to maintaining safe services. On 22nd October, an outage occurred as the result of the planned work which impacted Morriston Hospital and other sites that use digital services hosted in the Morriston Data Centre (10:17 – 13:38), most services recovered at 12:30pm and there was no impact on patient care. 

A SBUHB debrief was undertaken with Digital and Service Group leads which acknowledged the quick establishment of the Command Control and Coordination process. Learning from the event was coordinated by the Emergency Preparedness Resilience and Response (EPRR) group. Following this outage, the pace of the network upgrades was reduced as additional planning checks were implemented and communications with Service Group leads increased.

The Service Group leads have identified areas of improvement in business continuity, and the Chief Nursing Informatics Officer (CNIO) has held a session to improve business continuity planning and preparedness amongst nurses. This initiative has

· Identified areas of good practice and shared learning across the HB.

· Included a learning event on Wednesday 26th November which, all Band 6 and above nurses were invited. The digital outage was discussed and identified difficulties which were encountered during the outage. 

· Identified tasks including updating information for the Business continuity plans to be more concise and relevant to areas and linking in with teams such as Cardiac Doctors and Advance Nurse Practitioners.

· Improved lessons learned from the outage and with the Hospital Electronic Prescription and Medications Administration (HEPMA) system with a second event planned in January 2026 to assess improvements and assure the nurses that tasks identified have been actioned.  

· Improved the reporting of the Emergency Chart Production (ECP) Computers which are used to print medication charts in the event of an outage to the main system. These computers need to synchronise with the main system in a timely manner to be useful in the event of a failure. Going forward, the status reports from the ward ECP computers will be circulated to Heads of Nursing and will highlight computers which may have inadvertently been turned off and the impact on patient safety should an outage occur.

As part of the upgrades, a small number of downtime incidents occurred which was managed with the operational leads and where necessary services invoked their business continuity plans. 


2.3 Capital funding for technology refresh

A further £2 million capital funding has been secured for technology refresh.

Whilst SBUHB has had other allocations recently, a further allocation was received from Welsh Government to replace  legacy devices, namely laptops and desktops that are over 5 yrs old. SBUHB currently has over 2,500 devices in use that are over 5 years old and without capital funding this is an ever-increasing number as more time passes.

Given the inevitable end of year slippage, Digital and Finance prepare for the allocation with relevant supply chains lined up. The aim is to acquire enough capital between Jan-Mar each year to cater for the device refresh programme for the majority of the next financial year. This year, for the replacement of c2,500 devices, SBUHB requires approximately £2.4m. This £2m from two allocations has been secured from Welsh Government and there is confidence that SBUHB will secure the remaining £0.4m.

Technology refresh is a continuous challenge and clearly it has direct benefit to the workforce who need effective and reliable devices to carry out their work and it is also critical for managing the cyber security risk. i.e. the older the device estate, the more susceptible SBUHB is to successful attacks.

It is far from ideal that the funding of the technology refresh requirements has no certainty each year, however SBUHB has an excellent track record in assessing and planning the spend to take the opportunity to effectively replace devices. SBUHB device refresh follows the Digital Services risk‑prioritisation process for core digital infrastructure replacements, underpinned by the 10‑year digital investment/capital plan.

This process, and the strong working relationship between Digital Services and Capital Finance, has consistently enabled SBUHB to exploit national and local capital slippage to tackle infrastructure risks when opportunities arise. 



2.4 Clinical Systems Availability

It is important to recognise that computer systems almost never achieve 100% availability due to factors such as hardware failures, bugs, and updates. As the organisation becomes increasingly reliant on digital systems, it is also increasingly important that departments have robust, tried and tested Business Continuity Plans (BCPs) to deliver effective patient care.

From the period 1st October 2025 – 31st December 2025 there was 1 issue that could have potentially impacted on clinical services within SBUHB.


1. At 20:35 on the 17th December, the national Welsh Clinical Portal and Welsh Demographic Service was unavailable and initially reported by the GP Out of Hours Service. It was quickly identified that the cause of the outage was a DHCW planned firewall change. Digital Services were present on the 21:00 safety huddle call and in conversation with DHCW. The issue was resolved at 21:41. 

There was no impact on patient care and not reportable under the Network and Information Systems (NIS) regulations. 


2.5 Infrastructure Adoption Model (INFRAM) 

HIMSS (Healthcare Information and Management Systems Society) is an international organisation that helps healthcare providers, including the NHS, improve digital maturity through frameworks like the Electronic Medical Record Adoption Model (EMRAM) and Infrastructure Adoption Model (INFRAM). These assessments serve as a benchmark for evaluating the sophistication of a Health Board’s electronic records and IT infrastructure, offering a structured framework to guide future enhancements. By identifying gaps and setting internationally recognised standards, HIMSS supports NHS organisations in securing funding, prioritising investments, and enhancing patient safety, interoperability, and clinical efficiency, ultimately driving the NHS’s digital transformation toward better care and outcomes.
SBUHB undertook an EMRAM assessment in 2023. The EMRAM model identifies organisations as being between Stage 0 and Stage 7 on their digital maturity journey and SBUHB achieved Stage 1 in line with other Health Boards in NHS Wales.
Whilst SBUHB is currently at Stage 1 for EMRAM, the percentages against each level indicated that the organisation was progressing well towards higher stages.
The successful implementation of the Hospital E-Prescribing and Medications Administration (HEPMA) and the Swansea Bay Patient Portal enabled higher scoring than other NHS Wales organisations in some of the categories. The main gap that the process identified across NHS Wales was, and remains, the lack of a Clinical Data Resource. Essentially a solution that provides clinicians with a single view of the patients record. Many organisations outside Wales, refer to this as either an Electronic Patient Record (EPR) or Electronic Health Record (EHR)
SBUHB has recently undertaken the INFRAM (Infrastructure Adoption Model) assessment, intended to evaluate and improve the organisation’s digital infrastructure maturity, as part of a wider NHS Wales initiative. It will contribute to the wider National Target Architecture programme, helping achieve consistency across health boards and enabling better data sharing and interoperability. The assessment was commissioned from Cisco by DHCW on behalf of NHS Wales.
The specific aims of this assessment are to establish a baseline for digital maturity and align infrastructure with strategic goals. It provides a structured framework to measure the current state of IT infrastructure across five domains:
· Cybersecurity: ensure the proper practices and governance are in place, while leveraging data, AI and organisational alignment to reduce future risk.
· Performance: support the organisation’s plans for systems and change management and leverage new technology to mitigate incidents and adherence to service-level agreements while also managing ageing infrastructure.
· Adoption: ensure that staff maximise the use and efficiencies new technology offers and ensuring new technologies are effectively integrated for clinicians, staff, and patients.
· Outcomes: ensure information and technology investments are closely aligned to clinical, financial or operational objectives.
· Sustainability: address greenhouse gas emissions and develop a comprehensive approach to carbon footprint reduction.


Outcome of the assessment
The report from Cisco was received on 16th December with an overall score of Stage 4 on a scale of Stage 0 to 7. This is encouraging and in line with other NHS Wales organisations who have completed the assessment.
Points to note:
· SBUHB Cybersecurity compliance is exceptional, achieving Stage 7.
· Adoption was 1% short of reaching Stage 5 and a follow up meeting with Cisco will take place to understand this scoring.
· any overall result including and over Stage 6, would require further independent verification.
· Sustainability is new to this model and does not impact on the overall Stage Achievement. It provides insights into how the organisation is committed to reducing its carbon footprint and has implemented various measures to achieve this goal. SBUHB’s achieved 90% for Sustainability.
Table 2.5.1 SBU INFRAM Baseline Assessment
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Table 2.5.2 Baseline Assessment broken down by Focus Area
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The full report is attached as Appendix 1.

3. GOVERNANCE AND RISK ISSUES

This report does not highlight any concerns that significantly increased level of risk for the Health Board.

Service availability, operational issues and service plans (Radiology, Pathology etc.) for national and local systems are reported to the Digital Service Management Group (DSMG). Associated reports are fed into the highlight report in the Digital Leadership Group (DLG) and appropriately to the Management Board, the Digital, Data, Research and Innovation Committee and associated risks with systems to the Digital Services Business meeting. The DSMG meets quarterly in line with the DLG. The Digital Services Business meeting meets bi-monthly.

Nationally, the service management boards including the Operational Security Service Management Board (OSSMB), Infrastructure Management Board (IMB), Microsoft 365 Service Management Board and clinical systems management boards (Radiology, Welsh Patient Administration System, Welsh National Care Records etc.) report to the National Service Management Board and the health board is represented by the Assistant Director of Digital Technology. This board has sight of DHCW performance reports, availability, major incidents and is an escalation point for the sub boards. The Health Boards and Trusts in NHS Wales also report local outages to this national board. 


4.  FINANCIAL IMPLICATIONS

There are no known financial implications in this report. However, failure to protect the network and information systems, which could result in interruption in services and loss of data can result in fines of up to £17m under the Network and Information Systems Regulation. 



RECOMMENDATION

Members are asked to:
· Receive assurance that Digital Services are actively replacing out of date equipment.
· Receive assurance that the issues during the reporting period are resolved. 
· Receive assurance that business continuity and disaster recovery plans are in place and are effective in the event of outages to reduce any impact on patient care.
· Receive assurance that the Health Board is implementing robust infrastructure to deliver advanced clinical applications to modernise services as evidenced in the INFRAM assessment. 



	
Governance and Assurance


	Link to Enabling Objectives
(please choose)
	Supporting better health and wellbeing by actively promoting and empowering people to live well in resilient communities

	
	Partnerships for Improving Health and Wellbeing
	☒
	
	Co-Production and Health Literacy
	☒
	
	Digitally Enabled Health and Wellbeing
	☒
	
	Deliver better care through excellent health and care services achieving the outcomes that matter most to people 

	
	Best Value Outcomes and High Quality Care
	☒
	
	Partnerships for Care
	☒
	
	Excellent Staff
	☒
	
	Digitally Enabled Care
	☒
	
	Outstanding Research, Innovation, Education and Learning
	☐
	Health and Care Standards

	(please choose)
	Staying Healthy
	☒
	
	Safe Care
	☒
	
	Effective Care
	☒
	
	Dignified Care
	☒
	
	Timely Care
	☒
	
	Individual Care
	☒
	
	Staff and Resources
	☒
	Quality, Safety and Patient Experience

	Digital systems in healthcare can have a significant positive impact on quality, safety and patient experience. The increased adoption and reliance on digital systems requires robust and highly available systems. Technical issues preventing access to critical systems can impact on quality, safety and patient experience. 

	Financial Implications

	N/A


	Legal Implications (including equality and diversity assessment)

	As an Operator of Essential Services, the health board has a legal duty to comply with NIS regulations by ensuring appropriate levels of availability, cyber security and resilience of key digital systems are in place. Service loss through inadequate systems including resilience and outages caused by poor cyber security defences could result fines of up to £17m through the Network and Information Systems (NIS) regulations. In addition, if there is data loss, there may be an additional fine (up to £17m) under GDPR.


	Staffing Implications

	The organisation must have tried and tested business continuity plans (BCP) in place and staff must be ready to implement these in the event of a computer system outage.


	Long Term Implications (including the impact of the Well-being of Future Generations (Wales) Act 2015)

	· Long Term – Health and Social Care “A Healthier Wales” (2018) sets out a long-term future vision of a ‘whole system approach to health and social care’, which is focussed on health and wellbeing, and on preventing illness. It acknowledges that technology is transforming the way we live, lifestyles and expectations have changed. 

The aspirations of the act critically rely on digital technology as an enabler and therefore reliable and highly available systems to deliver effective digital tools, systems and data is absolutely essential.

· SBU HB’s Clinical Services Plan (2019-2024)
· Adoption of digital solutions and technology.
· Create a mobile workforce that is digitally connected to ensure staff work seamlessly to ‘Make Every Contact Count’. 
· Technology to support care closer to the patient’s home or in the community.


	Report History
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	Appendix 1 (INFRAM)
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