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	[bookmark: _Hlk215732917]Datix ID Number: 1043 
Date Opened: Apr 2019
	
Date Last Reviewed: December 2025
	HBR Ref Number: 36
Risk Target Date: TBC
	Current Risk Rating
4 x 4 = 16

	Objective: Care is delivered in partnership with our communities in safe and appropriate settings, supported by innovative digital solutions, research, development and innovation
	SRR Ref:
3.4
	Director Lead: Matt John, Director of Digital
Assuring Committee: Digital, Research & Innovation Committee
For information: Quality & Safety Committee

	Risk: Paper Record Storage
Lack of a single electronic record means there is greater reliance on the provision of the paper record. If we fail to provide adequate storage facilities for paper records, then this will impact on the availability of patient records at the point of care. Quality of the paper record may also be reduced if there is poor records management in some wards.  There is an increased fire risk where medical records are stored outside of the medical record libraries.

	Risk Rating
(consequence x likelihood):
Inherent: 4 x 5 = 20
Current: 4 x 4 = 16
Target: 3 x 3 =9
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	Rationale for current score:
C - Inability to find records for patients could delay care/increase length of stay over 15 days. Could also mean patients receive incorrect treatment.  Increased risk of fire where records are stored outside of the medical record libraries.
L - we know this happens from incidents raised

	
	
	Rationale for target score:
C - The increased development and adoption of the digital record will reduce the need for the paper health record being available at the point of care.
L - The increased development and adoption of the digital record, the introduction of RFID and the approach to management of the paper record identified in the Business case process should reduce the amount of paper required to be stored and managed.

	Controls (What is currently in place to manage the risk?)
	Further Actions (What more are we going to do to address the risk?)

	· There is a plan in place to increase the functionality of the electronic record to document patient care. The delivery of the plan is overseen by the Digital Leadership Group and progress provided to Management Board. (Supported by individual project boards as appropriate).
· Records managed by the Medical Records libraries are RFID-tagged (Radio Frequency Identification) and location tracked.
· Medical Record libraries are regularly risk assessed for fire by health and safety. 
· Alternative offsite storage arrangements have been identified.
· All records must be documented on the Information Asset Register (IAR).
	Action
	Lead
	Deadline

	
	Allow for new process to stabilise and evaluate benefits of new centralised unit.
	Head of Health Records & Clinical Coding
	28/02/2026

	Assurances (How do we know if the things we are doing are having an impact?)
· RFID has been implemented for the acute record improving the management and storage of records 
· Health Records performance reports developed in line with RFID technology 
· Attainment of the Tier 1 Health Board target for clinical coding completeness which relies on the timely availability and quality of the Paper record and electronic sources
· Monitoring complaints and incident reporting. 
· Electronic record is being implemented in accordance with the plan e.g. implementation of WNCR (Welsh Nursing Care Record), ETR (Electronic Test Requesting), HEPMA (Hospital Electronic Prescribing and Medicines Administration)
	Gaps in assurance (What additional assurances should we seek?)
Investment required supporting the delivery and operational costs of the Digital strategy.
Reliance on DHCW (Digital Health & Care Wales) for delivery of the solution for a fully electronic patient record.
Impact of the Infected Blood Enquiry on the Health Boards ability to destroy notes.
Process for ensuring clinical adoption of electronic ways of working and cessation of adding information to the paper record that is already available electronically needs to be agreed and enforced by the Health Board. 
Impact of the infected Blood Inquiry on the health board’s ability to destroy notes and the change in the records code of practice is being reviewed by the Director of Digital.

	Additional Notes
22/12/2025 – Reviewed – no further amendments.




	[bookmark: _Hlk215733003]Datix ID Number: 2796 
Date Opened: January 2023
	
Date Last Reviewed: December 2025
	HBR Ref Number: 90
Target Risk Date: TBC
	Current Risk Rating
4 x 5 = 20

	Objective: The health board is a resilient, sustainable and responsible organisation
	SRR Ref:
N/A
	Director Lead: Matt John, Director of Digital
Assuring Committee: Digital, Research & Innovation Committee

	Risk: Subject Access Request Risk
Due to insufficient resources and inconsistent processes across Swansea Bay University Health Board, there is a risk that Subject Access Requests (SARs) will not be fulfilled in compliance with UK-GDPR Article 15, resulting in potential breaches of personal data which could cause distress and lead to a loss of public and government confidence in the Health Board’s trustworthiness and legal standing.
Additional Potential Consequences:
· Regulatory Enforcement: ICO (Information Commissioner’s Office) may impose fines up to 4% of annual turnover for serious breaches. While the ICO has not historically issued fines for SAR breaches, this may change, especially as enforcement activity increases. A recent reprimand issued by the ICO to another NHS Trust, signals heightened regulatory scrutiny.
· Operational Disruption: Staff diverted from priority tasks to manage SARs, affecting service delivery
· Legal Exposure: Increased risk of litigation & claims from individuals with compromised data rights.

	Risk Rating
(consequence x likelihood):
Inherent: 4 x 4 = 16
Current: 4 x 5 = 20
Target: 4 x 3 = 12
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	Rationale for current score:
C – This is assessed to be Major (score 4) under the Governance & Assurance risk domain of health board policy. Given the heightened external scrutiny of Swansea Bay University Health Board’s Maternity and Mental Health services, failure to comply with SAR requirements or mis-sharing of sensitive information in these areas could result in multiple complaints, loss of public confidence, negative media coverage, and/or criticism by Welsh government.
L- The probability of one of these potential consequences occurring is currently considered to score 5 (expected – greater than 50% chance) due to the sustained and growing backlog of SARs, particularly in the Maternity and Children and Young People (CYP) services, along with 2024/25 statistics showing 65% of SARs are released without full clinical approval. These areas are experiencing a surge in requests following media coverage, with further increases expected. The complexity and sensitivity of these cases, combined with limited resources and inconsistent processes, make delays and errors expected. While the risk of an ICO fine remains low, the frequency of breaches, solicitor correspondence, complaints, ICO involvement and claims for financial compensation is already high and likely to escalate.

	
	
	Rationale for target score:
C – As above
L – Additional resources would allow the organisation to make significant improvements to the process by which SARs are managed. Being able to adequately comply with legal requirements reduces the likelihood of enforcement action and fines from the ICO, as well as minimising the risk of reputational damage.

	
	
	

	Controls (What is currently in place to manage the risk?)
	Further Actions (What more are we going to do to address the risk?)

	· Approved SAR Policy: Provides a formal framework for consistent SAR handling.
· Dedicated SAR Lead (Band 7 IG Manager): Ensures operational oversight and coordination.
· Defined Governance Roles: SIRO, Caldicott Guardian, and DPO roles are in place and active.
· Legal and Risk Advice: Accessed for complex SARs to ensure lawful and appropriate handling.
· Escalation to Information Governance & Cyber Assurance Group (IGCAG): Enables timely intervention and oversight of emerging issues
· SAR Working Group monitoring: Tracks delivery of actions and feeds into governance structures.
	Action
	Lead
	Deadline

	[bookmark: _Hlk184388205]
	Implement detailed Action Plan in line with the timescales outlined within the Plan
	Data Protection Officer/Head of Health Records
	31/03/2026

	Assurances (How do we know if the things we are doing are having an impact?)
· Bi-monthly reporting to DDRI: Provides regular oversight and visibility at committee level.
· IGCAG oversight: Chaired by the SIRO and attended by key governance leads.
· Escalation reports to Management Board and DDRI: Ensures senior leadership awareness.
· Internal audit findings: Highlighted resource gaps and informed improvement planning.
	Gaps in assurance (What additional assurances should we seek?)
Internal audit report identified the requirement to invest in resources to address gap in assurance.

	Additional Comments
Background and Context:
The Health Board faces a sustained increase in both the volume and complexity of SARs, driven by technological advancements, expanded data availability, and evolving communication practices (e.g. use of WhatsApp and non-corporate email channels). This surge has outpaced existing capacity, including that of professional and expert staff, with many requests exceeding statutory response times and lacking adequate redaction or clinical review. The fragmented nature of record-keeping—spanning paper files, multiple systems, and sensitive content— and inconsistent handling procedures across departments further complicates timely and compliant disclosures. 
During the 24/25 financial year, the acute SAR team processed 8,652 requests for data. This excludes other areas of SBUHB who manage their own SAR. Each SAR application may involve multiple requests for Health Care Professionals (HCPs) to approval the release of information. The 8,652 applications resulted in 9,102 requests to HCPs to approve, with an additional 4561 released without specific approval based on an ‘open consent’ given previously. Of the requests to approve, 48% (4,366) did not reply within 7 days and therefore this data was released without approval. Therefore only 35% of all SAR requests are released with full HCP oversight. The acute SAR team note that of the 8,652 requests into them, 124 were unable to be completed within the 28-day mandatory timescale. Of these 124, 104 were relating to Children and Young People (CYP) and 18 related to complex email enquiries. Whilst these figures may not appear significant in comparison to the total annual requests received, it is important to recognise that the time required to address these CYP and complex emails is considerable and places an excessive pressure on the organisation, e.g. A large email search may result in 10,000-15,000 emails, all requiring oversight and review, often taking weeks to complete for each request. 
During 2024/25, SBU received 10 SAR complaints from the public, an additional 3 SAR complaints from the ICO, and reported 1 SAR breach to the ICO.
Progress Notes
04/12/2025: Met with Caldicott Guardian on 17/11/25 to discuss a number of actions on the Action Plan. Some actions requiring CG input have subsequently been marked as complete.



	[bookmark: _Hlk207268342][bookmark: _Hlk215733175]Datix ID Number: 3114
Date Opened: May 2025
	
Date Last Reviewed: December 2025
	HBR Ref Number: 105
Target Date: TBC
	Current Risk Rating:
4 x 4 = 16

	Objective: Care is delivered in partnership with our communities in safe and appropriate settings, supported by innovative digital solutions, research, development and innovation
	SRR Ref:
3.3
	Director Lead: Matt John, Director of Digital 
Supporting Director: Chris Morrell, EDAHPHS
Assuring Committee: Digital, Data & Innovation Committee 
For information: Quality & Safety Committee

	Risk: Significant increased cost for the replacement Pathology System LIMS
If the new Laboratory Information Management (LIMS) system is not live before 31st March 2026 then there will be significant additional cost across NHS Wales which could impact the Health Board’s financial plans in 2025/26 and 2026/27. Costs would have to be covered to avoid pathology losing access to the current LIMS system resulting in the inability of pathology to deliver diagnostic results and blood transfusion services across all Health Board services including emergency, acute, primary and community services.

	Risk Rating
(consequence x likelihood):
Inherent: 5 x 5 = 25
Current: 4 x 4 = 16
Target: 4 x 1 = 5
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	Rationale for current score:
Consequence – Additional costs could be in region of approximately £1m for the Health Board depending on the length of delay
Likelihood – probable (10-50% chance currently) – due to being off-track on project and lack of confirmed back-up plan.

	
	
	Rationale for target score:
Consequence as above
Likelihood will be negligible if effective system / mitigations put in place in time

	Controls (What is currently in place to manage the risk?)
	Further Actions (What more are we going to do to address the risk?)

	Configuring and testing the new LIMS system with the aim of go-live with all disciplines before 31st March 2026
SBUHB Pathology services are working in collaboration with other Health Boards and Trusts to share configuration and testing as part of a national programme. The project has agreed a go-live of Cellular Pathology in November. However, national replanning is still underway for other disciplines (Microbiology, Andrology, Blood Sciences and Blood Transfusion) to secure go-live dates before 31st March 2026 when funding for the national programme ends. The two months allocated by the national programme for User Acceptance Testing has been extended to over 12 months as the number of defects in the system remains high. There remain significant defects to be addressed by the supplier, most notably for Blood Sciences with over 400 defects – over 300 of which must either be resolved or worked around before go-live.

Pursuing only a ‘Minimal Viable Product’ to avoid scope-creep
SBUHB Pathology Services are only seeking to pursue a safe replacement system, known as a ‘Minimal Viable Product’. This is to eliminate the possibility of testing timescales being extended. Other Health Boards and Trusts report they are following the same approach.

Challenging the supplier and Digital Health and Care Wales for their technical delivery
The supplier is responsible for addressing any defects identified during testing. Digital Health and Care Wales (DHCW) are responsible for delivering some of the technical integrations (in addition to co-ordinating the national programme). The SBUHB Project Team, through the programme governance, challenge the supplier and DHCW to deliver on their commitments.

	Action
	Lead
	Deadline

	
	Determine what additional local costs may be attracted due to extending the project from 31st December 2025 until 31st March 2026 and how these could be funded.
	SBUHB Project Team

	31/12/2025

	
	Continue to work in collaboration with other NHS Wales organisations to challenge supplier delivery and secure go-live dates before 31st March 2026.
	SBUHB Project Team

	31/03/2026

	
	Determine what additional local costs may be attracted due to extending the project into financial year 26/27.
	Head of Digital Planning
	31/03/2026

	Assurances (How do we know if the things we are doing are having an impact?)
National Programme Board
SBUHB, together with all Health Boards, Trusts and the supplier belong to the national LIMS Programme Board. 
The Programme Board receives updates on Digital Health and Care Wales progress towards procuring extended licenses, or a replacement of, the current remote access software. 
The Programme Board receives updates on testing activities, including metrics showing the number of outstanding system issues. It is chaired by the Executive Director of Allied Health Professions and Health Science for Aneurin Bevan University Health Board. 

SBUHB Project Team
A Project Manager is in place to manage the SBUHB Project Team on daily basis.

Operational Delivery Network LIMS 2.0 Sub-Group
SBUHB work in regional partnership with Hywel Dda University Health Board (HDUHB) and hold a joint, monthly Operational Delivery Network LIMS 2.0 Sub-Group, which receives reports from the SBUHB and HDUHB Project Managers, along with Programme Managers from the supplier and Digital Health and Care Wales.

This group is jointly chaired by the SBUHB Clinical Lead for Laboratory Medicine and HDUHB Head of Pathology Service, who are also Senior Responsible Officers for the SBUHB and HDUHB projects.

Morriston Management Board
The SBUHB project regularly reports progress to the Morriston Management Board.

Digital, Data, Research and Innovation Committee
The SBUHB project regularly reports progress to the Digital, Data, Research and Innovation Committee.

	Gaps in assurance (What additional assurances should we seek?)

Meeting the costs of extending the project and access to the current LIMS
A national mitigation plan was previously proposed that would enable go-lives of all SBUHB pathology disciplines by 31st December 2025. The national programme has since reported they have extended the programme until 31st March 2026.

Welsh Government have confirmed they will cover the £1.6m cost of the mitigation plan that would fund the programme until 31st December 2025.

Digital Health and Care Wales are seeking to cover a further £0.87m of national costs not previously included in the mitigation plan, that would fund national components of the programme until 31st March 2026.

The SBUHB project needs to determine what additional local costs may be attracted due to extending the project from 31st December 2025 until 31st March 2026 and how these could be funded.

Resource Constraints 
All available staff are committed to the programme, with no external resources readily available. This has contributed to the programme’s red RAG status.

	Additional Comments / Progress Notes
User Acceptance Testing sign-off
User Acceptance Testing across Wales was originally expected to take place across the two months of September and October 2024. However, a significant number of issues in the system, coupled with partial delivery of integrations between the LIMS and national systems managed by Digital Health and Care Wales, were identified early in the process. Maintaining the availability of Pathology staff to undertake testing across an extended duration, alongside maintaining service delivery, has also been challenging.

User Acceptance Testing has been extended to, depending on the pathology discipline, around twelve months. Go-lives have not been delayed by the same amount and the decreased duration between the end of User Acceptance Testing and go-live puts additional pressure on the project:
	
	Previously
	Currently

	Duration of User Acceptance Testing
	2 months
	12 months

	Duration between User Acceptance Testing sign-off and go-live
	3 months
	1 month



Business Continuity
The Health Board’s current Business Continuity Plan to address a failure in digital pathology systems is to revert back to paper based reporting, which is unsustainable and would only be effective over a very short-term period (days).

Blood Transfusion services in other part of Wales
SBUHB Blood Transfusion are the only Blood Transfusion service in Wales that have successfully migrated onto the current LIMS system. Other Blood Transfusion services use other legacy systems and will potentially be impacted after the 15th December 2025 in other ways (e.g. by having to extend support for their existing legacy systems).

Pathology resource for testing
Testing is reliant on the knowledge and skills of Health Board staff whose availability is limited, having to manage testing alongside normal service delivery. With a national shortage of Biomedical Scientists, there is no readily available external resource to support this process.

11/11/2025 – The pathology Operational Delivery Network LIMS sub-group chair has written to the LIMS national programme chair to request that the Backup Plan and the costs estimated within it be revisited given the increasing likelihood that go lives will take place in the new financial year.
09/12/2025 - Costs shared with 9th December 2025 Programme Board show a cost after 31st March 2026 of £3.3m per quarter, with £0.4m of those costs apportioned to SBUHB.





	[bookmark: _Hlk215736341]Datix ID Number: 4334
Date opened: December 2025 NEW RISK
	
Date last reviewed: December 2025
	CRR Ref Number: 108
Target Risk Date: 31/03/2029
	Current Risk Rating
4 x 4 = 16

	Objective: Care is delivered in safe and appropriate settings supported by innovative digital solutions
	SRR Ref: 3.4
	Director Lead: Director of Digital
Assuring Committee: Digital, Data, Research and Innovation 

	Risk: WCCIS/Connecting care - Provision of an Integrated Health Record for MH&LD and PCT
If the Connecting Care programme fails to deliver a digital solution that meets the operational, clinical, and reporting needs of Mental Health & Learning Disabilities (MH&LD) and Community & Therapies services,
Then wider MH&LD, Community and Therapies teams will lack access to timely, accurate, and shared information across care settings, resulting in fragmented service delivery, limited availability of high-quality data for performance monitoring and informed decision making, increased duplication of effort, and elevated clinical and governance risks. This includes the potential for further Regulation 28 reports, as previous Prevention of Future Deaths (PFD) notices have explicitly cited the absence of an integrated electronic system as a contributing factor to avoidable harm. Without a fit-for-purpose solution, the Health Board may be unable to fulfil the actions required under Regulation 28, particularly around effective information sharing and risk management across agencies.

Whilst the issue facing current users across integrated teams from the loss of WCCIS will be largely mitigated through the approved procurement of replacement solutions through the strategic partnership with the supplier, there remains to be 3,000 users across MH&LD and PCT who continue to provide services without an appropriate digital solution to support them. The provision of a solution is a core component of the SBU Digital Strategy. A recent independent review of Mental Health and Learning Disability services at SBUHB identified the lack of a single digital solution as a critical barrier to safe and effective care, highlighting that fragmented systems and manual processes are contributing to clinical risk, delayed interventions, and repeated Regulation 28 reports due to inadequate access to shared electronic records.

	Risk Rating
(consequence x likelihood):
Initial: 4 x 5 = 20
Current: 4 x 4 = 16
Target: 4 x 2 = 8
	[image: ]

	Rationale for current score:
Likelihood – given the current trajectory of the national Connecting Care programme and its inability to provide a clear and timely roadmap for delivering a solution that meets the needs of Mental Health & Learning Disabilities (MH&LD) and Community & Therapies services. The removal of key components such as the Shared Care Record from the business case, the absence of a national Mental Health framework, and the lack of guaranteed funding all contribute to growing uncertainty. Local service groups have already escalated concerns through multiple risk registers, and the reliance on manual workarounds continues to expose wider teams to operational inefficiencies and clinical governance issues. Without urgent intervention or a credible alternative, the probability of service disruption and further Regulation 28 reports is increasingly likely.
Consequence – there would continue to be a significant impact on quality of care and capacity of the MH&LD and PCT teams. The organisation would fail to address the requirements of Regulation 28 reports and there would continue to be a lack of quality data to allow performance monitoring and informed decision making on service transformation. This has a wider impact on the health service provision across the health board, including secondary care. 

	
	
	Rationale for target score:
Likelihood – If the health board introduce a solution for the wider community and mental health teams, then it is unlikely the consequence associated with system failure or not replacing the new system will occur and some reduction in risk level may be possible (though not to target).
Consequence – the consequence of not having a digital solution to support integrated teams and the wider community and MHLD teams will remain the same.



	Controls (What are we currently doing about the risk?)
	Mitigating actions (What more should we do?)

	· Local Program Board has been established and is responsible for producing the business case and delivery of the interim measure
· Regional Program Board is in place to ensure HB and councils are working together and align implementation of solutions
· DHCW National Program Board is in place to deliver national approach

	Action
	Lead
	Deadline

	
	Implement the new interim solution
	Director of Digital
	31/08/2026

	
	Business case completed and approved for the expansion of the interim solution across all of paper based mental health teams
	Director of Digital
	Complete 

	
	Business case completed and approved for the provision of an Electronic Patient Record for the whole of Community and MH&LD
	Director of Digital
	31/03/2027

	Assurances (How do we know if the things we are doing are having an impact?)
· Digital leadership group will have oversight of the delivery of the actions of the Local Program Board and reports to Management Board
· Digital, Data, Research and Innovation Committee will have oversight of the overall plan and act as escalation route to Health Board if required.

	Gaps in assurance (What additional assurances should we seek?)
· The national approach has been delayed and is difficult to influence in terms of scope and timelines for delivery
· The route to obtaining national funding to support the Health Board is not clear.

	Additional Comments
The Welsh Community Care Information System (WCCIS) was developed to provide staff across health and social services with a single system and shared electronic record to enable delivery of more effective and efficient services. It is used by health board teams within mental health and community services, in addition to local authority social services teams, but the system will be discontinued from January 2026. SBUHB users are mainly operating within Integrated Teams and access the solution via the Swansea Council’s contract with the system provider.
· A business case for an interim solution to address the immediate needs of the current SBUHB users of WCCIS (integrated teams) was presented to and approved by Management Board on 19th December 2024. 
· The Health Board are continuing to support the National Program in the process for acquiring a longer-term solution 
· The procurement of the interim solution was completed at the end of 2025/26 and project implementation has commenced.
· In September 2025 WG confirmed approval of funding to DHCW of the first year costs in the National OBC. Funding is only available in 2025/26 and a proportion of the funding is available to SBUHB to support the interim solution for integrated teams and next steps. There has been no formal commitment from WG of funding in future years.

Update:
11/11/2025 - Business case for expansion of interim solution has been completed. Procurement has been approved by Director of Finance and CEO. So the 3rd action can be marked as completed.
09/12/2025- The business case contract has been awarded for the implementation of RIO in mental health and learning disabilities for 20 teams who are currently based on paper. Work has commenced on the implementation which is due to complete by 31st March 2026.








Risk Score Calculation

For each risk identified, the LIKELIHOOD & CONSEQUENCE mechanism will be utilised.  Essentially this examines each of the risks and attempts to assess the likelihood of the event occurring (PROBABILITY) and the effect it could have on the Health Board (IMPACT).  This process ensures that the Health Board will be focusing on those risks which require immediate attention rather than spending time on areas which are, relatively, a lower priority.
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Risk Matrix

CONSEQUENCE (**) 1 - Rare 2 - Unlikely 3 - Possible 4 - Probable 5 - Expected

1 - Negligible 1 2 3 4 5

2 - Minor 2 4 6 8 10

3 - Moderate 3 6 9 12 15

4 - Major 4 8 12 16 20

5 - Catastrophic 5 10 15 20 25

LIKELIHOOD (*)
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