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Strategic Risk Register
Dec 2025 
Risks assigned to the

Digital, Data, Research & Innovation Committee
	Risk ID Number SRR-3.3
	Risk Label – Sustainability of Digital Services
Risk Description – If the organisation is unable to maintain & replace existing digital systems & infrastructure in a timely manner, there is a risk that this could lead to system failures and cybersecurity vulnerabilities, resulting in disruptions in clinical service delivery. This risk encompasses the need for ongoing investment in digital assets to ensure they remain functional & secure. Factors contributing to this risk include financial constraints, aging infrastructure, & the need for continuous updates & support to meet evolving service requirements.


	Risk Score
	Consequence
	Likelihood
	Overall Score
	Trend
	Strategic Objective
	Care is delivered in safe and appropriate settings supported by innovative digital solutions

	Inherent Score
	5
	5
	25
	(
	Lead Director / Risk Owner
	Director of Digital

	Current Score
	5
	4
	20
	
	Monitoring

Committee
	Digital, Data, Research & Innovation Committee

	Target Score
	5
	3
	15
	N/A
	Risk Appetite
	T.B.C.


	Risk Score

Over Time
	Nov 2025
	Dec 2025
	
	
	
	
	
	
	
	
	
	

	
	20
	20
	
	
	
	
	
	
	
	
	
	


	Related Risk on Corporate Risk Register

Linked or associated risks which sit in the register immediately below the Strategic Risk Register

	Risk ID
	Description
	Score

	60

(2003)
	Cyber Security and Resilience

Full details are presented within CRR
	20

	105
	Significant increased cost for the replacement Pathology System LIMS

If the new Laboratory Information Management (LIMS) system is not live before 31st December 2025 then there will be significant more cost across NHS Wales which could impact the Health Board’s financial plans in 2025/26 and 2026/27. Costs would have to be covered to avoid pathology losing access to the current LIMS system resulting in the inability of pathology to deliver diagnostic results and blood transfusion services across all Health Board services including emergency, acute, primary and community services
	20


	Key Controls

What key controls/systems/processes/governance mechanisms do we already have in place to manage this risk?

	Control Ref
	Control

	1
	Cyber Security Policy and mandatory Cyber Security training in place

	2
	Programme in place for management of legacy systems and infrastructure

	3
	Ten-year Financial Plan for replacement of devices and infrastructure.  Prioritisation in place to ensure consideration given to highest areas of risk.

	4
	Immutable backup process in place

	5
	Active monitoring of, and protection of, networks, systems and infrastructure

	6
	Service level Business Continuity Plans in place to mitigate the impact of an outage, managed by the Emergency Preparedness Resilience and Response (EPRR) team

	7
	Review process following all major Digital incidents

	8
	Digital Strategy in place


	Assurance on Control

What information do we have about the adequacy, effectiveness and application of each of our controls, where is it coming from, and what is it telling us?

	Control Ref
	1st Line Assurance
	2nd Line Assurance
	3rd Line Assurance
	Strength of Control

	1
	Reports to bimonthly Digital Services Business Meeting 

Monthly Digital Risk Management Group / Risk Register 

Reports to Digital Services Management Group (DSMG) 

Reports to IGCAG 

Reports to Digital Leadership Group (DLG)

Digital Operations KPI Monthly Review meeting
	Regular reports to Management Board and DDRI


	Annual NIS compliance assessment, DHCW Cyber Resilience Unit

Independent penetration and vulnerability testing 

Internal Audits:
· SBUHB 2324-19 Technical Resilience (23/24)

· SBUHB 2324-17 SIGNAL System (23/24) 
	Reasonable

	2
	Reports to bimonthly Digital Services Business Meeting 

Monthly Digital Risk Management Group / Risk Register 

Reports to Digital Services Management Group (DSMG)

Reports to Digital Leadership Group (DLG)

Monthly Digital Finance meeting

Monthly Capital Finance meeting

Digital Operations KPI Monthly Review meeting
	Regular reports to Management Board and DDRI

Quarterly Performance and Finance Review


	Annual NIS compliance assessment, DHCW Cyber Resilience Unit

Independent penetration and vulnerability testing 

Internal Audit: SBUHB 2324-19 Technical Resilience (23/24)

Digital Transformation Review – Audit Wales (25/26)
	Reasonable

	3
	Reports to bimonthly Digital Services Business Meeting 

Monthly Digital Risk Management Group / Risk Register 

Reports to Digital Services Management Group (DSMG)

Reports to Digital Leadership Group (DLG)

Monthly Digital Finance meeting

Monthly Capital Finance meeting
	Regular reports to Management Board and DDRI

Quarterly Performance and Finance Review


	
	Reasonable

	4
	Reports to bimonthly Digital Services Business Meeting 

Monthly Digital Risk Management Group / Risk Register 

Reports to Digital Services Management Group (DSMG)

Digital Operations KPI Monthly Review meeting
	Regular reports to Management Board and DDRI


	Annual NIS compliance assessment, DHCW Cyber Resilience Unit

Independent penetration and vulnerability testing 

Internal Audit: SBUHB 2324-19 Technical Resilience (23/24)
	Reasonable

	5
	Reports to bimonthly Digital Services Business Meeting 

Monthly Digital Risk Management Group / Risk Register 

Reports to Digital Services Management Group (DSMG) 

Reports to IGCAG 

Reports to Digital Leadership Group (DLG)

Digital Operations KPI Monthly Review meeting
	Regular reports to Management Board and DDRI


	Annual NIS compliance assessment, DHCW Cyber Resilience Unit

Independent penetration and vulnerability testing 

Internal Audits:

· SBUHB 2324-19 Technical Resilience (23/24)
· SBUHB 2324-17 SIGNAL System (23/24) 
	Reasonable

	6
	Reports to Digital Services Management Group (DSMG)

EPRR
	Escalation to Management Board 
	Internal Audits:

· SBUHB 2324-19 Technical Resilience (23/24)
· SBUHB 2324-17 SIGNAL System (23/24)
	Reasonable

	7
	Reports to bimonthly Digital Services Business Meeting 

Monthly Digital Risk Management Group / Risk Register 

Reports to Digital Services Management Group (DSMG)

Reports to IGCAG 

Digital Operations KPI Monthly Review meeting
	Regular reports to Management Board and DDRI


	Annual NIS compliance assessment, DHCW Cyber Resilience Unit

Independent penetration and vulnerability testing 

Internal Audits:
· SBUHB 2324-19 Technical Resilience (23/24)

· SBUHB 2324-20 Digital Support (23/24) 
	Reasonable

	8
	Reports to bimonthly Digital Services Business Meeting 

Monthly Digital Risk Management Group / Risk Register 

Reports to Digital Services Management Group (DSMG)

Reports to IGCAG 

Reports to Digital Leadership Group (DLG)

Monthly Digital Finance meeting

Monthly Capital Finance meeting

Digital Operations KPI Monthly Review meeting
	Regular reports to Management Board and DDRI

Quarterly Performance and Finance Review


	Internal Audit: SBUHB 2425-18 BI Strategy Implementation (24/25)

Digital Transformation Review – Audit Wales (25/26) 
	Reasonable

	
	Current Overall Assurance Rating

The Lead Director and/or nominated representative should state the overall level of assurance that can be taken and given regarding the effective management of this risk, having considered all of the information available regarding the adequacy, effectiveness and application of each of the controls in place, and any gaps identified. A convention is provided.


	Good


	Gaps in Control and/or Assurance

Do we require further assurance that the key controls/systems/processes/governance mechanisms we have in place are working effectively?

What more do we need to do to control this risk, that we are not already doing?
	Actions to Address Gaps in Control and/or Assurance

What are we going to do, by when, to further manage and mitigate this risk?
	Lead Director
	Due Date
	Progress

	1
	2023/2024 Internal Audit on technical resilience has the outstanding key finding “Not all sites containing core infrastructure items have fire suppression. We note that this is partly due to those areas which are not within a data centre having dual use. Without fire suppression there is an increased risk of loss of service, in particular during out of hours”.  Recommendation was “Consideration should be given to installing fire suppression. Potentially using a system that can be turned off when the room is in use by staff.”
	Management response was “Fire suppression is installed in the data centre at Morriston Hospital but not in the data centre at NPT Hospital. This is planned for 2023/24 and capital funding is agreed”.  Delays have been caused outside of Digital’s control – due to requirement of working with Keir (PFI) and ventilation design within the room.  Installation expected Summer 2025.
	Director of Digital
	31/03/24
	Off track

	2
	2023/2024 Internal Audit on technical resilience has the outstanding key finding “The Business Continuity Plan (BCP) includes planning for loss of server rooms, although we note that there is limited detail for this, with an instruction to ‘…use other rooms to relocate DR equipment’. We also note that as failover is not automatic, there is a need to readdress the network; however, this is not clear within the BCP. As such, there is no formal Disaster Recovery (DR) plan that sets out exactly what will be done in the event of a major failure of service. We also note that whilst the key information is in place to enable recovery of individual services, the use of this in a disaster scenario relies in the user knowing where the information is and how to use it. We note that DR plans may need to be invoked late at night, by an individual who may not be familiar with the service. Whilst Digital Services operate an on call rota, and if necessary will declare an incident in order to bring key individuals on site, the current DR planning may lead to delays in service restoration.” Recommendation was “A more structured disaster recovery plan should be defined that builds on the information already available.”
	Management response was “The DR plan going forward will change depending on the outcome to the first action above. A more structured plan will then be developed.” It was later noted that the action is being considered with the work to implement layer 2 connectivity between Morriston and NPT data centres, the appropriate documentation prepared but unable to be tested until network implementation complete. Completion of action expected July 2025.


	Director of Digital
	30/06/24
	Off Track

	3
	2023/2024 Internal Audit on systems software development has the outstanding key finding “SBUHB is aware of best practice in the development of code and the team has undertaken a training session using Udemy, with the intention to have further courses once a month. However, currently there is no requirement to complete security review and code is not screened for vulnerabilities before being released. We note that there is an intent to trial ‘OWASP ZAP’, a penetration testing tool that helps developers detect and find vulnerabilities in web applications, however this is dependent on funds being made available.” Recommendation was “A process to assess the need for security review of developments, dependant on risk and complexity, should be established, with security input provided as required.”
	Management response relating to first outstanding action was “Code security and secure development process to be documented as part of the Software Development Handbook.” Handbook production in progress, but delayed – due Q2 2025-26


	Director of Digital
	31.05.2025
	Off Track


	Additional Comments

	22/12/25: Register reviewed. Assurances updated.


	Risk ID Number SRR-3.4
	Risk Label – Failure to Deliver Digital Transformation
Risk Description – If the organisation does not implement or utilise digital solutions to support and transform care provision across the Health Board it will hinder the organisations’ ability to achieve its strategic objectives and improvements in service delivery. Without appropriate digital solutions in place there is a risk that the Health Board will not be able to: meet the needs of its population; ensure care is of high quality and is efficient; provide effective care in an environment that best meets the needs of the patient; address the constraints and issues arising from the reliance on the paper record; recruit and retain staff; collect and interpret data to inform decision making and monitor performance to aid service improvements; or exploit new technologies, such as AI and remote monitoring, that can support improving the quality and sustainability of service delivery.  This risk is driven by constraints such as insufficient capital or revenue, limited capacity & capability within digital, Service Group and Corporate teams, clinical and service leadership/ownership for digital transformation, data and data infrastructure & other resource limitations such as procurement and contract management.


	Risk Score
	Consequence
	Likelihood
	Overall Score
	Trend
	Strategic Objective
	Care is delivered in safe and appropriate settings supported by innovative digital solutions

	Inherent Score
	5
	5
	25
	(
	Lead Director / Risk Owner
	Director of Digital

	Current Score
	5
	4
	20
	
	Monitoring

Committee
	Digital, Data, Research & Innovation Committee

	Target Score
	5
	2
	10
	N/A
	Risk Appetite
	T.B.C.


	Risk Score

Over Time
	Nov 2025
	Dec 2025
	
	
	
	
	
	
	
	
	
	

	
	20
	20
	
	
	
	
	
	
	
	
	
	


	Related Risk on Corporate Risk Register

Linked or associated risks which sit in the register immediately below the Strategic Risk Register

	Risk ID
	Description
	Score

	36

(1043)
	Paper Record Storage

Lack of a single electronic record means there is greater reliance on the provision of the paper record. If we fail to provide adequate storage facilities for paper records, then this will impact on the availability of patient records at the point of care. Quality of the paper record may also be reduced if there is poor records management in some wards.  There is an increased fire risk where medical records are stored outside of the medical record libraries.
	16

	104

(443)
	Clinical Coding Completeness

There is a risk that clinical notes for inpatient episodes will not be coded in a timely way, resulting in insufficient coded data to support effective service planning for population health needs and inadequate data being available for mortality review/quality and safety purposes, with increased risk of failure to spot variances that are negatively impacting levels of patient care and potentially causing avoidable deaths
	20


	Key Controls

What key controls/systems/processes/governance mechanisms do we already have in place to manage this risk?

	Control Ref
	Control

	1
	Robust project management framework and governance in place within Digital Services

	2
	Benefits framework and methodology in place within Digital Services

	3
	HB Business Case Assurance Group process provides scrutiny to ensure digital resources are considered for all projects

	4
	Digital Services prioritisation process in place to ensure that requests for digital solutions are considered in terms of alignment to the strategic objective, technical solutions and financial implications. Project Boards established for all significant projects.

	5
	Clinical Reference Group established, providing a forum for engagement with and feedback from clinicians in respect of digital solutions and enhancements, and the strategic direction of digital services. Digital meetings with Service Delivery Groups to identify and prioritise requirements, monitor progress with implementation, and address issues with business-as-usual activities.

	6
	Receipt, approval and recording of changes/updates made to all existing digital solutions via the Digital Services Change Advisory Board.

	7
	The Health Board has representation on national groups such as Advanced Analytics Group (AAG), all Wales Business Intelligence & Data Warehousing Group and Welsh Modelling Collaborative.

	8
	IMTP, Digital Strategy, Business Intelligence Strategic Plan, along with Digital Procurement Policy, a number of Health Records and other Digital policies


	Assurance on Control

What information do we have about the adequacy, effectiveness and application of each of our controls, where is it coming from, and what is it telling us?

	Control Ref
	1st Line Assurance
	2nd Line Assurance
	3rd Line Assurance
	Strength of Control

	1
	Reports to bimonthly Digital Services Business Meeting 

Monthly Digital Risk Management Group / Risk Register 

Reports to Digital Leadership Group (DLG)

Monthly Digital Finance meeting

Monthly Capital Finance meeting

Digital Project Review Group

Reports to Information Governance and Cyber Assurance Group (IGCAG)
	Regular reports to Management Board and DDRI

Quarterly Performance and Finance Review


	Internal Audit: SBUHB 2324-20 Digital Support (23/24)

Digital Transformation Review – Audit Wales (25/26)
Annual IG Toolkit submission
	Reasonable

	2
	Reports to bimonthly Digital Services Business Meeting 

Monthly Digital Risk Management Group / Risk Register 

Reports to Digital Leadership Group (DLG)

Monthly Digital Finance meeting

Monthly Capital Finance meeting

Digital Project Review Group
	Regular reports to Management Board and DDRI

Quarterly Performance and Finance Review


	Internal Audit: SBUHB 2526-19 Benefits Realisation (25/26)
	Reasonable

	3
	Reports to Digital Leadership Group (DLG)

Digital Project Review Group
	Regular reports to Management Board and DDRI

Quarterly Performance and Finance Review
	Internal Audit: SBUHB 2526-19 Benefits Realisation (25/26)

Digital Transformation Review – Audit Wales (25/26)
	Reasonable

	4
	Reports to bimonthly Digital Services Business Meeting 

Monthly Digital Risk Management Group / Risk Register 

Reports to Digital Leadership Group (DLG)

Digital Project Review Group
	Regular reports to Management Board and DDRI

Quarterly Performance and Finance Review


	Internal Audit: SBUHB 2324-20 Digital Support (23/24)

Management of the Delivery of National Systems (25/26)
	Reasonable

	5
	Reports to Digital Leadership Group (DLG)

Reports to Information Governance and Cyber Assurance Group (IGCAG)
	Regular reports to Management Board and DDRI
	Internal Audit: SBUHB 2526-19 Benefits Realisation (25/26)

Digital Transformation Review – Audit Wales (25/26)
Annual IG Toolkit submission
	Reasonable

	6
	Reports to bimonthly Digital Services Business Meeting 

Monthly Digital Risk Management Group / Risk Register 

Reports to Digital Services Management Group (DSMG)
	Regular reports to Management Board and DDRI


	Internal Audits: 

· SBUHB 2324-18 Software / System Development (23/24)

· SBUHB 2526-21 Management of the Delivery of National Systems (25/26)
	Reasonable

	7
	Reports to Digital Services Management Group (DSMG)

Reports to Digital Leadership Group (DLG)
	Regular reports to Management Board and DDRI


	Internal Audit: SBUHB 2526-21 Management of the Delivery of National Systems (25/26)

Digital Transformation Review – Audit Wales (25/26)
	Reasonable

	8
	Reports to bimonthly Digital Services Business Meeting 

Monthly Digital Risk Management Group / Risk Register 

Reports to Digital Services Management Group (DSMG)

Reports to Information Governance and Cyber Assurance Group (IGCAG)

Reports to Digital Leadership Group (DLG)

Monthly Digital Finance meeting

Monthly Capital Finance meeting

Digital Project Review Group
	Regular reports to Management Board and DDRI

Quarterly Performance and Finance Review


	Internal Audits: 

· SBUHB 2425-18 BI Strategy Implementation (24/25)

· SBUHB 2425-19 Records Management (24/25)

Digital Transformation Review – Audit Wales (25/26)
Annual IG Toolkit submission
	Reasonable

	
	Current Overall Assurance Rating

The Lead Director and/or nominated representative should state the overall level of assurance that can be taken and given regarding the effective management of this risk, having considered all of the information available regarding the adequacy, effectiveness and application of each of the controls in place, and any gaps identified. A convention is provided.


	Good


	Gaps in Control and/or Assurance

Do we require further assurance that the key controls/systems/processes/governance mechanisms we have in place are working effectively?

What more do we need to do to control this risk, that we are not already doing?
	Actions to Address Gaps in Control and/or Assurance

What are we going to do, by when, to further manage and mitigate this risk?
	Lead Director
	Due Date
	Progress

	1
	2024/2025 Internal Audit on records management has the outstanding key finding “SBUHB has produced Records Management guidance for Health Records in the form of the Health Records Policy, the Health Records Storage and Security Policy, the Health Records Compilation Policy, the Minimum Retention and Destruction Policy and the Health Records Tracking Policy. However, we note that these policies are more directly applicable to the acute health record, and do not contain information covering all aspects, such as record retention and destruction processes.  The three areas reviewed acknowledged that the overarching policies existed, however, due to these being more directly relevant to the acute health record, and the lack of more detailed guidance to enhance the policies, departments have sourced and are following guidance from other organisations.”  Recommendation was “Inappropriate records management guidance”
	Management response was “All the Acute Health Records Policies are currently under review, and will be updated and expanded to include the management and governance of non-acute and corporate records also. Enhanced detail will also be included over the full records lifecycle.”  The Health Records Policies have been updated and approved by IGCAG, awaiting approval from DDRI in May 2025.
	Director of Digital
	31/03/25
	Off Track

	2
	2024/2025 Internal Audit on records management has the outstanding key finding “Due to the lack of coordinated management for the storage of records, as noted above there are a number of external providers holding health board records. The costs vary between the providers, as such the health board may not be sourcing the best value storage.”  Recommendation was “A review of the storage of records should be undertaken in order to establish the full health board need, and to identify the most suitable locations for storage of records which should take into account the requirements once appropriate disposal of records; as noted in MA5 has been undertaken.”
	Management response was “A Multi-Disciplinary Project Group will be established following the centralisation of the acute health records service to Ty Samlet, which will be completed by the 1/4/25. The project group will review the Health Board’ wide storage requirements and will encompass all the associated security/retention and disposal of records aspects highlighted within the audit report.”  
	Director of Digital
	31/05/25
	OnTrack

	3
	2024/2025 Internal Audit on records management has the outstanding key finding “The HB utilises Transmedia for external record storage from multiple departments, including Workforce. However, our review noted that the only contract in place with Transmedia is for the storage of Pathology materials. Spend with the company is more than double the contracted value, which may leave the health board open to legal challenges. We also note that the lack of a formal contract for storage other than Pathology items introduces uncertainty regarding Transmedia’s responsibilities in managing personal records, raising potential GDPR compliance concerns.”  Recommendation was “The arrangements for storage of records other than Pathology at Transmedia should be formalised with a contract or agreement that clearly states the requirements and responsibilities for records storage.”
	Management response was “A contract/agreement will be developed to formalise the storage of all other records stored at Transmedia which clearly defines the requirements and responsibilities for storage of all records if SBHB continues to store records within this third-party storage facility.”  
	Director of Digital
	30/06/25
	OnTrack

	4
	2024/2025 Internal Audit on records management has the outstanding key finding “Our review of the transportation of records for all of the areas noted that records are being sent via internal mail, within private vehicles and in unsealed containers. As such the transportation of records may not meet the requirement of the Health Records Storage and Security Policy and best practice guidance.”  Recommendation was “Guidance on the transportation of records should be provided which extends beyond the acute health record”
	Management response was “All the Acute Health Records Policies are currently under review, and will be updated and expanded to include the management and governance of non-acute and corporate records also. Enhanced detail will also be included over the full records lifecycle.”  The Health Records Policies have been updated and approved by IGCAG, awaiting approval from DDRI in May 2025
	Director of Digital
	31/03/25
	Off Track

	5
	2024/2025 Internal Audit on records management has the outstanding key finding “During the review, it became evident that some departments are retaining records beyond the designated retention periods partly due to the lack of health board guidance. The Occupational Therapy department has not destroyed any records since 2019 and continues to retain records dating back to 2010. Similarly, the Workforce and Organisational Development (WOD) team has also refrained from destroying records. The retention of records past defined removal dates may result in a breach of the GDPR requirements and exacerbates storage pressures.”  Recommendation was “All departments should be reminded of the need to destroy records appropriately in accordance with retention periods”
	Management response was “A Multi-Disciplinary Project Group will be set up to review the destruction programme across all SBUHB record services.”  The requirement to destroy records appropriately in accordance with Retention and Destruction periods forms part of the agenda taken forward by the Multi-Disciplinary Project Group which first met in April 2025, with representation from the Services that were audited. Progress has been made within the services since the audit was undertaken. An action plan will be developed which will highlight the progress made to date
	Director of Digital
	09/02/25
	Off Track

	6
	2024/2025 Internal Audit on systems software development has the outstanding key finding “There is no formal guidance in place setting out how to manage the deployment of software, as such there is no requirement to gain approval from the user department to confirm they are ready before its release. In addition, there is a lack of a formal requirement to assess the need for a back out plan for deployments and ensure these are in place as appropriate” Recommendation was “Guidance should be provided on how to manage deployment and release of software. This should ensure that user departments approve the release and timing and that appropriate back out plans are in place”
	Management response was “Software deployment and release processes to be documented within the Software Development Handbook. All releases are managed by agreement between the product specialist, user departments and software development. Once agreed a change management request is raised in accordance with the SBUHB Change Management governance process. Within the request are details relating to timing, downtime and back out plans. The approach to releases is defined on a case-by-case basis depending on the technical nature, scale and complexity of the release. There is no formal guidance in place setting out how to manage the deployment of software, as such there is no requirement to gain approval from the user department to confirm they are ready before its release.”
	Director of Digital
	31.05.25
	On Track

	7
	2024/2025 Wales Audit Office review of operational governance has the outstanding key finding “During our fieldwork, service groups raised concerns about the availability and quality of management information. Whilst the expertise within the Health Board’s Business Intelligence Unit was recognised, its limited resources was seen as a barrier to providing the data analytical support that was require.”  Recommendation was “The Health Board should review the capacity within its Business Intelligence Unit to ensure it is adequately resourced to support service groups in effectively interrogating data and information”
	Management response was “The Business Intelligence team structure has recently changed so that the Business Intelligence partners cover subject areas rather than service delivery groups. This ensures a greater balance of support across the health board areas, including Quality and Safety, while still allowing the same level of support for the SDGs. Under the direction of Executive Leads, a new business intelligence delivery model is being developed which aims to use the skillsets across multiple corporate and service group teams in a more effective way to help address resourcing capacity issues”


	Director of Digital
	31.01.25
	Off Track


	Additional Comments

	22/12/25: Register reviewed. Assurances updated.


	Risk ID Number SRR 3.5
	Risk Label – Research, Development & Innovation
Risk Description – If we do not identify and capitalise upon opportunities to engage in research and development, there is a risk that we will not continue to deliver high quality care and potential opportunities to work more effectively, more efficiently and/or to generate income, may be missed, resulting in reduced options to address other strategic objectives, and the reduced attractiveness of the organisation for the recruitment and retention of staff.


	Risk Score
	Consequence
	Likelihood
	Overall Score
	Trend
	Strategic Objective
	Care is high quality, safe, efficient and delivers the best possible outcomes for people

	Inherent Score
	4
	4
	16
	(
	Lead Director / Risk Owner
	Executive Medical Director

	Current Score
	4
	3
	12
	
	Monitoring
Committee
	Digital, Data, Research & Innovation Committee

	Target Score
	2
	2
	4
	N/A
	Risk Appetite
	T.B.C.


	Risk Score

Over Time
	Nov 2025
	Dec 2025
	
	
	
	
	
	
	
	
	
	

	
	12
	12
	
	
	
	
	
	
	
	
	
	


	Related Risk on Corporate Risk Register
Linked or associated risks which sit in the register immediately below the Strategic Risk Register

	Risk ID
	Description
	Score

	
	
	


	Key Controls

What key controls/systems/processes/governance mechanisms do we already have in place to manage this risk?

	Control Ref
	Control

	1
	Research, development and innovation bridging strategy for 2025-26

	2
	Relationship with Swansea University, including Joint Clinical Research Facility 

	3
	Regional approach agreed with Hywel Dda University Health Board 

	4
	Process for submitting bids against the Voluntary Scheme for Branded Medicines, Pricing, Access and Growth (VPAG) 

	5
	Work to strengthen oncology commercial clinical research through the membership of Commercial Research Delivery Wales (CRDW)


	Assurance on Control

What information do we have about the adequacy, effectiveness and application of each of our controls, where is it coming from, and what is it telling us?

	Control Ref
	1st Line Assurance
	2nd Line Assurance
	3rd Line Assurance
	Strength of Control

	1
	· Self-assessment against the NHS Wales Research and Development Framework mapped to the strategy

· Research and Development Governance Group terms of reference are agreed and first meeting arranged for February 2026.
	· Endorsed by the Management Board and Digital, Data, Research and Innovation Committee in March 2025, with approval from the Board in May 2025.
· Regular progress reports to be provided to the committee thereafter. 
	· Discussed with Welsh Government and Health and Care Research Wales (HCRW) in March 2025 with support given to the strategy.

· Performance and finance meetings with HCRW. 
	Reasonable

	2
	· Memorandum of understanding (MoU) in place

· Regular meetings with Swansea University as part of the Joint Research Studies Committee
	· Concerns/issues to be flagged to the Management Board/Digital, Data, Research and Development Committee
· Bi-annual JCRF board chaired by the Deputy Medical Director at which JCRF confirm performance and finance positions
	
	Limited

	3
	· Meetings between Executive Medical Directors and Chief Executives of both health boards to agree proposals 
	· Terms of reference drafted for a regional delivery and oversight group for the research and innovation workstream, with the first meeting arranged for 1st October 2025
	· Approach agreed by Regional Joint Committee in May 2025
· Progress updates now a standing agenda item
	Reasonable 

	4
	· Discussions at Research and Development Senior Management Team at the time bids open

· Agreement of Executive Medical Director of bids submission 
	· Reports on scheme and progress to the Management Board and Digital, Data, Research and Innovation Committee
	· Feedback from HCRW following scrutiny of bids and advisement of decisions
· Attendance at HCRW VPAG meetings  
	Reasonable  

	5
	· Senior Management Team discussions.

· Meetings with key services to identify risks to delivery, for example, pharmacy and radiology, and to agree mitigating actions.

· Task and finish group established by clinical oncologist – this will be replaced by a clinical trial steering group once the final report has been submitted.
	· Task and finish oncology group comprising research and development and oncology representation from both health boards
· Reporting line into regional delivery and oversight group has been established.
	· Update on progress to be shared with the Regional Joint Committee as part of the AAA reports from the regional oversight and delivery group
	Reasonable  

	
	Current Overall Assurance Rating

The Lead Director and/or nominated representative should state the overall level of assurance that can be taken and given regarding the effective management of this risk, having considered all of the information available regarding the adequacy, effectiveness and application of each of the controls in place, and any gaps identified.
	Good


	Gaps in Control and/or Assurance

Do we require further assurance that the key controls/systems/processes/governance mechanisms we have in place are working effectively?

What more do we need to do to control this risk, that we are not already doing?
	Actions to Address Gaps in Control and/or Assurance

What are we going to do, by when, to further manage and mitigate this risk?
	Lead Director
	Due Date
	Progress

	1
	1st line of assurance gap as no operational level governance group is in place to oversee performance, risk, finance and delivery of the strategy objectives. 
	Amended: Terms of reference have been agreed for the Research and Development Governance Group to have day-to-day oversight of research and development delivery. The first meeting will take place in February 2026 and will provide reports to the Digital, Data, Research and Innovation Committee.
	Executive Medical Director
	30/11/2025
	Completed

	2
	3rd line of assurance gap as there is no formal mechanism in place between the health board and Swansea University to ensure delivery of the MoU and discuss concerns/risks, such as access to CT/MRI scanners
	Amended: 

· Discussion commenced with Swansea University and agreement in principle to establish a partnership group;

· Draft terms of reference circulated for discussion at a follow-up meeting in February 2026 
	Executive Medical Director
	30/03/2026
	On track 

	3
	2nd line assurance gap as there is a need for a regional oversight group to monitor and drive forward to establishment of a regional research and development strategy 
	Terms of reference drafted for a regional delivery and oversight group for the research and innovation workstream, with the first meeting taking place on 1st October 2025.
	Executive Medical Director
	01/10/2025
	Completed

	4
	1st line assurance gap as there are opportunities to open VPAG applications across all specialities, but given the short turnaround time for the recent bids, oncology was the focus
	Amended: Included as part of the research and development governance group terms of reference.  
	Executive Medical Director
	30/11/2025
	Completed

	5
	3rd line assurance gap as the opportunities to strengthen oncology commercial trials access is potentially on a regional basis 
	This will be part of the initial workstreams to establish a regional research and development strategy and will feed into the progress reports to the regional delivery and oversight group for the research and innovation workstream.  
	Executive Medical Director
	30/12/2025
	Completed


	Additional Comments

	1. A sub-committee for research and development was in place but was put on hiatus during the pandemic. The establishment of a board level committee is an opportunity to revisit the arrangements; 

2. Changes in personnel at both health board and university level have meant a change in communication channels and identified the need for a more formal approach;

3. Processes for applying for VPAG monies are still in development by HCRW as the scheme was only launched in 2024 therefore the health board is still adapting its approach. 


Key / Convention
	Strength of Control
	
	Level of Overall Assurance

	Substantial – The identified control(s) provide a strong mechanism for controlling the risk. Few matters require attention, which are advisory or compliance in nature.
	
	Significant – Key governance, risk management and control processes in place provide significant assurance that the risk(s) is/are being managed effectively. Evidence demonstrates that systems and processes are being consistently applied and implemented. Outcomes are consistently achieved across all relevant areas.

	Reasonable – The identified control(s) provide a reasonable mechanism for controlling the risk, albeit there is scope to strengthen this further. Some matters require management attention in control design or compliance.
	
	Good - Key governance, risk management and control processes in place provide a good level of assurance that the risk(s) is/are being managed effectively. Evidence is available to demonstrate that systems and processes are generally being applied and implemented, but no across all relevant areas. Outcomes are generally achieved, but with inconsistences in some areas. 

	Limited – The identified control(s) provide only limited/partial mechanisms for controlling the risk. There are notable weaknesses which require management attention. 
	
	Moderate – Key governance, risk management and control processes in place provide moderate assurance that the risk(s) is/are being managed effectively. Evidence is available to demonstrate that systems and processes are being applied, but is insufficient to demonstrate implementation across all relevant areas. There is some evidence that outcomes are being achieved, but this is inconsistent and/or there are risks to current performance.

	Unsatisfactory – The identified control(s) is/are not effective in providing a mechanism for controlling the risk. Action is required to address the whole control framework in this area. 
	
	Weak – Key governance, risk management and control processes in place provide only weak assurance that the risk(s) is/are being managed effectively. There is only limited evidence available that systems and processes are being applied or implemented.


	Lines of Assurance

	First - This is the internal control environment put in place by Managers. It will typically include reports which detail their plans, performance monitoring data, and the results of local checks and reviews of controls within departments performing relevant day-to-day operational activities. Examples would include:

· Results of compliance reviews undertaken within Departments/Functions, and reported to senior management

· Progress and/or performance reports received by SDG Boards / Committee Sub-Groups

	Second – This level of assurance is often referred to as organisational oversight. It is typically provided by Health Board corporate departments and functions which do not directly manage or deliver specific services, but which oversee and report on how controls are operating, thus providing a greater separation from day-to-day management.  Typically, this level of assurance is typically provided to the Board or one of its committees (which allows Independent Members to bring an additional level of challenge and scrutiny), as well as to senior management groups (e.g., Management Board). Examples would include:

· Reports on the results of Infection Control Audits undertaken by the IP&C Team

· Reports on Fire Safety Audits

· Progress and/or performance reports received by the Board or one of its committees

	Third – This is independent assurance, which typically comes from outside the organisation. Examples would include reports received from:

· NWSSP Audit & Assurance

· Audit Wales

· Healthcare Inspectorate Wales

· Llais

· Royal colleges
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