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	Purpose of the Report
	This paper provides an update on the operational performance of local and national systems used in the Health Board. 


	Key Issues



	· During the period 1 October – 31 December there were 3 issues that impacted on the availability and/or performance of clinical digital systems.
· None of these issues affected patient care.
· None of these issues required reporting to the Cyber Resilience Unit under the Network and Information Systems (NIS) regulations.
· Work is progressing to move Bridgend locality data from Swansea Bay University Health Board (SBU) systems into Cwm Taf Morgannwg University Health Board (CTM) systems by May 2025 which is one of the remaining significant projects as part of the Bridgend boundary change in 2019.
· INPS, the supplier of the Vision GP practice system used in 27 practices in Swansea Bay, has gone into voluntary administration. Action being taken nationally to address the risk. 



	Specific Action Required 
(please choose one only)
	Information
	Discussion
	Assurance
	Approval

	
	☐	☐	☒	☐
	Recommendations

	Members are asked to:
· Take assurance there were no system issues that impacted on patient care
· Note the ongoing work to disaggregate patient data for Bridgend patients
· [bookmark: _Hlk187396491]Note the situation with the Vision GP practice system, the risk to 27 practices in Swansea Bay  and the actions being taken nationally to mitigate against the risk



Operational Performance and Health Board Solutions

1. INTRODUCTION

This paper provides an update on the operational performance of digital systems during the period 1st October – 31st December 2024. 

One of the key factors influencing operational performance is system availability. This report aims to provide assurances that local and national systems are highly available and operating optimally.


2. BACKGROUND

The Health Board provides local systems from two data centres running over 700 computer servers which are maintained by the digital operations team or commercial companies where managed services agreements exist, for example, Fuji support those systems for the Radiology imaging system. 

National systems are provided from the two national data centres, supported by Digital Health and Care Wales (DHCW) or commercial companies. The Health Board pays for these services which are managed under a Service Level Agreement (SLA). There are a number of services within the SLA including infrastructure systems and national clinical systems and associated integrations such as the Welsh Laboratory Information Management System (WLIMS), Welsh Clinical Portal (WCP) and Welsh Patient Administration System (WPAS). 

Some systems are also provided by suppliers using public cloud services (e.g. Amazon Web Services, Microsoft Azure etc.) or hosting services with their own data centres (private cloud).

2.1 Clinical Systems Availability

It's important to recognise that computer systems almost never achieve 100% availability due to factors such as hardware failures, bugs, and updates. As the organisation becomes increasingly reliant on digital systems, it is important that departments have robust, tried and tested Business Continuity Plans (BCPs) to deliver effective patient care.

From the period October 2024 – November 2024 there were 2 issues that could have potentially impacted on clinical services within Swansea Bay.

1. The Document Management System (DMS -local SBU system for Clinical Letters) experienced intermittent performance issues on November 27th for approximately 3.5 hours. This was caused by the server Central Processing Unit (CPU) reaching capacity. Services running the software were restarted and performance returned to normal. The issue re-occurred on December 3rd and the same fix applied. Subsequently corrective measures have been put in place to prevent re-occurrence.

There are no indications that the DMS performance issues impacted on patient care. 


2. Printing prescriptions in the Adastra GP Out of Hours service was not available from 14:00 on 28th November until 14:10 on 29th November. The system is hosted within the provider’s (Advanced Business Solutions) data centres. Advanced provide the patient management system to all Health Boards in Wales and this issue was repeated across other Health Boards. The issue occurred following a planned upgrade, however the change was not communicated to the GP Out of Hours Service and included a change in a network address which when understood was action by a DHCW national firewall change. When Digital Services were informed by the GP Out of Hours service the resolution was completed within 2 hours and 30 minutes. 

The GP Out of Hours Service has made Advanced aware of the need to align to the Digital Services Change process to ensure future changes are appropriately implemented.

There was no impact on patient care, GPs resorted to providing handwritten prescriptions. 

3. A BT network outage occurred on the evening of 29th December which affected access to clinical and administrative systems from 20:30 until 00:50 on 30th December. The BT fault in the Neath exchange affected Cimla and Tonna Hospitals as well as the Gwaen Cae Gerwen Community Clinic and 8 GP sites. 

There are no indications that this outage had any impact on patient care.
 

For the clinical systems, it should be noted that in both cases the systems were available albeit with limited functionality or performance.


2.2 Bridgend boundary change - systems disaggregation

Following the structural problems with the roof at Princess of Wales Hospital, inpatients were decanted to other CTM locations. From a systems perspective, they were successfully manually discharged from SBU WPAS and re-admitted to CTM WPAS, with no impact on downstream local and national systems. This prompted a full review of the approach being taken to the system disaggregation and an evaluation of the timescales.

While the timescale has remained the same, the outcome of this review has resulted in a different approach being agreed. The new approach has removed the need for Neath Port Talbot Hospital to experience downtime of key clinical and administrative systems including the Welsh Patient Administration System (WPAS), Signal, Welsh Clinical Portal (WCP), Welsh Nursing Care Record (WNCR) and Hospital e-prescribing and Medication Administration (HEPMA) during the dress rehearsal and go live weekends.

To note, the timescale is now more achievable from a testing and assurance point of view and the work on some national systems to support the disaggregation is unchanged, especially in relation to WPRS which provides the ability for GPs to refer patients to Secondary Care.


3. GOVERNANCE AND RISK ISSUES

Service availability, operational issues and service plans (Radiology, Pathology etc.) for national and local systems are reported to the Digital Service Management Group (DSMG). Associated reports are fed into the highlight report in the Digital Leadership Group (DLG) and appropriately to the Management Board, the Digital, Data, Research and Innovation Committee and associated risks with systems to the Digital Services Business meeting. The DSMG meets quarterly in line with the DLG. The Digital Services Business meeting meets bi-monthly.

Nationally, the service management boards including the Operational Security Service Management Board (OSSMB), Infrastructure Management Board (IMB), Microsoft 365 Service Management Board and clinical systems management boards (Radiology, Welsh Patient Administration System, Welsh National Care Records etc.) report to the National Service Management Board and the health board is represented by the Assistant Director of Digital Technology. This board has sight of  DHCW performance reports, availability, major incidents and is an escalation point for the sub boards. The Health Boards and Trusts in NHS Wales also report local outages to this national board. 

3.1 INPS Administration and the risk to GP Practices

INPS (suppliers of the Vision Clinical System) has notified Digital Health and Care Wales (DHCW) that is has voluntarily placed itself under administration in view of financial difficulties. Whilst the system is being phased out in Wales, with plans in place to move all practices to the EMIS practice System by 2026, the system is currently used by 154 practices in Wales. 27 of those practices are within the SBU area.

The company is currently seeking a buyer, the process for which started on Friday, December 13th. The outcome of the sales process will be known by January 25th, 2025. DHCW will work with the administrator on the next steps, whatever the outcome of the marketing process.

During this sales period, the administrator has advised they are planning to maintain a full service to minimise disruption to practices and will run as is. 

The DHCW Executive team have established a task force to cover all legal, commercial, operational, technical and communications considerations. Continuity of service and minimising disruption to practices are the key priorities. The team are working with the administrator to understand the process and service implications during and after the marketing stage.

DHCW are investigating a variety of options, technically, operationally and commercially, to minimise the risks to practices as much as possible. They are also engaging with the devolved nations to approach this collectively. 

The outcome of the sales process on the 25th January is the next critical step.


4.  FINANCIAL IMPLICATIONS

There are no known financial implications in this report other than the potential to implement a second internet link which will be assessed. However, failure to protect the network and information systems, which could result in interruption in services and loss of data can result in fines of up to £17m under the Network and Information Systems Regulation. 


5. RECOMMENDATION

Members are asked to:
1. Take assurance there were no system issues that impacted on patient care
1. Note the ongoing work to disaggregate patient data for Bridgend patients
1. Note the situation with the Vision GP practice system, the risk to 27 practices in Swansea Bay and the actions being taken nationally to mitigate against the risk

	
Governance and Assurance


	Link to Enabling Objectives
(please choose)
	Supporting better health and wellbeing by actively promoting and empowering people to live well in resilient communities

	
	Partnerships for Improving Health and Wellbeing
	☒
	
	Co-Production and Health Literacy
	☒
	
	Digitally Enabled Health and Wellbeing
	☒
	
	Deliver better care through excellent health and care services achieving the outcomes that matter most to people 

	
	Best Value Outcomes and High Quality Care
	☒
	
	Partnerships for Care
	☒
	
	Excellent Staff
	☒
	
	Digitally Enabled Care
	☒
	
	Outstanding Research, Innovation, Education and Learning
	☐
	Health and Care Standards

	(please choose)
	Staying Healthy
	☒
	
	Safe Care
	☒
	
	Effective Care
	☒
	
	Dignified Care
	☒
	
	Timely Care
	☒
	
	Individual Care
	☒
	
	Staff and Resources
	☒
	Quality, Safety and Patient Experience

	Digital systems in healthcare can have a significant positive impact on quality, safety and patient experience. The increased adoption and reliance on digital systems requires robust and highly available systems. Technical issues preventing access to critical systems can impact on quality, safety and patient experience. 

	Financial Implications

	N/A


	Legal Implications (including equality and diversity assessment)

	As an Operator of Essential Services, the health board has a legal duty to comply with NIS regulations by ensuring appropriate levels of availability, cyber security and resilience of key digital systems are in place. Service loss through inadequate systems including resilience and outages caused by poor cyber security defences could result fines of up to £17m through the Network and Information Systems (NIS) regulations. In addition, if there is data loss, there may be an additional fine (up to £17m) under GDPR.


	Staffing Implications

	The organisation must have tried and tested business continuity plans (BCP) in place and staff must be ready to implement these in the event of a computer system outage.


	Long Term Implications (including the impact of the Well-being of Future Generations (Wales) Act 2015)

	· Long Term – Health and Social Care “A Healthier Wales” (2018) sets out a long-term future vision of a ‘whole system approach to health and social care’, which is focussed on health and wellbeing, and on preventing illness. It acknowledges that technology is transforming the way we live, lifestyles and expectations have changed. 

The aspirations of the act critically rely on digital technology as an enabler and therefore reliable and highly available systems to deliver effective digital tools, systems and data is absolutely essential.

· SBU HB’s Clinical Services Plan (2019-2024)
· Adoption of digital solutions and technology.
· Create a mobile workforce that is digitally connected to ensure staff work seamlessly to ‘Make Every Contact Count’. 
· Technology to support care closer to the patient’s home or in the community.
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