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	Purpose of the Report
	[bookmark: _Hlk144218889]This briefing paper highlights an NHS Wales wide Microsoft Office 365 configuration error which has resulted in mailboxes being deleted for staff who have left the organisation. 
The paper also provides assurance on the actions that have been carried out to resolve the issue and mitigate against further risk. 

	Key Issues



	The mailboxes of most staff who left Swansea Bay University Health Board (SBU) before 19th January 2023 have been deleted due to a national Microsoft Office 365 configuration error. This included the mailbox of the former CEO who left in December 2020, as well as other former senior employees. The loss of these high-profile mailboxes is particularly significant given the information requirements of the Covid inquiry.

Working with DHCW, Digital Services have implemented a process that can retrieve some of the deleted emails for the covid inquiry via the mailboxes of other NHS employees that the person had corresponded with.

Actions taken by Digital Healthcare Wales (DHCW) on 20th February has prevented any further mailboxes being deleted.
Furthermore, an additional safety net using “litigation hold” has been applied locally to safeguard mailboxes belonging to board members, service group directors and assistant directors.

	Specific Action Required 
(please choose one only)
	Information
	Discussion
	Assurance
	Approval

	
	☒	☐

	☒	☐
	Recommendations

	Members are asked to:

· note the configuration error resulting in mailboxes being permanently deleted prior to 19th January 2023
 
· note that the configuration error has been corrected by DHCW

· note the action that has been taken to retrieve emails required for the Covid inquiry where possible

· note that litigation hold has been applied to mailboxes belonging to board members, service group directors and assistant directors which prevents these staff members from deleting or amending emails






1. INTRODUCTION

This briefing paper highlights an NHS Wales wide Microsoft Office 365 configuration error which has resulted in mailboxes being accidentally deleted for staff who have left the organisation. 

The paper also provides assurance on the actions that have been carried out to resolve the issue and mitigate against further risk. 

2. BACKGROUND

NHS Wales relies on Microsoft 365 cloud-based services for email including other services such as Teams, SharePoint etc. This is a single system for NHS Wales and the configuration of these services is managed by Digital Health and Care Wales (DHCW) on behalf of NHS Wales. 

On 16th February 2023, the DHCW Microsoft 365 Centre of Excellence Team uncovered an issue with email retention within the NHS Wales Microsoft 365 tenant. A retention period configuration error which was in place since the implementation of Microsoft 365 has resulted in email mailboxes being permanently deleted for inactive users (i.e., mailboxes for people who have left NHS Wales, or left one organisation to join another within NHS Wales). All content stored in the mailboxes (email, calendar, contacts, notes) will have been deleted in these affected mailboxes. Only mailboxes of individuals who left prior to January 19th would have been deleted, since those who have left since would have been protected by a 30-day rule that was still in place, at the point the error was identified.

As staff leave an organisation in NHS Wales their access to Microsoft 365, clinical and administrative systems are also removed. User accounts and associated mailboxes are deleted as part of that process. Microsoft 365 has retention policies associated with the user mailbox. In NHS Wales, the configuration of Microsoft 365 policies is managed by DHCW and the retention period for emails is set to 7 years. 

DHCW cannot report on the number of mailboxes that have been deleted as there is no central identity management system in place. Digital services in SBU remove user accounts when a leavers list is provided by the ESR team. During the period that the error was in place, the associated mailboxes would have been deleted in most cases. 

DHCW have asked for a list of high-profile accounts who have left the organisation prior to 19th January 2023 to check the status of the associated mailbox. The high-profile accounts include executive team members, independent members, assistant/deputy directors and service group directors, including medical/nursing directors. Of the 14 individuals, 6 of the mailboxes are still intact as they either had their inbox transferred to another organisation or previously had litigation hold applied. 

It is still possible for DHCW to search for emails sent or received for staff that have had their mailboxes deleted, including the other 8 high-profile accounts, where the email has been sent or received by other staff in NHS Wales. An email sent from a member of staff (whose mailbox has been deleted) to another member of staff in NHS Wales will still be in those receiving mailboxes. Similarly, for emails sent to the affected user mailbox, the source email will be in the senders’ mailbox. Searching in these mailboxes will enable many emails to be found, even though the mailbox for the affected user has been deleted. 

It is also possible for some members of staff that have moved between NHS organisations that their mailbox was adopted by their new NHS Wales employer and therefore the mailbox contents remain intact. 



2.1 Actions Taken

A workaround was applied by DHCW on 20th February to prevent any further deletions and a permanent fix to implement the correct 7-year retention policy implemented in March 2023. 

Furthermore, in July 2023, digital services applied “litigation hold” on mailboxes belonging to board members, service group directors and assistant directors. Litigation hold is a feature which ensures all the contents of a mailbox, including deleted items and original versions of modified items are retained. The retention period for these mailboxes is set indefinitely.

Litigation hold is not automatically applied as it can cause mailboxes to exceed quota levels and prevent staff from sending and receiving emails.  This is normally applied when there is a reasonable expectation of litigation in specific circumstances. 


2.2 Lessons Learned

In May, DHCW undertook a major incident review (document attached in appendices including the DHCW SBAR report from July 2023) and have requested that Microsoft undertake a review of the all-Wales tenancy including the 7-year data retention policy configuration. 

Two organisations in Wales had implemented third party cloud-based backups and were able to recover deleted mailboxes. SBU use Microsoft 365 inbuilt data protection as do the other organisations in Wales. Following this incident, further investigation into whether additional backup software should be procured is being considered on a national basis, taking into account the protection already in place within Microsoft 365.  




SBU Digital Services have reviewed local procedures regarding the management of mailboxes and other than introducing litigation hold for senior staff a process will be developed for applying litigation hold automatically for certain staff groups which will be overseen by the Information Governance and Cyber Security Leadership Group.


3. GOVERNANCE AND RISK ISSUES

DHCW submitted an early warning notification to Welsh Government on 22nd February 2023.

The key risk to the Health Board is that given a number of mailboxes have been deleted that belonged to senior staff, SBU may not be able to respond in full to a search request associated with an investigation of inquiry (e.g., Covid inquiry). 

A significant mitigation is that many of the emails will still be in other NHS Wales mailboxes as described above. Digital services are performing email searches requested for the inquiry. Searches for staff emails that have left the organisation and had their email addresses deleted may still be possible by searching other mailboxes for email sent to/from the affected user’s mailbox. Depending on the scope of the search, this will be able to be undertaken by the SBU Digital Services team or by the Microsoft 365 team in DHCW.

Furthermore, during the pandemic, the Health Board created a COVID-19 mailbox for the purpose of archiving emails and keeping the record of communications in perpetuity. Most Covid related communication can be found within this mailbox.

4.  FINANCIAL IMPLICATIONS

Further investigation into whether additional backup software should be procured is being considered on a national basis. There may be financial implications for the health board if decisions were made to progress with such a procurement. This would need business case approval in line with health board requirements.  

5. RECOMMENDATION

Members are asked to 

· note the configuration error resulting in mailboxes being permanently deleted prior to 19th January 2023.
 
· note that the configuration error has been corrected by DHCW.

· note the action that has been taken to retrieve emails required for the Covid inquiry where possible.

· note that litigation hold has been applied to mailboxes belonging to board members, service group directors and assistant directors which prevents these staff members from deleting or amending emails.





	Governance and Assurance


	Link to Enabling Objectives
(please choose)
	Supporting better health and wellbeing by actively promoting and empowering people to live well in resilient communities

	
	Partnerships for Improving Health and Wellbeing
	☐
	
	Co-Production and Health Literacy
	☐
	
	Digitally Enabled Health and Wellbeing
	☒
	
	Deliver better care through excellent health and care services achieving the outcomes that matter most to people 

	
	Best Value Outcomes and High-Quality Care
	☐
	
	Partnerships for Care
	☐
	
	Excellent Staff
	☐
	
	Digitally Enabled Care
	☒
	
	Outstanding Research, Innovation, Education and Learning
	☐
	Health and Care Standards

	(please choose)
	Staying Healthy
	☐
	
	Safe Care
	☐
	
	Effective  Care
	☐
	
	Dignified Care
	☐
	
	Timely Care
	☐
	
	Individual Care
	☐
	
	Staff and Resources
	☐
	Quality, Safety and Patient Experience

	No impact

	Financial Implications

	Further investigation into whether additional backup software should be procured is being considered on a national basis. There may be financial implications for the health board if decisions were made to progress with such a procurement. This would need business case approval in line with health board requirements.  

	Legal Implications (including equality and diversity assessment)

	Section 35 of the Inquiries Act 2005 makes it an offence for any person to prevent any evidence, document or other thing from being provided to the Inquiry, or intentionally to destroy a document they know to be relevant to the Inquiry. The potential deletion of mailboxes in NHS wide was an unintentional error. 

	Staffing Implications

	N/A


	Long Term Implications (including the impact of the Well-being of Future Generations (Wales) Act 2015)

	No long term implications

	Report History
	

	Appendices
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DIGITAL HEALTH AND CARE WALES

Inactive mailboxes accidentally deleted due to incorrect retention policies.
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[bookmark: _Toc121216123]SITUATION



On 16th February 2023 the DHCW Microsoft 365 Centre of Excellence Team uncovered an issue with email retention within the NHS Wales Microsoft 365 tenant, more specifically within Exchange Online (the email service).  This has resulted in the email mailboxes being deleted for inactive users (i.e. mailboxes for people who have left NHS Wales, or left one organisation to join another within NHS Wales). All content stored in the mailboxes (email, calendar, contacts, notes) will have been deleted in these affected mailboxes. 

[bookmark: _Toc121216124]BACKGROUND

Email retention policies are in place in the NHS Wales Microsoft 365 service, to ensure that email is kept for a 7-year period. This is for use in investigations, inquiries, etc.  If a user deletes email that they have sent or received, a copy is kept in the system (invisible to the user), which can be retrieved by undertaking an e-compliance search.   



Whilst the policy was protecting such emails in active mailboxes (i.e. those with an assigned Microsoft 365 license), a configuration error resulted in this policy not applying to inactive mailboxes.  Mailboxes become inactive when the licence has been removed due to staff leaving NHS Wales or in some cases moving posts. The associated licence (which is on a subscription basis) is removed at that point in time – resulting in the mailbox becoming inactive. As such, these mailboxes were getting permanently deleted after 30 days, which is the default behaviour for Microsoft 365. 



Therefore, this means that it is likely that the email and calendar data will have been wiped for users who have left NHS Wales, and for users who have moved between NHS Wales organisations when the mailbox has not transferred with the user. 



This issue affects all who are party to the Microsoft 365 NHS Wales tenancy agreement i.e. all Health Boards, Trusts, SHAs and Primary Care organisations in NHS Wales who hold the required level of licencing.



Having escalated the issue with Microsoft, the DHCW team applied a temporary workaround on 20th February 2023 to prevent any further deletion of inactive mailboxes. 



A permanent fix to implement the correct 7-year retention policy was implemented in late March 2023.  This was done to prevent future occurrence but would not recover the deleted email.  

[bookmark: _Toc121216125]ASSESSMENT

The issue does not affect live mailboxes, it impacts inactive mailboxes only. 



Some organisations had implemented additional controls (a ‘Hold’) which provides further overriding email retention capabilities, namely: Litigation Hold and InPlace Hold. Accounts which had these additional capabilities were not affected by this issue (i.e. they have not been deleted). 



Two NHS Wales organisations had a separate backup of mail for staff who have left those organisations, so are not affected.



DHCW estimate that 36% of accounts benefit from these protections, leaving 64% of accounts which do not. 



It is not possible to report on the number of inactive mailboxes that have been deleted as there is no central identity management system in place. Every NHS organisation is responsible for managing user accounts and should have historical records for user accounts and mailboxes. However, it is possible to estimate the number of deleted mailboxes by referring to the number of inactive OneDrive accounts (information which is available). There are currently 37,812 inactive OneDrive accounts spanning the period of the last 7 years. 



Therefore, the best estimate of impact is that there are approximately 38,000 users (leavers and movers) potentially affected by the issue. This figure is subject to the following caveats:

1. Not all of these users would have had OneDrive enabled

2. Some accounts have litigation hold in place which means retention is in place

Factoring in the other protections (‘Litigation Hold’ and Local Archives) results in an estimate of around 24,500 mailbox which have been deleted. 



The primary risk associated with these mailbox deletions is an organization’s ability to respond to a search request associated with an investigation or enquiry (e.g. the Covid 19 inquiry). An organisation may be held to account via the Inquires Act 2005.



However, one significant mitigation is that many of the emails will still be in other NHS Wales mailboxes. An email sent from a user (whose mailbox has been deleted) to other users in NHS Wales will still be in those receiving mailboxes. Similarly, for emails sent to the affected user mailbox, the source email will be in the senders’ mailbox. Searching in these mailboxes will enable many emails to be found, even though the mailbox for the affected user has been deleted.



1 RECOMMENDATIONS



If providing email content is needed to assist or comply with any investigation or inquiry, a search for relevant emails may still be possible by searching other mailboxes for email sent to/from the affected user’s mailbox. Depending on the scope of the search, this will be able to be undertaken by the local IT team or by the Microsoft 365 team in DHCW. 



There are also more technical recommendations coming from the incident review process, and these will be taken forward by the Microsoft 365 Service Management Board, which has representatives from every organisation.  
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MAJOR INCIDENT REVIEW 
(Mail Retention Policy Incident) 
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STRATEGIC 
OBJECTIVE 


Delivering High Quality Digital Services 


WELL-BEING OF 
FUTURE 
GENERATIONS 
ACT  


A healthier Wales 


If more than one standard applies, please list below: 
 


DHCW QUALITY 
STANDARDS 


N/A 


 
 


HEALTH CARE 
STANDARD  


N/A 


If more than one standard applies, please list below: 
 


IMPACT ASSESSMENT   


QUALITY AND SAFETY 
IMPLICATIONS/IMPACT 


No, there are no specific quality and safety implications 
related to the activity outlined in this report. 


 
 


LEGAL  
IMPLICATIONS/IMPACT 


No, there are no specific legal implications related to the 
activity outlined in this report. 


 
 


FINANCIAL  
IMPLICATION/IMPACT 


No, there are no specific financial implication related to the 
activity outlined in this report 


 
 


WORKFORCE 
IMPLICATION/IMPACT 


No, there is no direct impact on resources as a result of the 
activity outlined in this report. 


 
 


SOCIO ECONOMIC 
IMPLICATION/IMPACT 


No. there are no specific socio-economic implications related 
to the activity outlined in this report 
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1 INCIDENT SUMMARY (Link to timeline) 


1.1 Overview 


On February 16th, 2023, the DHCW Microsoft 365 Centre of Excellence (M365 CoE) uncovered an issue with 
email retention policies that were designed and implemented with support from TPXimpact (formally 
RedCortex) to ensure information within our Microsoft 365 Tenant is kept for a 7-year period.  
 
The team uncovered an issue where mailboxes that were no longer in use (i.e., did not have a license attached, 
so inactive) were getting permanently deleted after 30 days. Therefore, this meant that mailbox data was 
being wiped for staff members who had left NHS Wales, and for staff members who had moved between NHS 
Wales Organisations where the mailbox had not transferred with them. Litigation hold (where this was used) 
protected some mailboxes from deletion. This issue did not affect live mailboxes. 
 
This retention functionality is limited to specific Microsoft licensing. This being E3 licensing under the initial 
Microsoft Enterprise Agreement (EA), and all licensing types (F3/E5) under the current Microsoft EA. 
 
This issue has affected all organisations aligned to the Microsoft 365 NHS Wales tenancy agreement i.e., all 
Health Boards, Trusts, Special Health Authorities, Primary Care organisations in NHS Wales who hold the 
required level of licencing. 


1.2 Root Cause  


Problem Management investigation under Problem - 28331 (cymru.nhs.uk) highlighted initial configuration of 
the Microsoft 365 Tenant as being the root cause. The issue had been masked due to some organizations 
having additional retention controls in place. 
 



https://servicepoint.cymru.nhs.uk/problemForm.cfm?id=28331
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1.3 Incident Investigation & Impact to users 


Incident Investigation: 
 
This concern was first proposed as a problem by Cardiff & Vale University Health Board (CAV) on Thursday 16th 
February, 2023 where Problem - 28331 (cymru.nhs.uk) was created by the Identity and Collaboration Services 
(ICS) team to investigate.  
 
ICS replicated live retention policies to a DEV/TEST environment and begun testing with a few users, creating, 
and deleting them to see if they became inactive in-line with the retention hold policy requirements. They did 
not become inactive and were subsequently soft deleted instead. A Microsoft Purview hold was then created 
and tested which resulted in the users becoming inactive. 
 
Digital Health and Care Wales (DHCW) understood that the design from contractors TPXimpact (formally 
RedCortex) around retention hold would make disabled or deleted user mailboxes inactive rather than soft 
deleted and retain the email data under the retention policy for 7-years. Conclusion from this testing found 
this not to be the case. 
 
A call was logged with Microsoft (Case: 35017904). Microsoft also tested and confirmed the retention hold 
policy problem and issued the following statement: 
 
Correct retention policy in Exchange only retains data on active mailboxes, and as soon as the user / mailbox 
is no longer (past the soft deleted stage) the mail is no longer retained or recoverable after 30 days. It has 
always been working like this as Retention Policy works on Messaging Records Management (MRM) and 
doesn’t apply any hold on the mailbox. Retention Policy Purview adds a hold for the time-period we have 
specified and moves the mailbox to inactive. 
 
On Friday 17th February 2023 at 09:00hrs the open case with Microsoft was increased to Severity A and ICS 
worked with the appropriate escalation Engineers confirming the situation. A priority at this stage was to 
ensure that no further mailbox data would be deleted. 
 
Once satisfied that no further mailbox data was at risk the Microsoft case was lowered to Severity B. 
 
On Tuesday 21st February, 2023 Call - 8265726 (cymru.nhs.uk) and  Call - 8265735 (cymru.nhs.uk) were logged 
by CAV reporting absence of inactive mailboxes. They added that this was conflicting with Microsoft 
Documentation and suggesting that the Retention Policy was not being applied. 
 
With no further mailbox data at risk from deletion work now focused on a permanent solution for 
implementing a correct mailbox retention policy, this being 7-year retention for both active and inactive 
mailboxes based on a Microsoft Purview solution. 
 
Microsoft Purview Information Protection is part of our Microsoft 365 E5 Licensing Compliance Suite and 
provides a unified data governance solution to help manage and govern on-premises, multi-cloud, and 
software as a service (SaaS) data. It provides ability to create a holistic, up-to-date map of the data landscape 
with automated data discovery, sensitive data classification, and end-to-end data lineage. 
 
Working with Microsoft Change - 119530 (cymru.nhs.uk) was logged on Friday 17th February 2023 and 
approved at CAB for implementation on Thursday 9th March 2023. This change was to follow a Microsoft 
recommended approach to create a Microsoft 365 Purview Retention Policy and scope that policy out to all 
Exchange recipients across our NHS Wales Microsoft 365 Tenant. This retention policy would be set to retain 
data for 7 years. A second Microsoft 365 Purview Retention Policy would also be created and scoped only to 
health boards that were using a ‘never delete’ policy. This was required to ensure the same configuration was 



https://servicepoint.cymru.nhs.uk/problemForm.cfm?id=28331

https://servicepoint.cymru.nhs.uk/callview.cfm?fid=8265726&hk=64F924AEB321911712EC8CC626A23B21

https://servicepoint.cymru.nhs.uk/callview.cfm?fid=8265735#tab

https://servicepoint.cymru.nhs.uk/changeform.cfm?id=119530
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migrated from the existing MRM policies and to avoid any data loss for Cardiff and Vale University Health 
Board (CAV) during their Personal Storage Table (PST) importing project. 
 
On Thursday 9th March 2023 implementation of the change was aborted due to a 1,000 user include/exclude 
limit which CAV were exceeding. Unable to implement the policies as described in the change, further work 
was required towards finding a better fit solution. A new change would need to be built, tested, and approved 
at CAB. 
 
On Friday 10th March 2023 Change - 120190 (cymru.nhs.uk) was logged and approved at CAB for 
implementation on Wednesday 15th March 2023. With the attempt to implement a static style Microsoft 
Purview Retention Policy needing to be aborted due to the size of our NHS Wales tenant and a specific 
exclusion limit (1,000 users), a new approach was taken using an Adaptive Purview Retention Policy. The 
adaptive policies have no limits but require Adaptive Scopes to be created which are then assigned to the 
policy.  
 
A successful implementation of this change took place between Wednesday 15th March and Wednesday 22nd 
March 2023. Adaptive Scopes were created as per the Implementation Plan. Hywel Dda University Health 
Board (HDD) and Cardiff and Vale University Health Board (CAV) group members were set with a custom 
attribute value Purview Retention Exchange Never Delete policy. Adaptive Retention Policies were then 
created and implemented for remaining organizations as per the implementation plan. 
 
CAB were notified of this successful mail retention policy incident resolution and the change record was closed 
on Tuesday 30th March 2023. Ongoing investigations to business impact would continue under Problem - 
28331 (cymru.nhs.uk). 
 


 
Impact to users: 
 
This issue did not affect live mailboxes, it impacted inactive mailboxes only. 
 
Some organisations had implemented additional controls (a ‘Hold’) which provided further overriding email 
retention capabilities, namely: Litigation Hold and InPlace Hold. Accounts with these additional capabilities 
were not affected by this issue (i.e., they have not been deleted). 
 
Following a lengthy investigation, including a survey issued to all NHS Wales organisations, a report on the 
current use of Litigation Hold has been produced (see below). In total 27,326 accounts have Litigation Hold 
enabled as of 24th April 2023. This constitutes approximately 17% of mail accounts. 
 



https://servicepoint.cymru.nhs.uk/changeform.cfm?id=120190

https://servicepoint.cymru.nhs.uk/problemForm.cfm?id=28331

https://servicepoint.cymru.nhs.uk/problemForm.cfm?id=28331
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The investigation also determined that two NHS Wales organisations have separate backups of mail for staff 
who have left those organisations, this constitutes approximately a further 30,888 accounts. 
 
So, in total 58,214 accounts had additional backup/retention capability, this constitutes 36% of accounts. 
Therefore, it can be estimated that 64% of accounts did not have additional backup/retention capability and 
have therefore been lost. 
 
It is not possible to report on the number of inactive mailboxes that have been deleted as there is no central 
identity management system in place. Every NHS organisation is responsible for managing user accounts and 
should have historical records for user accounts and mailboxes. It is possible to approximate the number of 
deleted mailboxes by referring to the number of inactive OneDrive accounts (information which is available). 
There are currently 37,812 inactive OneDrive accounts spanning the period of the last 7 years.  
 
Therefore, the best estimate of impact is that there are approximately 38,000 users (leavers and movers) 
affected by the issue. This figure is subject to the following caveats: 


1. Not all these users would have had OneDrive enabled 


2. Some accounts have litigation hold in place which means retention is in place 
 
There is no inherent Information Governance (IG) privacy risk from a Personal Information perspective as the 
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information has been deleted. A breach (in Data Protection Terms) is reportable if individual Data Subjects 
Rights and Freedoms are likely to be compromised. Given the current state of investigation and analysis this 
is unlikely and given the medium by which information is stored it’s unlikely that items such as clinical 
information, clinical decision making, or workforce related information will be held exclusively in mailboxes 
now deleted. 
 
There will be an unavailability aspect to consider, and from a law perspective this might be because of 
individual Data Subjects or organisations making either a subject access request (under the framework of the 
UK GDPR) or Freedom of Information Act requests. 
 
In addition to the lawful considerations there is the aspect of Public Inquiries which are set up to investigate a 
specific event or topic to establish facts and lessons learned, which are captured in recommendations when 
they report their findings. One current example is the Covid 19 enquiry. 
 
Organisations have been formally told to retain evidence they deem relevant to decisions made during the 
pandemic. This will be particularly relevant to Public Health Wales Trust as one obvious example.  There should 
be consideration on the likelihood and impact on not being able to meet a request for information and 
communications that may have been retained within mailboxes now deleted. An organisation may be held to 
account via the Inquires Act 2005. 
 
DHCW will work with affected organisations via the Service Management Board to assess the level of risk with 
regards to the Covid Inquiry, Freedom of Information Requests or similar. 


2 Good Practice & Follow Up Activities 


2.1    Good Practice 


• M365 CoE acted quickly in identifying further at-risk mailbox data and preventing its deletion. 


• Excellent levels of communication between M365 CoE, SMB, DHCW and the Health Boards was always 
maintained. 


• A set of Frequently Asked Questions (FAQs) was developed and made available to all NHS Wales 
Organisations. 


• M365 CAB and SMB meetings were used to update representatives from across the Health Boards and 
Organisations. 


• Listings of inactive OneDrive accounts was made available to all NHS Wales Organisations looking to 
investigate impacted accounts. 


2.2 Lessons Learned 


• Request Microsoft to undertake a review of the all-Wales tenancy, including the 7-year data retention 
policy configuration. 


• Explore Microsoft Purview integration for governance, protection, and compliance solutions. 
Workshop options into operations guided by Microsoft Engineers. 


• Schedule dip-check events on inactive mailboxes to provide reassurance around 7-year data policy 
retention success. 


• Statement preparation ahead of any public enquiry or request for information i.e., Covid 19 enquiry. 
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• DHCW will inform affected organisations by sharing the incident report via the M365 Service 
Management Board and recommend affected organisations highlight the risk to retrieving 
information for Subject Access Requests (or similar) with Information Governance teams.
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2.3 Recommendations 


 


Recommendation 
Technical 
Area 


Related 
ITIL 
Discipline 


Action Type Handler Owner Stakeholder(s) Priority 
Target 
Date 


 
Status 


Microsoft all-Wales tenancy 
review 


Other Incident Engagement 
Request 


M365 
CoE 


TBD All Medium  Choose 
an item. 


Microsoft led Purview 
Workshop Training 


Other Incident Engagement 
Request 


M365 
CoE 


TBD All Medium  Choose 
an item. 


Mailbox Data Retention 
Policy Testing 


Other Incident Technical 
Action 


M365 
CoE 


TBD All Medium  Choose 
an item. 


Statement preparation 
ahead of any public enquiry 
i.e., Covid 19 Enquiry 


Other Incident Comms M365 
CoE 


TBD All Medium  Choose 
an item. 


DHCW to share report with 
M365 SMB members. 


Other Incident Engagement 
Request 


M365 
CoE 


TBD All Medium  Choose 
an item. 
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3 Definitions 


TERM DEFINITION 


CAB Change Advisory Board 


CAV Cardiff & Vale University Health Board 


DHCW Digital Health and Care Wales 


FAQ Frequently Asked Questions 


GDPR General Data Protection Regulation 


HDD Hywel Dda University Health Board 


ICS Identity and Collaboration Services 


IG Information Governance 


M365 CoE Microsoft 365 Centre of Excellence 


M365 CAB Microsoft 365 Change Advisory Board 


M365 SMB Microsoft 365 Service Management Board 


MRM Messaging Records Management 


PST Personal Storage Table 


 


4 TIMELINE 


N/A 


5 ATTACHMENTS 


N/A 






