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[bookmark: _Toc121216123]SITUATION

On 16th February 2023 the DHCW Microsoft 365 Centre of Excellence Team uncovered an issue with email retention within the NHS Wales Microsoft 365 tenant, more specifically within Exchange Online (the email service).  This has resulted in the email mailboxes being deleted for inactive users (i.e. mailboxes for people who have left NHS Wales, or left one organisation to join another within NHS Wales). All content stored in the mailboxes (email, calendar, contacts, notes) will have been deleted in these affected mailboxes. 
[bookmark: _Toc121216124]BACKGROUND
Email retention policies are in place in the NHS Wales Microsoft 365 service, to ensure that email is kept for a 7-year period. This is for use in investigations, inquiries, etc.  If a user deletes email that they have sent or received, a copy is kept in the system (invisible to the user), which can be retrieved by undertaking an e-compliance search.   

Whilst the policy was protecting such emails in active mailboxes (i.e. those with an assigned Microsoft 365 license), a configuration error resulted in this policy not applying to inactive mailboxes.  Mailboxes become inactive when the licence has been removed due to staff leaving NHS Wales or in some cases moving posts. The associated licence (which is on a subscription basis) is removed at that point in time – resulting in the mailbox becoming inactive. As such, these mailboxes were getting permanently deleted after 30 days, which is the default behaviour for Microsoft 365. 

Therefore, this means that it is likely that the email and calendar data will have been wiped for users who have left NHS Wales, and for users who have moved between NHS Wales organisations when the mailbox has not transferred with the user. 

This issue affects all who are party to the Microsoft 365 NHS Wales tenancy agreement i.e. all Health Boards, Trusts, SHAs and Primary Care organisations in NHS Wales who hold the required level of licencing.

Having escalated the issue with Microsoft, the DHCW team applied a temporary workaround on 20th February 2023 to prevent any further deletion of inactive mailboxes. 

A permanent fix to implement the correct 7-year retention policy was implemented in late March 2023.  This was done to prevent future occurrence but would not recover the deleted email.  
[bookmark: _Toc121216125]ASSESSMENT
The issue does not affect live mailboxes, it impacts inactive mailboxes only. 

Some organisations had implemented additional controls (a ‘Hold’) which provides further overriding email retention capabilities, namely: Litigation Hold and InPlace Hold. Accounts which had these additional capabilities were not affected by this issue (i.e. they have not been deleted). 

Two NHS Wales organisations had a separate backup of mail for staff who have left those organisations, so are not affected.

DHCW estimate that 36% of accounts benefit from these protections, leaving 64% of accounts which do not. 

It is not possible to report on the number of inactive mailboxes that have been deleted as there is no central identity management system in place. Every NHS organisation is responsible for managing user accounts and should have historical records for user accounts and mailboxes. However, it is possible to estimate the number of deleted mailboxes by referring to the number of inactive OneDrive accounts (information which is available). There are currently 37,812 inactive OneDrive accounts spanning the period of the last 7 years. 

Therefore, the best estimate of impact is that there are approximately 38,000 users (leavers and movers) potentially affected by the issue. This figure is subject to the following caveats:
1. Not all of these users would have had OneDrive enabled
2. Some accounts have litigation hold in place which means retention is in place
Factoring in the other protections (‘Litigation Hold’ and Local Archives) results in an estimate of around 24,500 mailbox which have been deleted. 

The primary risk associated with these mailbox deletions is an organization’s ability to respond to a search request associated with an investigation or enquiry (e.g. the Covid 19 inquiry). An organisation may be held to account via the Inquires Act 2005.

However, one significant mitigation is that many of the emails will still be in other NHS Wales mailboxes. An email sent from a user (whose mailbox has been deleted) to other users in NHS Wales will still be in those receiving mailboxes. Similarly, for emails sent to the affected user mailbox, the source email will be in the senders’ mailbox. Searching in these mailboxes will enable many emails to be found, even though the mailbox for the affected user has been deleted.

1 RECOMMENDATIONS

If providing email content is needed to assist or comply with any investigation or inquiry, a search for relevant emails may still be possible by searching other mailboxes for email sent to/from the affected user’s mailbox. Depending on the scope of the search, this will be able to be undertaken by the local IT team or by the Microsoft 365 team in DHCW. 

There are also more technical recommendations coming from the incident review process, and these will be taken forward by the Microsoft 365 Service Management Board, which has representatives from every organisation.  
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