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Executive Summary

The Health Board is currently assessed as Amber rated against Component 3 of the NHS Counter Fraud Standards relating to Fraud Risk. 

This report discusses the work undertaken by the Counter Fraud Team to integrate the Health Board’s fraud risks onto the Datix system, the benefit of this integration directly assists the primary objective to enhance compliance with Component 3 and achieve a Green rating.

Work has been undertaken to scope fraud risk that the Health Board is potentially exposed to. This has identified over 124 known fraud risks. 

A process has been implemented within the Counter Fraud Team to align completion of fraud risk assessment with existing risk management processes. A tracker has also been developed to enable a local central view of existing fraud risk status as well as managing response to emerging fraud risk, issued Fraud Prevention Notices and Intelligence Bulletins which the Health Board are required to respond to as part of Standards compliance. 

Integration with Datix allows a Health Board wide central management process of fraud risk and provides evidence of risk monitoring being conducted at a senior level within the organisation which is a key factor in achieving a Green rating for Component 3. 

Policy changes have been recommended to embed fraud risk within the Health Board’s risk governance framework.

Overall, this work will increase accountability for fraud across the Health Board and also ensure a more efficient, focused and dedicated approach to fraud prevention. This work is progressing in line with action plan set out to increase Component 3 rating by the end of financial year 2023/24. 

Introduction and Background

Fraud is a significant risk to the UK public sector and has far reaching financial and reputational consequences. The NHS Counter Fraud Authority (NHSCFA) estimates that the NHS is vulnerable to £1.198 billion worth of fraud each year. Welsh Government Directions on Counter Fraud Measures require that all NHS Bodies 

· Nominate a suitably resources LCFS service for their Health Body 
· Co-operate with NHSCA and NHS Counter Fraud Service Wales to enable them to carry out their counter fraud functions
· Comply with the counter fraud responsibilities and functions of NHS bodies and LCFSs in Wales

The NHSCFA provide NHS Wales with the support, guidance and tools to ensure compliance with the Government Functional Standard 013: Counter Fraud NHS Requirements which specifically deals with the management of counter fraud, bribery and corruption in the NHS. There are 12 separate components which the Health Board must demonstrate compliance with.

This report will focus on Component 3 of the NHS Requirements specifically ‘Fraud bribery and corruption risk assessment’ and the work the Counter Fraud Team has undertaken to enhance the Health Boards compliance in this area.

Component 3

To ensure compliance with Component 3 the Health Board has to demonstrate the following:-

“The organisation has carried out comprehensive local risk assessments to identify fraud, bribery and corruption risks, and had counter fraud, bribery and corruption provision that is proportionate to the level of risk identified. Risk analysis is undertaken in line with Government Counter Fraud Profession (GCFP) fraud risk assessment methodology and is recorded and managed in line with the organisation’s risk management policy and included on the appropriate risk registers, and the risk assessment is submitted upon request. Measures to mitigate identified risks are included in an organisational work plan, progress is monitored at a senior level within the organisation and results are fed back to the audit committee (or equivalent body).

For NHS organisations the fraud risk assessment should also consider the fraud risks within any associated sub company of the NHS organisation.”

There are three levels of compliance and the NHSCFA have set out what each organisation has to demonstrate in order to achieve these.

Green – Organisation meets the standard

· Resources to carry out the work are realistically assessed and suitable for addressing the risk identified within a reasonable timescale, in line with the organisational risk policy
· Risk based work plan objectives are demonstrably achieved
· Where necessary, additional resources are allocated during the year to address emerging risks
· Progress is continuously monitored at a senior level to ensure that risks are mitigated and that resources remain suitable for this purpose

Amber – Organisation partially meets the standard

· Risk assessments have been carried out to identify fraud, bribery and corruption risks at the organisation in line with GCFP fraud risk assessment methodology. These risks are recorded in line with the organisational risk management policy
· Actions to mitigate/reduce risks have been appropriately prioritised and documented in a work plan which covers the required NHSCFA areas of activity
· Adequate resources have been assigned to specific areas of work
· The objectives in the work plan are measurable however there is no evidence that the effectiveness of activities carried out under it has been measured.

Red – Organisation does not meet the standard

· There is no evidence of any local risk assessments carried out to identify fraud, bribery and corruption risks at the organisation.
· Where local risk assessments have been carried out, they are not comprehensive and have not been undertaken in line with GCFP methodology. The risks have not been included on the organisations risk registers. No adequate resources have been allocated to mitigate the risks identified and an organisational work plan has not been developed
· Where an organisational work plan has been developed, it is not fit for purpose. For example, the work plan may not cover the key areas of counter fraud, bribery and corruption activity as outlined in the NHSCFA’s strategy. Resources may be inadequate to perform identified tasks and/or organisational risks may be insufficiently addressed
· The objectives in the work plan are not measurable.

Rating

The Health Board currently has a rating of Amber in respect of its compliance with Component 3.

This is due to the Health Board only being able to partially demonstrate compliance with the requirements to achieve a Green rating.

In order to achieve a Green rating we need to be able to effectively demonstrate that ‘progress of the Health Boards fraud risk assessments are monitored at a senior level to ensure that risks are mitigated and that resources remain suitable for this purpose’.

The Counter Fraud Team have taken several steps to enhance the Health Boards compliance with Component 3 with our overall objective to secure a Green rating.

Integration

The Counter Fraud Team have worked closely with Corporate Governance to secure agreement for all fraud risks to be integrated onto the central risk register via Datix. 

This is a significant step forward in the Health Boards ability to demonstrate that our fraud risk is being monitored at a senior level. With the inclusion of fraud risk on the central register we will automatically be able to demonstrate that fraud risk is being considered alongside all other risks the Health Board faces. 

The Counter Fraud Team working alongside the relevant stakeholders/risk owners are able to ensure that all relevant documentation and any updates in relation to the Health Boards fraud risk are uploaded to this central repository. This will provide a more streamlined and efficient approach to managing the Health Boards fraud risk and ensure all information is readily accessible by management at a senior level.

In addition integration will also benefit the Health Board in a number of ways such as:

Enhanced Visibility and Accountability.

The inclusion of fraud risks on Datix fosters a sense of transparency and accountability at all levels across the Health Board. This holistic view will enable stakeholders to identify potential vulnerabilities and undertake proactive measures to prevent, detect and respond to fraud promptly.

Heightened Governance and Compliance

With fraud risks included on Datix the Health Board is emphasizing its commitment to robust governance and compliance. By aligning policies, procedures and controls the Health Board is able to demonstrate its ability to comply with legal and ethical standards and strengthen its resilience against threats posed by suspicious/fraudulent behaviour.

Proactive Mitigation

The inclusion of fraud risks alongside all other risks promotes a proactive approach to fraud risk management. Increasing visibility of the risks posed by fraud helps to establish comprehensive fraud prevention mechanisms and the identification of key risk areas becomes more efficient enabling the development of targeted mitigation strategies by the Counter Fraud Team and the areas of concern. 
This proactive stance also enhances the Health Board’s ability to pre-emptively address emerging threats and protect valuable resources.



Resource Allocation

The effective management of fraud risks through the central register will optimise the allocation of resources. By prioritising areas prone to fraud, the Health Board can deploy resources more strategically, ensuring that mitigation efforts are appropriately directed and resource utilisation is optimised.

Method

To support the integration of fraud risk onto the central register via Datix the Counter Fraud Team has sought to align the process with the Health Board’s existing risk management procedures.

· Fraud Risks

The NHSCFA has identified 124 individual fraud risks which may impact the Health Board. 

In an ideal world all 124 risks would be individually assessed to ensure comprehensive coverage and accuracy. It is however equally important to remember that there is a balance between fraud proofing and the needs of the Health Board.

The Counter Fraud Team has undertaken a mapping exercise where we have been able to identify overlaps and similarities amongst the risks and also considered where similar or identical controls could be applied. By grouping similar risks together we have been able to ensure that all 124 individual fraud risks are considered and assessed within 45 risk assessments.

This approach not only optimises resource and efficiency but also guarantees that appropriate controls are assigned to similar risks, reducing duplication and enhancing the overall effectiveness of fraud risk management measures

Please see Appendix 1 – Fraud Risk Descriptors Mapped and Revised

· Communication

The integration of fraud risks onto the central register is a change in process for the Health Board. Current stakeholders/risk owners will not be used to seeing fraud risks in the areas they monitor. 

The Counter Fraud Team in collaboration with Corporate Governance will be issuing a joint communication to all risk owners/stakeholders advising of this change. 

These changes will also be discussed at the Risk Management Group which is due to be held on 30th October 2023

Support from the Counter Fraud Team to address any queries or concerns raised by the risk owners during, following and post implementation

Through this enhanced communication approach the Counter Fraud Team are striving to foster a culture of active engagement with Counter Fraud. By proactively communicating the benefits and reasons for this change such as increased visibility and improved collaboration we can seek to ensure that all fraud risks are effectively captured and managed within the central register whilst aligning with corporate governance requirements

Uploading to Datix

The Counter Fraud Team will be uploading the Fraud Risks onto Datix in accordance with the following proposed process

1. Counter Fraud Team in collaboration with relevant risk area will complete initial risk assessment. 
1. Counter Fraud Team will draft and then issue the Risk Assessment to the Risk Owner, allowing 6 weeks for review and sign off
1. If the Risk Assessment is not signed off then a further email to be issued to the Risk Owner allowing a further 7 days for sign off before Counter Fraud automatically upload to Datix
1. Following upload to Datix an email should be issued to the Risk Owner confirming the Risk has been loaded and advise them of the reference
1. Thereafter the Fraud Risk should periodically be reviewed by Counter Fraud/Risk Owner in accordance with the timescales provided within the most recent Health Board’s Risk Management Policy 
1. There will be occasions where the Fraud Risk will need to be reviewed earlier than the proscribed timescales. Those times are:

5. The NHS Counter Fraud Authority issues a Fraud Prevention Notice (FPN)
5. The NHS Counter Fraud Authority issues an Intelligence Bulletin 

In the event that a Fraud Risk Assessment needs to be reviewed earlier than the time proscribed the Counter Fraud Team will share the information with the relevant risk owner and provide advice and support. The risk owner will then update Datix to confirm what action if any has been taken.

Guide

The Counter Fraud Team has created a comprehensive guide focused on fraud risk management which aligns with both GCFP methodology and the Health Boards Risk Policy.

This guide serves as a valuable resource for the Counter Fraud Team providing a standardised framework and best practice for effectively managing fraud risk. By aligning with the GCFP methodology and the Health Board’s risk management policy, the guide ensures consistency and cohesive integration of fraud risk into the wider risk management framework.

It covers various aspects including identification, assessment, prevention, detection and response to fraud risk. By utilising this guide, the Counter Fraud Team are better equipped to mitigate and address fraud risks effectively. Ultimately safeguarding the Health Boards organisations resources and reputation

Recommendations

Additions to the Risk Management Policy will embed fraud risk within the Health Board’s risk governance framework. Suggested additions are:

· Include Fraud as a Risk Domain in the Health Boards Risk Matrix.
· Include the LCFS team as a Specialist Advisor in specific areas of risk management – Section 3.8 Risk Management Policy 

Conclusion

The integration of fraud risks onto the Datix system will mean that the Health Board is able to demonstrate that fraud risk is being monitored at a senior level and considered alongside all other risks the Health Board faces.

We can demonstrate full compliance with each of the requirements under Component 3 and therefore achieve a Green rating.

The integration will also mean that the Health Board will be in a position where they are able to proactively identify and monitor for new and emerging fraud risks via Datix, so that early intervention and prevention can be achieved. This will also enhance the Health Board’s risk-based annual counter fraud work plan ensuring that resources are allocated in a targeted manner.

A key advantage of integrating fraud risk onto Datix is the shift towards management of fraud risk by the actual risk owners. This means that the risk owners will also now be responsible for implementation of mitigating actions those fraud risks in their business areas with the Counter Fraud Team acting in advisory role as subject matter experts. This not only increases accountability for fraud across the Health Board but also ensures a more efficient, focused and dedicated approach to fraud prevention.

Finally the integration will also result in an additional reporting route via Datix for suspected fraud concerns/incidents into the Counter Fraud Team. This will promote transparency, enhance communication with the Counter Fraud Team across the Health Board and will help to build trust and foster a culture of integrity.



Michelle Newport-Edwards
Local Counter Fraud Specialist
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