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	Purpose of the Report
	[bookmark: _Hlk144218889]This briefing paper highlights an NHS Wales wide Microsoft Office 365 configuration error which has resulted in mailboxes being deleted for staff who have left the organisation. 
The paper also provides assurance on the actions that have been carried out to resolve the issue and mitigate against further risk. 

	Key Issues



	The mailboxes of most staff who left Swansea Bay University Health Board (SBU) before 19th January 2023 have been deleted due to a national Microsoft Office 365 configuration error. This included the mailbox of the former CEO who left in December 2020, as well as other former senior employees. The loss of these high-profile mailboxes is particularly significant given the information requirements of the Covid inquiry.

Working with DHCW, Digital Services have implemented a process that can retrieve some of the deleted emails for the Covid inquiry via the mailboxes of other NHS employees that the person had corresponded with.

Actions taken by Digital Healthcare Wales (DHCW) on 20th February has prevented any further mailboxes being deleted.
Furthermore, an additional safety net using “litigation hold” has been applied locally to safeguard mailboxes belonging to board members, service group directors and assistant directors.

	Specific Action Required 
(please choose one only)
	Information
	Discussion
	Assurance
	Approval

	
	☒	☒	☒	☐
	Recommendations

	Members are asked to:

· NOTE the configuration error resulting in mailboxes being permanently deleted prior to 19th January 2023;
 
· NOTE that the configuration error has been corrected by DHCW;

· NOTE the action that has been taken to retrieve emails required for the Covid inquiry where possible; and

· NOTE that litigation hold has been applied to mailboxes belonging to board members, service group directors and assistant directors which prevents these staff members from deleting or amending emails.






1. INTRODUCTION
This briefing paper highlights an NHS Wales wide Microsoft Office 365 configuration error which has resulted in mailboxes being accidentally deleted for staff who have left the organisation. 

The paper also provides assurance on the actions that have been carried out to resolve the issue and mitigate against further risk. 

2. BACKGROUND
NHS Wales relies on Microsoft 365 cloud-based services for email including other services such as Teams, SharePoint etc. This is a single system for NHS Wales and the configuration of these services is managed by Digital Health and Care Wales (DHCW) on behalf of NHS Wales. 

On 16th February 2023, the DHCW Microsoft 365 Centre of Excellence Team uncovered an issue with email retention within the NHS Wales Microsoft 365 tenant. A retention period configuration error which was in place since the implementation of Microsoft 365 has resulted in email mailboxes being permanently deleted for inactive users (i.e., mailboxes for people who have left NHS Wales, or left one organisation to join another within NHS Wales). All content stored in the mailboxes (email, calendar, contacts, notes) will have been deleted in these affected mailboxes. Only mailboxes of individuals who left prior to January 19th would have been deleted, since those who have left since would have been protected by a 30-day rule that was still in place, at the point the error was identified.

As staff leave an organisation in NHS Wales their access to Microsoft 365, clinical and administrative systems are also removed. User accounts and associated mailboxes are deleted as part of that process. Microsoft 365 has retention policies associated with the user mailbox. In NHS Wales, the configuration of Microsoft 365 policies is managed by DHCW and the retention period for emails is set to 7 years. 

DHCW cannot report on the number of mailboxes that have been deleted as there is no central identity management system in place. Digital services in SBU remove user accounts when a leavers list is provided by the ESR team. During the period that the error was in place, the associated mailboxes would have been deleted in most cases. 

DHCW have asked for a list of high-profile accounts who have left the organisation prior to 19th January 2023 to check the status of the associated mailbox. The high-profile accounts include executive team members, independent members, assistant/deputy directors and service group directors, including medical/nursing directors. Of the 14 individuals, 6 of the mailboxes are still intact as they either had their inbox transferred to another organisation or previously had litigation hold applied. 

It is still possible for DHCW to search for emails sent or received for staff that have had their mailboxes deleted, including the other 8 high-profile accounts, where the email has been sent or received by other staff in NHS Wales. An email sent from a member of staff (whose mailbox has been deleted) to another member of staff in NHS Wales will still be in those receiving mailboxes. Similarly, for emails sent to the affected user mailbox, the source email will be in the senders’ mailbox. Searching in these mailboxes will enable many emails to be found, even though the mailbox for the affected user has been deleted. 

It is also possible for some members of staff that have moved between NHS organisations that their mailbox was adopted by their new NHS Wales employer and therefore the mailbox contents remain intact. 

2.1 Actions Taken
A workaround was applied by DHCW on 20th February to prevent any further deletions and a permanent fix to implement the correct 7-year retention policy implemented in March 2023. 

Furthermore, in July 2023, digital services applied “litigation hold” on mailboxes belonging to board members, service group directors and assistant directors. Litigation hold is a feature which ensures all the contents of a mailbox, including deleted items and original versions of modified items are retained. The retention period for these mailboxes is set indefinitely.

Litigation hold is not automatically applied as it can cause mailboxes to exceed quota levels and prevent staff from sending and receiving emails.  This is normally applied when there is a reasonable expectation of litigation in specific circumstances. 

2.2 Lessons Learned
In May, DHCW undertook a major incident review (document attached in appendices including the DHCW SBAR report from July 2023) and have requested that Microsoft undertake a review of the all-Wales tenancy including the 7-year data retention policy configuration. 

Two organisations in Wales had implemented third party cloud-based backups and were able to recover deleted mailboxes. SBU use Microsoft 365 inbuilt data protection as do the other organisations in Wales. Following this incident, further investigation into whether additional backup software should be procured is being considered on a national basis, taking into account the protection already in place within Microsoft 365.  

SBU Digital Services have reviewed local procedures regarding the management of mailboxes and other than introducing litigation hold for senior staff a process will be developed for applying litigation hold automatically for certain staff groups which will be overseen by the Information Governance and Cyber Security Leadership Group.

3. GOVERNANCE AND RISK ISSUES
DHCW submitted an early warning notification to Welsh Government on 22nd February 2023.

The key risk to the Health Board is that given a number of mailboxes have been deleted that belonged to senior staff, SBU may not be able to respond in full to a search request associated with an investigation of inquiry (e.g., Covid inquiry). 

A significant mitigation is that many of the emails will still be in other NHS Wales mailboxes as described above. Digital services are performing email searches requested for the inquiry. Searches for staff emails that have left the organisation and had their email addresses deleted may still be possible by searching other mailboxes for email sent to/from the affected user’s mailbox. Depending on the scope of the search, this will be able to be undertaken by the SBU Digital Services team or by the Microsoft 365 team in DHCW.

Furthermore, during the pandemic, the Health Board created a COVID-19 mailbox for the purpose of archiving emails and keeping the record of communications in perpetuity. Most Covid related communication can be found within this mailbox.

4.  FINANCIAL IMPLICATIONS
Further investigation into whether additional backup software should be procured is being considered on a national basis. There may be financial implications for the health board if decisions were made to progress with such a procurement. This would need business case approval in line with health board requirements.  

5. RECOMMENDATIONS
Members are asked to 

· note the configuration error resulting in mailboxes being permanently deleted prior to 19th January 2023;
 
· note that the configuration error has been corrected by DHCW;

· note the action that has been taken to retrieve emails required for the Covid inquiry where possible; and

· note that litigation hold has been applied to mailboxes belonging to board members, service group directors and assistant directors which prevents these staff members from deleting or amending emails.


	Governance and Assurance


	Link to Enabling Objectives
(please choose)
	Supporting better health and wellbeing by actively promoting and empowering people to live well in resilient communities

	
	Partnerships for Improving Health and Wellbeing
	☐
	
	Co-Production and Health Literacy
	☐
	
	Digitally Enabled Health and Wellbeing
	☒
	
	Deliver better care through excellent health and care services achieving the outcomes that matter most to people 

	
	Best Value Outcomes and High-Quality Care
	☐
	
	Partnerships for Care
	☐
	
	Excellent Staff
	☐
	
	Digitally Enabled Care
	☒
	
	Outstanding Research, Innovation, Education and Learning
	☐
	Health and Care Standards

	(please choose)
	Staying Healthy
	☐
	
	Safe Care
	☐
	
	Effective  Care
	☐
	
	Dignified Care
	☐
	
	Timely Care
	☐
	
	Individual Care
	☐
	
	Staff and Resources
	☐
	Quality, Safety and Patient Experience

	No impact

	Financial Implications

	Further investigation into whether additional backup software should be procured is being considered on a national basis. There may be financial implications for the health board if decisions were made to progress with such a procurement. This would need business case approval in line with health board requirements.  

	Legal Implications (including equality and diversity assessment)

	Section 35 of the Inquiries Act 2005 makes it an offence for any person to prevent any evidence, document or other thing from being provided to the Inquiry, or intentionally to destroy a document they know to be relevant to the Inquiry. The potential deletion of mailboxes in NHS wide was an unintentional error. 

	Staffing Implications

	N/A


	Long Term Implications (including the impact of the Well-being of Future Generations (Wales) Act 2015)

	No long term implications

	Report History
	Audit Committee 14th September 2023
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