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NHS WALES EMERGENCY PLANNING, RESILIENCE & RESPONSE ANNUAL REPORT 2024/25
	Name of NHS Organisation
	
	    Date
	


	Signature of Chief Executive Officer

	


Purpose
The NHS Wales Emergency Planning Resilience and Response Annual Report is a mechanism for providing assurance to NHS organisations, the NHS Executive and Welsh Government of the emergency planning arrangements, preparedness and resilience within organisations across NHS Wales.  The NHS Executive will review reports from across the system, seeking assurance that organisations:
· Mitigate where possible against the risks identified within the NSRA and Wales Risk Register;

· Have a robust emergency plan in place for major incidents (CBRN, terrorist attacks, major power outages, high consequence infectious disease outbreaks, cyber attacks etc);

· Have appropriate business continuity management arrangements in place; 

· Regularly test the efficacy of organisational plans through training and exercise; and
· Ensure staff have the appropriate training in command and control processes and maintain their skills and knowledge including through CPD opportunities.
Governance
1. Please provide the name and position of your nominated Executive level lead for civil contingency/emergency preparedness arrangements. 
	


2. Please provide the name and position of your nominated Executive level business continuity lead if different from the above.
	


3. Please provide the name and position of your officer(s) who has lead day to day responsibility for your civil contingencies/emergency preparedness arrangements. 
	


4. Please provide the name and position of your officer(s) with day-to-day responsibility for your business continuity arrangements. 

	


5. Please provide the name and position of the officer in your organisation responsible for PREVENT activities (normally delivered as part of Safeguarding).  
	


6. Is there a mechanism for discussing and co-ordinating health emergency planning arrangements internally within your organisation? 






        YES   FORMCHECKBOX 
    NO   FORMCHECKBOX 

7. Please provide details of your internal mechanism for co-ordinating your emergency planning arrangements – for example: contingency/risk group structure, emergency preparedness strategy, EP work plan etc.
	


8. If applicable, who represents your organisation at the Local Resilience Forum meetings?

	


9. When were your business continuity arrangements for maintaining critical services last reviewed and adopted by your Board? Please provide detail of your business continuity management arrangements. 
	

	


10. Does your organisation’s corporate risk register include any business continuity or    emergency planning risks? If yes, please provide details of these specific risks and the associated mitigating measures.
	

	


Key Areas of Progress 2024/25
11. Please provide details of the key areas of progress against your organisation’s EPRR priorities detailed in your 2023-24 Emergency Planning Annual Report.
	


Major Incident / Emergency Plan 

12. When was your Major Incident/Emergency Plan last reviewed and considered by your Board?

	


13. When was your Major Incident/Emergency Plan last updated to reflect any organisational changes and essential plan contacts?

	


14. Do you have resilient activation systems, action cards and suitably trained and equipped staff to provide for a 24-hour emergency response to support your Major Incident/Emergency Plan? 

	
	YES   FORMCHECKBOX 
      NO   FORMCHECKBOX 

	


15. If NO, what are the gaps and how are these being addressed?

	


NATIONAL SECURITY RISK ASSESSMENT (NSRA)

The following sections focus on preparedness and risks in relation to some of the highest rated risks within the NSRA and Wales Risk Register.  Your organisation’s responses to these questions will inform the NHS Executive’s programme of work in these areas with a view to improving assurance and resilience across NHS Wales.  Please provide any supplementary information in support of your responses below.
Threat Mitigation/ Security 
16. Does your organisation have written procedures that may be needed to respond to a change in threat level to critical?








YES   FORMCHECKBOX 
      NO   FORMCHECKBOX 


17. When was your organisation’s Lock Down arrangements last worked through or tested? 

	Dates
	Details of what was undertaken

	
	


18. Were any issues identified as a result and if so how has / is your organisation addressing these?

	



Power Outage
19. Do your business continuity arrangements include response arrangements for maintaining critical services in the event of a major power outage?
                                                                YES   FORMCHECKBOX 
      NO   FORMCHECKBOX 

20. Please describe the preparedness actions the organisation has undertaken over the last 12 months (e.g. protocols, guidance, exercising etc) to respond to a major power outage?

	


21. What are the key risks to your organisation in respect of a major power outage and how are you mitigating these? Please provide details of key vulnerable sites / facilities, how these have been assessed and dates of last assessments.
	

	


Mass Casualty Incidents
	

	


22. Please describe how your emergency planning arrangements ensure your organisation can appropriately respond to a Mass Casualty incident in line with extant Mass Casualty guidance, outlining any limiting factors that could affect timeliness of response.
Cyber Resilience
23. Do your business continuity arrangements include written procedures for responding to a cyber-attack / ICT incident impacting across the organisation?








YES   FORMCHECKBOX 
      NO   FORMCHECKBOX 

24. Has your organisation assessed the risk of a Cyber attack and identified mitigating actions for the vulnerabilities highlighted? Please provide details.
	

	


25. Please describe the preparedness activity the organisation has undertaken in the previous 12 months (e.g. protocols, guidance, exercising etc) to build its cyber resilience.
	


Communicable Diseases and Pandemics 

26. Do your business continuity arrangements include plans to respond to a new pandemic?
	

	


27. What are the major risks in terms of your organisation’s resilience / capabilities to be able to respond to a new pandemic?  
	

	


28. Following the preparedness activity colleagues across NHS Wales undertook during 2024, please describe the organisation’s priorities for 2025/6 in relation to HCID preparedness. 
	


CBRN 

29. Do your business continuity arrangements include plans to respond to a chemical, biological or radiological incident? 
	

	


30. Please describe the actions undertaken over the previous 12 months to ensure the organisation can respond to a CBRN incident.

	


31. What are the key risks / vulnerabilities for your organisation and how are you addressing these?

	


Training and Exercise

32. Does your organisation have robust arrangements for reviewing emergency plans that take account of lessons from incidents and exercises (including following the process set out in the NHS Wales Lessons Identified Register)? 

YES   FORMCHECKBOX 
      NO   FORMCHECKBOX 

Please describe these below and provide a copy of your lessons identified register if one is held locally.
	

	


33. Please provide the dates during 2024/25 when your organisation tested its Major Incident / Emergency Plan, through:
a. Carrying out a communications/activation test every six months. Please provide details below
	Dates
	Details of communications/activation test undertaken

	
	


b. Carrying out a tabletop training exercise within the last year. Please provide details of the nature of all exercises below
	Dates
	Details of tabletop training exercise

	
	


c. Carrying out a major live or simulated exercise within the last three years. Please provide details below (include national and local exercises)
	Dates
	Details of major live or simulated exercises undertaken

	
	


34. Has your organisation had to initiate your major incident / emergency plan between April 2024 to March 2025?
	
	YES   FORMCHECKBOX 
      NO   FORMCHECKBOX 

	


a. If YES, what was the nature of the incident?
	


b. Were post-event reports produced for these incidents? YES   FORMCHECKBOX 
      NO   FORMCHECKBOX 

c.  If post incidents reports were produced, have these been shared with the Emergency Planning Advisory Group and any lessons identified uploaded on the Wales NHS Lessons Identified Register?

	


35. Have you undertaken an assessment of staff training needs in relation to your Major Incident /Emergency Plan?

	
	YES   FORMCHECKBOX 
     NO   FORMCHECKBOX 

	

	Please provide further information of the needs identified through this process.


	


36. Do you have a staff training programme to support your Major Incident/Emergency Plan?

	
	YES   FORMCHECKBOX 
     NO   FORMCHECKBOX 

	

	Please provide further details including

Number

Training Provider

Number of staff trained in Gold roles
Number of staff trained in Silver roles
Number of staff trained in Bronze roles
Number of your Executive Team who’ve attended Wales Gold in the last 3 years

Number of Senior Managers who’ve attended Wales Gold in the last 3 years



	


37. Please provide details of any actions undertaken to prepare for the introduction of the Charter for Families Bereaved by Public Tragedy within your organisation. 
	


Communication
38. Have relevant NHS organisations and partner agencies been consulted about any role they may have in your Major Incident/Emergency Plan?
	
	YES   FORMCHECKBOX 
    NO   FORMCHECKBOX 

	


Please provide details.
	


Assurance
39. Are you satisfied your organisation is fulfilling the principles required by the Civil Contingencies Act 2004 as described below? 
	
	YES       
	NO
	Please provide any further relevant information to support your answer

	1) Assess risks to inform your contingency arrangements
	
	
	

	2) Put in place Emergency Plans
	
	
	

	3) Put in place Business Continuity Management arrangements
	
	
	

	4) Share information with other organisations to enhance co-ordination and efficiency
	
	
	

	5) Cooperate with other organisations to enhance co-ordination and efficiency
	
	
	

	6) Have appropriate arrangement to warn, inform and advise the public/others, including in an emergency
	
	
	

	7) Do you have an EPRR lessons identified and lessons learned procedure within your organisation that feeds into EPAG?
	
	
	


Priorities
40. What are your priorities for 2025/26 to strengthen your organisation’s emergency planning, resilience and preparedness arrangements? 
	


When submitting the completed report, please include an electronic copy of the following:
· your current Major Incident /Emergency Plan;
· an organisational chart setting out your organisation’s emergency preparedness structure; 
· a copy of your local EPRR risk register where available; 
· an organisational chart setting out your organisation’s emergency response structure; and
· any additional information you wish to share which demonstrates your organisation’s preparedness for the risks described above.
Whilst organisations are not required to submit Board approved reports, please provide confirmation of the date the report will be considered by your Board within your submission. 
Completed and signed report forms with any attachments to be returned by 31 July 2025. 

By email to:
Sophie.Barrett@wales.nhs.uk  
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