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Purpose
The NHS Wales Emergency Planning Resilience and Response Annual Report is a mechanism for providing assurance to NHS organisations, the NHS Executive and Welsh Government of the emergency planning arrangements, preparedness, and resilience within organisations across NHS Wales. The NHS Executive will review reports from across the system, seeking assurance that organisations:
· Mitigate where possible against the risks identified within the NSRA and Wales Risk Register;

· Have a robust emergency plan in place for major incidents (CBRN, terrorist attacks, major power outages, high consequence infectious disease outbreaks, cyber-attacks etc);

· Have appropriate business continuity management arrangements in place; 

· Regularly test the efficacy of organisational plans through training and exercise; and
· Ensure staff have the appropriate training in command-and-control processes and maintain their skills and knowledge including through CPD opportunities.
Governance
1. Please provide the name and position of your nominated Executive level lead for civil contingency/emergency preparedness arrangements. 
	Marie Davies

Director of Planning and Partnerships 




2. Please provide the name and position of your nominated Executive level business continuity lead if different from the above.
	Marie Davies

Director of Planning and Partnerships 



3. Please provide the name and position of your officer(s) who has lead day to day responsibility for your civil contingencies/emergency preparedness arrangements. 
	Karen Jones, Head of Emergency Preparedness Resilience Response, (EPRR)
Damian Jones, EPRR Manager
Jessica Symmons, (part time administration support)



4. Please provide the name and position of your officer(s) with day-to-day responsibility for your business continuity arrangements. 

	Karen Jones, Head of Emergency Preparedness Resilience Response, (EPRR)
Damian Jones, EPRR Manager
Jessica Symmons, (part time administration support)



5. Please provide the name and position of the officer in your organisation responsible for PREVENT activities (normally delivered as part of Safeguarding). 
	Executive responsibility for CONTEST, (Counter Terrorism Strategy), Prevent Stream: Director of Nursing, Elizabeth Rix
CONTEST Prevent devolved to Nicola Edwards, Head of Nursing, Safeguarding

Executive responsibility for CONTEST; Prepare Stream: Marie Davies, Director of Planning and Partnerships and Civil Contingencies/EPRR Executive lead

CONTEST Prepare, devolved to Karen Jones, Head of EPRR

Executive responsibility for Protect Stream, (Security): Deb Lewis, Chief Operating Officer,
CONTEST Protect, (Security) devolved to Joanne Jones, Head of Support Services Management



6. Is there a mechanism for discussing and co-ordinating health emergency planning arrangements internally within your organisation? 






        YES  X   

7. Please provide details of your internal mechanism for co-ordinating your emergency planning arrangements – for example: contingency/risk group structure, emergency preparedness strategy, EP work plan etc.
	The Health Board has an Emergency Preparedness, Resilience and Response (EPRR) Strategy Group, chaired by the Head of EPRR, which meets bi-monthly. This group provides oversight of all EPRR activities across the Health Board, with representation from each Service Group, as well as Corporate and cross-cutting services.

The group ensures compliance with the six statutory duties of a Category 1 responder under the Civil Contingencies Act (CCA) 2004. Its overarching work programme, which includes business continuity management, is structured around these duties. The agenda is designed to prioritise and provide assurance against the six civil protection duties, aligned with the National Security Risk Assessment (NSRA), the Wales Risk and Preparedness, (WRP) Register, and the Health Board’s, (HB) EPRR risk register. EPRR activities are also mapped against the HB’s strategic aims and objectives to ensure alignment with broader organisational priorities. The Terms of Reference are reviewed annually.
Updated governance arrangements include quarterly reporting to the Board on EPRR matters, as part of the Director of Planning and Partnerships quarterly Board report.
Supporting governance documents include:

· EPRR Strategy
· Dedicated work programme
· Specific EPRR risk register
· Lessons identified register
· Training and Exercising Strategy, Programme, and Schedule. 
· Dedicated EPRR email address and SharePoint site serve as a central hub for EPRR information.



8. If applicable, who represents your organisation at the Local Resilience Forum meetings?

	Both the Head of EPRR and the Executive Director of Planning and Partnerships attend the South Wales Local Resilience Forum, (SWLRF) Executive Group where possible, while the Head of EPRR also participates in the SWLRF Tactical Planning Group. Highlight reports are compiled and shared as appropriate for feedback and are also used to provide updates to the EPRR Strategy Group.

HB’s EPRR Managers share responsibility for representing Cardiff &Vale UHB, (CVUHB), Cwm Taff Morgannwg UHB, (CTMUHB) and Swansea Bay UHB, (SBUHB) across various SWLRF subgroups. Highlight reports are similarly prepared and distributed to ensure all representatives are informed.

It is also important to note that the Health Board is represented at several resilience related networks, including:
· Welsh Government, (WG) Health Emergency Planning Group and associated subgroups.
· Some Pan Wales Groups e.g., Health & Social Services Early Years Group, (H&SSEYG), Wales Resilience Partnership, (WRP), Wales Learning Development Group, (WLDG), Health and Social Care, (HSC) Climate Change Programme Board

· NPT and Swansea Local Authorities, (L/A’s) resilience Risk groups.
· Counter Terrorism Policing, (CTP)

There is close collaboration/cooperation with other organisation resilience leads and this has proven invaluable over recent times.




9. When were your business continuity arrangements for maintaining critical services last reviewed and adopted by your Board? Please provide detail of your business continuity management arrangements. 
	The Management Board received an update on HB EPRR arrangements including business continuity management, (BCM) together with a presentation of the Major Incident Procedures, (MIPs) and the Annual Report in November 2024. The Health Board also received an update on EPRR arrangements in March 2025.

With specific reference to BCM, please note the following:

· Operational Level:
A SBUHB Business Continuity Framework is in place to ensure a consistent approach to business continuity management across all services. This framework was reviewed and updated in 2025 to include enhanced guidance on risk assessment and business impact analysis, (BIA).

· Tactical Level:
Each Service Delivery Group (SDG), (Morriston, Singleton/NPT, MH&LD, PCCT), has developed an Overarching Tactical Business Continuity Procedure, (BCP). This procedure outlines the escalation and activation procedures, tactical command, and control structures in response to a declared business continuity incident, (BCI) and identifies key risks specific to the SDG. It also references individual service-level BCPs and ‘cross-cutting service procedures,’ and includes bespoke plans addressing high-risk scenarios (e.g., loss of telecommunications or digital systems).

· Service-Level Planning:
All services within each SDG, as well as cross-cutting and corporate services such as Digital, Finance, Estates, Infection Prevention and Control (IPC), Pathology, Pharmacy, EPRR etc maintain BCPs aligned with the HB Business Continuity Framework.

· Strategic Level:
The HB Overarching Business Continuity and Critical Incident Procedure defines the escalation process and mitigation strategies for managing the strategic response to a declared business continuity or critical incident across the HB. This procedure was last updated in 2024.

· Communication Systems:
The HB utilises a combination of a rapid telecommunications system (F24), Cisco phone group activation and some manual telephone calls to support activation procedures for MIs, SDG business continuity and critical incidents requiring a full Command, Control, and Coordination (C3) response. This system is overseen by HB Support Services, with designated and distinct user groups to ensure clarity in activation protocols.

· Governance and Oversight:
Designated EPRR (Emergency Preparedness, Resilience, and Response) leads are appointed within each service. These leads represent their services at the HB EPRR Strategy Group to support continuous improvement and oversight of BC arrangements.

· Training and Exercises:
A series of planned exercises will take place throughout 2025, designed to test the SDG hospital/incident coordination centres, (H/ICCs) and BC arrangements as part of the ongoing EPRR training and exercise programme.
BCM is also embedded in all core EPRR training.

	


10. Does your organisation’s corporate risk register include any business continuity or    emergency planning risks? If yes, please provide details of these specific risks and the associated mitigating measures.
	An up-to-date HB EPRR Risk Register is in place and has recently been reviewed in alignment with the National Security Risk Assessment (NSRA) and the Wales Risk and Preparedness (WRP) Register. The themes from these national assessments have been integrated to ensure consistency. This alignment provides assurance regarding the HBs core preparedness and capability to respond to high-risk emergencies, as identified in the NSRA and WRP. (Appendix 6)
Catastrophic risks have been identified and grouped under four key themes, as outlined below:
Terrorism, cyber and state threats - 5

Accidents and systems failures - 3

Human, animal, and plant health - 1

Conflict and instability - 2

Additionally, six Wales specific risks have been categorised under three themes, which are also detailed below:
Accidents and systems failures - 1

Natural and environmental hazards - 4

Conflict and instability - 1     
A total of 24 common consequences have been identified across all risk themes. These have been considered in the context of preparedness and capability assurance and are documented within the EPRR Risk Register.                                                                                                                                                                                                                  

HB Preparedness Assessment Level Principles:

1. Based on factual evidence 

2. Focuses on preparedness and capability to address common consequences

3. Ensures that responses to common consequences are included in either a dedicated or a   generic procedure, such as the Major Incident Procedures
4. Emphasises the importance of training & exercising
5. Incorporates lessons identified into planning and preparedness
6. Recognises risk assessment as a dynamic , ongoing process

7. Requires regular review and ongoing monitoring

8. Aligns closely with national & regional risk assessment processes                                                                                          9. Addresses overarching EPRR risks tied to the national risk registers, (UK and Wales), while risk scoring remains consistent, the emphasis is placed on managing the common consequences and ensuring effective, efficient, and safe response arrangements.

10. Highlights that catastrophic risks require specific national planning, however where feasible, local response measures are identified. Following an internal HB EPRR review workshop held in January 2025, two risks were found to lack adequate local mitigation. These will require the development of a separate, specific procedure: 

R/WR21b. Cyber-attack – Electricity  infrastructure - (L4xi5)

R/WR50a. Failure of the National Electricity Transmission System (NETS) - (L3xi5)
The Health Board is in the process of implementing a new  strategic risk register along with the  corporate risk, with Executive Lead oversight. Following the EPRR risk register review, it is recommended that the following two overarching resilience-related risks be added to the HB Strategic Risk Register:
· Risk of a major incident

· Risk of a business continuity/critical incident
A revised Corporate Risk Register is being introduced, and this will include updated risk registers from Corporate Services and SDGs, incorporating the EPRR Risk Register. It is anticipated that the highest-risk items for EPRR as noted above, will be escalated to the Strategic or Corporate Risk Register and some are already included, e.g. risk of a cyber incident.

The Health Board Risk Management Group will oversee all risk registers and approve the escalation of significant risks to the Strategic or Corporate levels. A revised process has also been established to strengthen the linkage between different levels of risk registers.

Assurance is provided that the key details under the two overarching EPRR themes are fully captured within the EPRR Risk Register.

Finally, the bi-annual Wales Resilience Outlook, Op SILSOE Common Recognised Information Picture, (CRIP) and the Local Resilience Forum risk register continues to support short- to medium-term planning and informs ongoing preparedness efforts.



	


Key Areas of Progress 2024/25
11. Please provide details of the key areas of progress against your organisation’s EPRR priorities detailed in your 2023-24 Emergency Planning Annual Report.
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The previous Annual Report submission did not contain a dedicated section on EPRR priorities.

However, in January, the EPRR team conducted an internal workshop to shape and deliver the 2025 EPRR work programme. This session focused on reviewing governance structures, aligning with the organisation’s vision and objectives, assessing risks, addressing lessons identified, and evaluating existing EPRR actions and initiatives.

The attached document includes:

· Workshop objectives and agenda

· Consolidated notes and actions

This document outlines the key areas of progress and strategic focus that have emerged since the submission of the 2023/2024 Annual Report.




Major Incident / Emergency Plan 

12. When was your Major Incident/Emergency Plan last reviewed and considered by your Board?

	Update and adoption of the Major Incident Procedures was agreed by the HB Management Board in November 2024, and the procedures were subsequently presented to the Health Board in March 2025.

The Health Board Major Incident Procedures are reviewed annually. However, if they are activated in response to an incident, they will be revised at that time and following a debrief to incorporate any lessons identified.



13. When was your Major Incident/Emergency Plan last updated to reflect any organisational changes and essential plan contacts?

	The Major Incident Procedures were updated and formally re-launched in November 2024, as referenced in point 12.

A comprehensive set of emergency response procedures, including those for major incidents, is in place to address the various scenarios classified under major incident/emergency response. The review and oversight of these procedures are managed through a digital dashboard (Appendix 2).
Staff contact details are regularly maintained and are an integral part of the F24 rapid communication system and major incident activation process. To maintain effectiveness, major incident communication exercises are conducted at least quarterly. These exercises incorporate a variety of scenarios and are carried out both during and outside of standard working hours. A report of each exercise is compiled and reviewed during EPRR Strategy Group meetings.
Staff contacts are purposefully stored separately from the Major Incident Procedures. Following each review of the procedures, the F24 system is also cross-checked to confirm that all action card owners are accurately recorded. Additionally, each Service maintains its own internal personnel contact list.




14. Do you have resilient activation systems, action cards and suitably trained and equipped staff to provide for a 24-hour emergency response to support your Major Incident/Emergency Plan? 

	
	YES  X     
	


15. If NO, what are the gaps and how are these being addressed?
Supporting Information:
	This information supplements the detail provided in point 11 and serves to highlight the HBs EPRR priorities. Appendix 3 outlines the current training status for Silver and Gold Commanders, while Appendix 4 presents the focused training schedule for 2025, aligned with these priorities.

The HB’s major incident response is underpinned by key thematic elements, with supporting action cards developed for various departments and roles. These include Switchboard, the Emergency Department, medical and surgical teams, tactical and strategic command, support services, and relatives’ care teams.

As referenced in point 13, quarterly communication exercises are undertaken both during and outside of regular working hours. These often coincide with Welsh Ambulance Services NHS Trust (WAST) major incident communication exercises. The F24 rapid communication system supports these exercises and includes three methods of contact for action card holders; telephone, text, and email, with real-time response tracking. Staff contact details are regularly updated, with designated leads from each service responsible for maintaining accuracy. A portion of operational staff also belong to a CISCO phone group, and a small number are contacted manually. These combined methods constitute the full call-out system.

Following each exercise, or if activated due to a live incident, the process is reviewed and refined as appropriate. The Switchboard lead  compiles a report, which is then discussed, and the appropriate actions are followed up at EPRR Strategy Group meetings. Additionally, a dedicated Gold Major Incident WhatsApp Group provides an immediate alert mechanism for Gold Team members in the event of a declared major incident, business continuity event, or critical incident.

For Local Resilience Forum Strategic and Tactical Coordination Group (SCG/TCG) activation, a separate system; Gov.net is used, providing text-only alerts. To facilitate this, the HB Switchboard is equipped with a dedicated mobile phone and supporting Standard Operating Procedure (SOP).

The HB maintains an EPRR Training and Exercising Strategy and Programme, with a structured and comprehensive training schedule for 2025. Training priorities are driven by identified needs, cross referencing to high risks, learning from previous incidents and debriefs and following the internal EPRR workshop, held in January 2025, (see point 11). Alongside the communication exercises, additional training includes:

· Gold and Silver Commander training

· Loggist training

· Various emergency response plan familiarisation and live simulation sessions

· Cyber security training

· Counter Terrorism Awareness

· Tabletop exercises to test specific plans 
· Delivery of the ‘Floor Game’ to explore demand, capacity, and incident response

(See Appendix 4 for the full schedule.)

Each training session incorporates a self-assessed, competency-based component aligned to the Skills for Justice Occupational Standards and national EPRR and resilience competencies.

Records of EPRR-specific training attendance are maintained, and integration with the Electronic Staff Record (ESR) is currently underway in collaboration with Learning and Development colleagues. Once implemented, all EPRR training will be logged in individual staff records. A prerequisite for booking any EPRR training via ESR will be the completion of the ‘Introduction to Emergencies’ e-learning package. Although this is currently encouraged, it will become mandatory for progressing bookings.

Some training, including the ‘Introduction to Emergencies’ module, will be delivered via e-learning. Work is ongoing to make this training mandatory for all HB staff. Additionally, the HB Digital team circulates monthly cyber-awareness videos as part of ongoing staff development.

The HB also prioritises multi-agency collaboration, nominating representatives to attend Wales Gold and Silver Command training and regional partner exercises. Participants also attend relevant seminars, with highlight reports produced and shared. These reports are reviewed within the EPRR Strategy Group, and any examples of good practice are used to enhance HB’s training and exercising programmes.



NATIONAL SECURITY RISK ASSESSMENT (NSRA)

The following sections focus on preparedness and risks in relation to some of the highest rated risks within the NSRA and Wales Risk Register. Your organisation’s responses to these questions will inform the NHS Executive’s programme of work in these areas with a view to improving assurance and resilience across NHS Wales. Please provide any supplementary information in support of your responses below.
Threat Mitigation/ Security 
16. Does your organisation have written procedures that may be needed to respond to a change in threat level to critical?

YES:  This is a joint procedure with HDUHB and this was jointly reviewed: June 2024

17. When was your organisation’s Lock Down arrangements last worked through or tested? 

	Dates
	Details of what was undertaken

	March 2024
April 2024

09.05.24

July 2024

November 2024

April 2024

31.12.24

07.04.25


	Lockdown walk through exercise at Neath Port Talbot Hospital to test their updated lockdown procedure.

Walk through undertaken of identified rendezvous points for the purpose of emergency service response and to identify location of Girder boxes to hold key information for response by Police, F&R and WAST

Morriston whole site lockdown walk through

Singleton Hospital undertook a walkthrough of their updated lockdown procedure 

MH&LD have undertaken some lockdown exercises to test areas within their sites

Live lockdown required at Neath Port Talbot Hospital MH facility due to a contaminated casualty incident

Live incident at Neath Port Talbot Hospital that required site lockdown including the MH facility located on the site

Lockdown exercise at Morriston ED


18. Were any issues identified as a result and if so how has / is your organisation addressing these?

	Following the various walk-through of lockdown procedures and during the process of invoking procedures due to live incidents, the next steps have been undertaken:

· Updated procedures including BCPs incorporating identified learning, including enhancing C&C, escalation, and activation processes

· Some estate issues have been identified include securing/repairing measures in a number of areas where only partial lockdown has been achieved

· Further incorporation of Counter Terrorism guidance and toolkits

· Mechanism for a ‘voice over’ alert for all telephones in the event of an immediate lockdown requirement

· Additional awareness, training and exercising identified
· HB Security Group in place to oversee and receive updates on procedures, exercises, and issues




Power Outage
19. Do your business continuity arrangements include response arrangements for maintaining critical services in the event of a major power outage?
YES: These form part of each service BCM process, including Estates. There is currently not a specific HB BC Procedure for power outages.

20. Please describe the preparedness actions the organisation has undertaken over the last 12 months (e.g. protocols, guidance, exercising etc) to respond to a major power outage?

	Risks and Mitigations Associated with a Major Power Outage:

A major power outage poses significant risks to the organisation. While the impacts may vary depending on the duration and extent of the outage, potential consequences include, but are not limited to:

· Compromise to patient care and safety

· Disruption to services across both acute and community care settings

· Failure or unavailability of clinical systems

· Cascading loss of other essential utilities

These risks are aligned to the following NSRA/WRP themes:

· Geographic and diplomatic
· Accidents and systems failures
As highlighted in Point 10 (EPRR Risk Register) and Point 11 (EPRR Work Programme Priorities), this risk is formally recognised. Monitoring was previously at a national level, but this is now devolved. 
Regional and national initiatives are currently underway to address this risk, with updated recommendations issued to each Local Resilience Forum (LRF) as part of the ongoing risk review. The HB EPRR function is engaged with these developments and will align local planning accordingly. In addition to service-level BC planning, the establishment of a HB-wide response framework is anticipated. A Task and Finish Group is expected to be convened shortly, chaired by the new Assistant Director of Estates to support this work.

Mitigations and Preparedness Activities: 

In the interim, the HB has established emergency response procedures, including a business continuity and critical incident management framework, which allow for service risk assessments across five key themes. These include identification of relevant mitigations and response capabilities if there is disruption to:

· Staff
· Premises
· Supplies
· Utilities – with specific inclusion of power outage scenarios

· Services
A dedicated Estates Strategy and Risk Register are in place and reviewed at management board level. The Estates Risk Register is currently under review. This ensures organisation wide mitigation priorities are identified and progressed. 
Routine generator testing is conducted and “Black Start” exercises have been undertaken at Singleton/NPT Service Group to test resilience. There has not been a Black Start exercise run at Morriston for some time and this is planned for October 2025. There is regular testing at Tonna Hospital, (MH facility) following a live incident. However, vulnerabilities remain, notably related to an aging estate, inadequate servicing, and the available capacity for ensuring that electrical infrastructure is monitored proactively, and these are escalated to and addressed at HB strategic level.
In February 2025, Sub Station 2 at Morriston Hospital failed and electrical supply was maintained via a generator for an extended period. Sub Station 2 provides the electrical supply to theatres, Critical Care, Cardiac and Renal services. NWSSP SES have investigated, and the HB will be following up on recommendations and lessons identified.
The HB also participated in the national Exercise Mighty Oak, which specifically examined the impacts of National Power Outage (NPO) scenarios. In response, an internal Energy Insecurities Group was established to assess associated risks. While this group has since stood down, its outputs have been transferred to the EPRR Strategy Group action log. The group can be reactivated as needed to progress further work, including the development of a dedicated HB NPO Framework as noted and this will be reviewed with the new Assistant Director of Estates.
Widespread power outage scenarios are included as standard elements in EPRR training sessions, including Gold and Silver Commander courses. Furthermore, such scenarios are incorporated into business continuity exercises scheduled for 2025, focusing on response to high-impact risks.

Following both live incidents and simulation exercises, outcomes and lessons identified are documented and included in the HB’s Lessons Identified Register. These are routinely reviewed by the EPRR Strategy Group and used to inform updates to service level BC plans.


21. What are the key risks to your organisation in respect of a major power outage and how are you mitigating these? Please provide details of key vulnerable sites / facilities, how these have been assessed and dates of last assessments.
	See point 20 above.


	


Mass Casualty Incidents
	The Wales Mass Casualty Arrangements are incorporated within the Health Board’s Major Incident Procedures. The Head of EPRR is part of a small, dedicated subgroup responsible for reviewing and updating these arrangements. The current version (Version 4, dated September 2023) reflects key updates, including alignment with the Major Trauma Network and the implementation of the initial 2-hour casualty capacity dispersal plan.
Following Exercise Pen Y Darren in October 2023, further refinements to the plan were identified. The same subgroup continues to lead this work. It is expected that the revised Arrangements will be presented to the Emergency Preparedness Advisory Group (EPAG) in July 2025 and submitted as part of the updated governance processes under the NHS Executive.

Key areas requiring additional development include early oversight and information sharing, improvements in patient tracking, and revisions to the secondary transfer plan.

Additionally, the initial 2-hour dispersal plan will undergo further testing during a Major Trauma Network exercise scheduled for September 2025. This exercise will further inform the capacity across Wales required to respond to a declared mass casualty incident. This exercise may identify potential limitations to a timely response, such as resource constraints, inter-agency coordination delays, transport logistics, and real-time communication challenges, albeit these points have been addressed in the revised version of the Wales Mass Casualty Arrangements.


	


22. Please describe how your emergency planning arrangements ensure your organisation can appropriately respond to a Mass Casualty incident in line with extant Mass Casualty guidance, outlining any limiting factors that could affect timeliness of response.
Cyber Resilience
23. Do your business continuity arrangements include written procedures for responding to a cyber-attack / ICT incident impacting across the organisation?








YES  x
24. Has your organisation assessed the risk of a Cyber-attack and identified mitigating actions for the vulnerabilities highlighted? Please provide details.
	Yes, Digital Services are a key ‘cross cutting’ service This again is a risk within one of the key BC themes as noted above. Digital Services have a suite of business continuity plans in accordance with their risk impact analysis and include the mitigations for cyber resilience. In addition, each service is also required to assess the risks and consequences of loss of digital systems, (for whatever reason including the risk of a cyber-attack) as part of their BC management process. There are also a series of Cyber related awareness videos delivered by the Digital Team and are rolled out monthly and there is a specific Cyber e-learning package.
There is a Cyber Security Risk noted on the Health Board Risk Register and an agreed Risk Appetite statement.
The HB cyber resilience team are linked to national Cyber resilience structures and associated assurance audit processes. The EPRR Digital representative provides an update on Cyber resilience in EPRR Strategy Group.


	


25. Please describe the preparedness activity the organisation has undertaken in the previous 12 months (e.g. protocols, guidance, exercising etc) to build its cyber resilience.
	Digital Services are continuously working on improving cyber resilience and undertakes numerous activities to further this:

· Working with the Cyber Resilience Unit who report to Welsh Government, yearly assessments against the Network and Information Systems Regulations are carried out with monthly meetings to monitor feedback and any actions identified.
· Monthly backup recovery testing is undertaken to exercise backup recovery.
· Estates carry out black start power testing on a regular basis, supported by Digital to ensure IT resilience in the event of loss of power.
· Swansea Bay HB are also members of the local WARP and South Wales Local Resilience Forum and participate in joint exercising and training within these groups.



Communicable Diseases and Pandemics 

26. Do your business continuity arrangements include plans to respond to a new pandemic?
	Yes. As noted in previous sections, we have a comprehensive suite of emergency procedures in place to respond to a variety of incidents, including “rising tide” emergencies. This includes a specific HB area Pandemic Tactical Procedure, which is multi-agency in nature and currently tailored to the HB region, alongside an operational response procedure.
The Communicable Disease Outbreak Plan for Wales is to be used as the framework for managing all communicable disease outbreaks with public health implications across Wales. The HB Public Health Team are included within the activation and arrangements of the plan.
The HB Health Protection Group initiated a revision of the Pandemic Tactical Procedure during 2024; however, progress has been on hold pending updated national guidance. Once received, this guidance will inform the next phase of updates. In the meantime, the Chairs of the LRF Health Sub Groups have met, and work is underway to develop a standardised template procedure for each LRF, moving away from regional-specific tactical plans.

During this period, the SWLRF Health Group and its subgroups were temporarily stood down for a governance review, but the group is scheduled to reconvene in early May, at which point development of the LRF Pandemic Tactical Procedure will continue through this forum.

In relation to the HB Pandemic Response Procedure, a Task and Finish Group will be established to review and update the procedure. Insights and lessons identified from national exercises such as Solaris and Pegasus will be incorporated into this work.

Additionally, national resilience reviews are ongoing and will be factored into the updated procedures, recognising that pandemic responses require both national and international coordination.

The HB Business Continuity Management (BCM) process will be activated during any emergency to support the continued delivery of essential services. As outlined in point 20, all services have developed Business Continuity Plans (BCPs) after assessing their risks across five key themes. A pandemic affects all five of these themes, and each service is expected to have suitable mitigation measures in place, supported by overarching HB response arrangements.


	


27. What are the major risks in terms of your organisation’s resilience / capabilities to be able to respond to a new pandemic? 
	This is recognised as a critical risk on both the NRSA and WRP risk registers and HB EPRR risk register, with the following key sub-components/themes that are routinely considered as part of BC management and for services to assess the risks in order to develop their procedures:
Workforce Availability

· High absenteeism due to illness, isolation, or caregiving responsibilities.

· Mental health impacts leading to reduced productivity or burnout.

· Reduced access to specialist or critical staff due to sickness or redeployment.

2. Supply Chain Disruptions

· Shortages of essential goods or services, especially PPE, IT equipment, medications

· Delays in delivery due to transport restrictions or international supply interruptions.

· Single-source dependencies becoming critical points of failure.

3. IT and Infrastructure Challenges

· Over-reliance on digital platforms that may not scale under increased remote working.

· Cybersecurity risks, including phishing or ransomware, targeting vulnerable remote setups.

· Reduced onsite Digital support to maintain hardware, servers, or secure networks.

4. Communication Breakdowns

· Inconsistent or unclear messaging leading to confusion and misinformation.

· Reduced access to face-to-face briefings or meetings, particularly in frontline roles.

· Delays in cascading critical information internally and externally.

5. Leadership and Governance Strain

· Response fatigue among leadership and incident response teams.

· Decision-making bottlenecks due to overwhelmed command structures.

· Lack of coordinated multi-agency response, especially if national and local policies differ.

6. Financial Strain

· Revenue loss from service disruption and increased demand.

· Unexpected costs (e.g. sick pay, emergency procurement, digital infrastructure).

· Delays in funding or reimbursements from external partners or government schemes.
7. Legal and Regulatory Compliance Risks

· Challenges meeting compliance obligations due to reduced resources or altered priorities.

· Exposure to liability if health and safety responsibilities are not met.

· Changing regulations that require rapid adaptation (e.g. data protection, public health mandates).

8. Operational Disruption

· Inability to access key sites or equipment due to lockdowns or staff shortages.

· Reduced service delivery or quality.

· Disruption to business-as-usual processes such as recruitment, training, audits, etc.

9. Reputational Risk

· Perceived lack of preparedness or transparency could damage stakeholder trust.

· Negative public/media attention if services are seen to fail or act irresponsibly.

10. Inequitable Impact Across Services

· Vulnerabilities in high-dependency services (e.g. healthcare, social care, logistics).

· Widening inequality if certain teams, departments are disproportionately affected.

· Provision of Negative Pressure isolation rooms, currently there are two within the HB.

	


28. Following the preparedness activity colleagues across NHS Wales undertook during 2024, please describe the organisation’s priorities for 2025/6 in relation to HCID preparedness. 
	HCID preparedness within the Health Board will be integrated into the updated Pandemic Response Arrangements, as outlined in point 26.

Processes were tested in December 2024, and a report capturing the outcomes was produced. The resulting actions have since been tracked and monitored by the HB HCID Group.

For 2025/26, the organisation will continue to prioritise preparedness through the following key activities:

· Completion, monitoring, and closure of outstanding actions on the current HCID action tracker, including:

· Ongoing training focused on the correct procedures for donning and doffing PPE, there remains to be limited trainers for delivery.
· Targeted communication and activation exercises to test specific elements outlined in relevant action cards.
· Maintenance of a live SharePoint platform to ensure current plans, guidance, and information are readily accessible.
· Continued follow-up on identified national coordination and escalation pathways.
These actions are aimed at ensuring sustained readiness and effective response capability in the event of an HCID incident.


CBRN 

29. Do your business continuity arrangements include plans to respond to a chemical, biological or radiological incident? 
	Yes. As outlined in earlier sections, we have a comprehensive suite of emergency procedures designed to respond to a wide range of incidents, including "rising tide" scenarios. These procedures specifically cover CBRN (Chemical, Biological, Radiological, and Nuclear), Hazardous Material (HazMat), and Individual Chemical Exposure (ICE) incidents.

We have an established Contaminated Casualty Procedure which outlines the HB command structure and includes corresponding action cards. In addition, we maintain a Distribution of Countermeasures Procedure to support response efforts. There is also cross reference to the HB Pandemic Procedure and in particular the High Consequence Infectious Disease preparedness.
The Contaminated Casualty Procedure was activated in response to a live ICE incident at a MH facility at Neath Port Talbot Hospital in April 2024. Lessons identified during this event, included in a report, were incorporated to strengthen the HB procedures. A live exercise was subsequently conducted on 10th April 2025 to test the revised approach. A report on this exercise is currently being compiled, with further refinements anticipated based on the outcomes. In addition, the Head of Radiation Physics has reviewed the radiation protection elements and further training is planned during June, specifically for this component.
The Service BCPs would also be activated in parallel with any emergency response. As referenced in point 27, these procedures are designed to maintain the delivery of key services during disruptions. Each service evaluates risks under five core themes, enabling them to implement specific mitigations, such as those addressing loss of premises or personnel, in the event of a CBRN incident.

	


30. Please describe the actions undertaken over the previous 12 months to ensure the organisation can respond to a CBRN incident.

	Please see point 29.

In addition, the following will be undertaken to further strengthen resilience:

· Maintenance of the Procedures.
· Continued delivery of specialist training, e.g. chemical suit application, decontamination processes, radiation protection principles.
· Continued focussed preparedness in response to a High Consequence Infectious Disease incident.
· Continued maintenance of dedicated decontamination facilities, detection equipment, PPE.
· Continued engagement with national and regional planning, in particular in relation to pandemic preparedness.
· Seek to undertake an exercise to test the Distribution of Countermeasures Procedures, previously live tested in October 2018.



31. What are the key risks / vulnerabilities for your organisation and how are you addressing these?

	The risk of a CBRN (Chemical, Biological, Radiological, and Nuclear) incident is classified as a catastrophic risk and included in the NRSA within the Terrorism, Cyber and State Threat theme. As noted in point 10 the EPRR risk assessment process is aligned to the NRSA and WRP registers, and the preparedness includes the capability to respond to these risks/threats.

The following measures are routinely integrated into Emergency Preparedness, Resilience, and Response (EPRR) plans to reduce vulnerabilities:

· Maintaining a comprehensive understanding of current threat intelligence.
· Implementing dedicated CBRN emergency response protocols that are current, tested, and distinct from general Major Incident Procedures.
· Providing ongoing specialist training, as referenced in point 30, which presents challenges due to its delivery at the operational clinical level.
· Ensuring all facilities, equipment, and PPE are properly maintained according to specified standards.
· Sustaining interagency cooperation and alignment with national preparedness efforts.
· Ensuring decontamination and isolation facilities are readily accessible. A noted vulnerability is the limited availability of isolation facilities, with only two currently in place within the Health Board.
· Also, it was identified during a recent contaminated fatality incident that PPE training/stock is required specifically for mortuary staff following a chemical incident resulting in a fatality.



Training and Exercise

32. Does your organisation have robust arrangements for reviewing emergency plans that take account of lessons from incidents and exercises (including following the process set out in the NHS Wales Lessons Identified Register)? 

YES  X
Please describe these below and provide a copy of your lessons identified register if one is held locally.
	The Health Board (HB) maintains a comprehensive suite of emergency response procedures. These are subject to regular review, with oversight managed through a digital EPRR dashboard (refer to Appendix 2). The dashboard provides a visual representation of the current status of each procedure, using a Red-Amber-Green (RAG) rating to indicate compliance and review timelines. Ongoing collaboration with the HB Digital Team is focused on further enhancing this dashboard to include functionality for recording when each procedure was last tested, updated, and is next due for review.

Following any activation of emergency procedures, whether through live incidents or exercises, the identified learning from the respective debriefs inform the revision of relevant procedures. Any lessons identified through these activities are recorded in the HB's Lessons Identified Register (see Appendix 5). Where applicable, key findings with wider relevance are also shared through the NHS Wales Lessons Identified Register in accordance with national protocols.

In support of continuous improvement, all recent exercise and incident reports have been reviewed to ensure that any necessary updates to procedures, training, or the broader EPRR programme are captured and actioned. Additionally, the EPRR Lessons Identified Register was reviewed and discussed as part of the EPRR Workshop held in January 2025, as documented in point 11.

	


33. Please provide the dates during 2024/25 when your organisation tested its Major Incident / Emergency Plan, through:
a. Carrying out a communications/activation test every six months. Please provide details below
	Dates
	Details of communications/activation test undertaken

	29.02.2024

26.04.2024

20.07.2024

25.11.2024

25.03.2025

11.02.2025
23.04.25

	The dates represent the MI Communications tests instigated by WAST. The HB has followed on with each for its’ testing schedule for internal major incident communications (activation & standdown). 

Internal MI Standby activation and standdown test following a recent review and update of HB MI Procedures.

Major incident standby notification following alert by WAST.
Exercise reports are completed following each test and any required actions/mitigations are undertaken and tracked in EPRR Strategy Group.



b. Carrying out a tabletop training exercise within the last year. Please provide details of the nature of all exercises below
	Dates
	Details of tabletop training exercise

	19.09.2024

07.10.2024

24.04.2024

12.06.2024

10.07.2024

04.09.2024

09.10.2024

06.11.2024

04.12.2024

19.04.2025

09.04.2025

22.04.2024

30.06.2024

12.11.2024

12.02.2025

30.04.2025

23.04.2024

25.06.2024

27.08.2024

22.10.2024

13.12.2024

10.04.2025
	Gold commander training / exercises:

· To train and exercise Gold Commanders in establishing Strategic (Gold) Command for NHS organisations, following health board emergency response processes and the JESIP interoperability principles.
Silver commander training / exercises:

· To examine and gain a comprehensive understanding of the roles and responsibilities of the Health Tactical (Silver) Commander and the Hospital/Incident Coordination Centre (H/ICC) in managing and coordinating emergency responses.
Loggist training / exercises:

· To provide an overview and training of the role, function, knowledge, and skills required for a Loggist during a major incident.

The Floor Game training / exercises:

· To develop ‘Clinical & Managerial leadership skills’ within the Multidisciplinary Team.
HCID live exercise:

· To test the SBUHB awareness & response to a potential/confirmed HCID case(s) presenting within the HB.  

Contaminated Casualty Procedures live / tabletop exercise: 

· To test the SBUHB Contaminated Casualties Procedure and the Health Board response in the event of a contamination incident.




c. Carrying out a major live or simulated exercise within the last three years. Please provide details below (include national and local exercises)
	Dates
	Details of major live or simulated exercises undertaken

	23.08.2022

24.08.2022

17.07.2023
11.10.2023

17.10.2023

01.11.2023


	C-19 Immunisation Centre BC exercise

PCCT BC Exercise

Morriston OPD relatives care centre MI exercise
Paediatric department MI exercise

Exercise Pen Y Darren – National Mass Casualty Exercise

Exercise ECHO 2 MI exercise testing all HB MI procedures

Please note the above only includes exercises and not when live incidents have occurred


34. Has your organisation had to initiate your major incident / emergency plan between April 2024 to March 2025?
	
	YES  X
	


a. If YES, what was the nature of the incident?
	Declared Major incidents

29.08.24: Major Incident declaration, Cardiff. Building evacuation, initially thought to be due to gas leak

Declared Business Continuity Incidents
· 25.04.24: Contaminated fatality within a MH facility at Neath Port Talbot Hospital

· 22.11.24: Fire at Taith Newydd Unit, Glanrhyd Hospital

· March 2025: Loss of Telephone and Network services




b. Were post-event reports produced for these incidents? YES  X
c.  If post incidents reports were produced, have these been shared with the Emergency Planning Advisory Group and any lessons identified uploaded on the Wales NHS Lessons Identified Register?

	For the Major Incident declaration: 29.08.25, there was a quick MI standdown notification. No patients were received, however the lessons identified from this incident were included in a ‘workshop’ held by WAST in September 2024 and in relation to MI activation. The review of this process remains ongoing and is discussed at all Wales NHS Pre-Hospital Group.

The Debrief reports for the three BC incidents as noted in section a above, have been forwarded to the NHS Executive. These reports are discussed in the HB EPRR Strategy Group, where the actions are tracked and monitored.



35. Have you undertaken an assessment of staff training needs in relation to your Major Incident /Emergency Plan?

	
	YES  X
	

	Please provide further information of the needs identified through this process.


	Further adding to the notes included in points 11 and 15 above.

Yes, an assessment of staff training needs in relation to EPRR has been undertaken. An up-to-date training and exercising strategy and schedule is in place (see Appendices 4), developed in response to identified learning needs. These needs are assessed through lessons identified from live incidents, procedure testing and both internal and external exercises and following assessment of evaluations. Training priorities are driven by the identified needs as noted and following the internal EPRR workshop, held in January 2025, noted in point 11 above.
Although EPRR is not currently a mandatory training requirement, ongoing discussions continue regarding the mandate of the “Introduction to Emergencies” e-learning module. This followed a Management Board discussion highlighting current challenges with EPRR awareness.

Training records maintained by EPRR personnel are documented and stored (Appendix 3). Additionally, individual services and staff manage operational level training records. A dedicated EPRR SharePoint site serves as a central repository for all relevant documentation and resources, including a specific section on training and exercising.
As noted above, we are also in the process of including all EPRR related training on the ESR platform and linked to individual staff records.
Each training session incorporates a self-assessed, competency-based component aligned to the Skills for Justice Occupational Standards and national EPRR and resilience competencies. Further work is underway to develop EPRR specific standards and competencies to support the HB delivery.



36. Do you have a staff training programme to support your Major Incident/Emergency Plan?

	
	YES  X (Appendix 4)
	

	Please provide further details including:

Please note that the figures are accurate as of the date of this report and that the training schedule follows a continuous delivery cycle
Number

Training Provider

Number of staff trained in Gold roles
19/24
SBUHB – trained or due to undertake the training in 2025
Number of staff trained in Silver roles
79/111
SBUHB
Number of staff trained in Bronze roles
N/A
N/A – see point 35
Number of your Executive Team who’ve attended Wales Gold in the last 3 years

18/24
SWLRF/WLDG – trained or due to undertake the training in 2025
Number of Senior Managers who’ve attended Wales Gold in the last 3 years

See above this includes Executives and Senior Managers who undertake Gold on call


	


37. Please provide details of any actions undertaken to prepare for the introduction of the Charter for Families Bereaved by Public Tragedy within your organisation. 
	The Charter for Families Bereaved through Public Tragedy was formally adopted by the Health Board in March 2025. This followed a series of three events held by South Wales Police which focused on:

• The phases of Preparedness, Response, and Recovery
• Learning from the lived experiences of those affected
• The initial Implementation phase

Although formal adoption has only recently occurred, the Charter’s principles are already reflected in the current Major Incident Procedures, including provisions for the Relatives Care Centre and related action cards. Standardised EPRR training has incorporated these elements, with action card holders receiving relevant training, and the Relatives Care Centre component having been exercised during 2023.

At present, a Health Board implementation proposal is under development for consideration at the June 2025 Board meeting. This proposal aims to strengthen and embed Charter principles into ongoing training programmes, including:

• Enhanced support during emergency response activation, focusing on resource deployment and bereavement support, with targeted training for action card holders and Relatives Care Centre teams.
• Improved approaches to care for the bereaved.
• Integration of the Duty of Candour into the wider organisational culture and behaviours.
• Continued promotion of compassionate leadership across emergency response structures.


Communication
38. Have relevant NHS organisations and partner agencies been consulted about any role they may have in your Major Incident/Emergency Plan?
	
	YES  X
	


Please provide details.
	Yes, relevant NHS organisations and external partner agencies are consulted regarding their roles in Major Incident and Emergency Procedures. The Health Board (HB) has an EPRR Strategy Group which includes assigned service leads from across the HB as well as representatives from external partners such as the Welsh Ambulance Services NHS Trust (WAST) and Public Health Wales (PHW).

The group operates under Terms of Reference that are reviewed annually to ensure continued relevance and alignment with best practices. Th governance structure includes an EPRR Strategy, work programme, risk register, lessons identified register, and a comprehensive Training and Exercising Strategy, Programme, and Schedule. Communication and collaboration are further facilitated via a dedicated EPRR email address and SharePoint site.

As part of the HB’s review processes, any partner agencies with a role in major incident response are formally consulted to ensure their responsibilities are accurately reflected and coordinated. This reciprocal approach is mirrored when other agencies develop or review their own emergency response arrangements, with the HB frequently asked to acknowledge and contribute to its identified role. Recently, the HB has advocated for a standardised approach to ensure consistent inclusion and presentation of such information across all agency response arrangements.




Assurance
39. Are you satisfied your organisation is fulfilling the principles required by the Civil Contingencies Act 2004 as described below? 
	
	YES       
	NO
	Please provide any further relevant information to support your answer

	1) Assess risks to inform your contingency arrangements
	X
	
	Evidenced in points: 
7,10,11,16,17,19,23,24,25,26,27,29,30,31

	2) Put in place Emergency Plans
	X
	
	Evidenced in points:
9,11,12,13,14,19,22,23,26,28,29

	3) Put in place Business Continuity Management arrangements
	X
	
	Evidenced in points:
9,10,11,14,16,19,23,26,27,29

	4) Share information with other organisations to enhance co-ordination and efficiency
	X
	
	In the areas of preparedness, response, and recovery, Health EPRR leads across Wales demonstrate a highly collaborative approach. They frequently consult one another for advice and often work together on the development of plans, as well as training and exercising packages. This collaboration naturally leads to regular information sharing.

Highlight reports are routinely exchanged among EPRR personnel during participation in national meetings, training sessions, and seminars. This spirit of collaboration also extends where appropriate to non-NHS organisations, including those based outside of Wales.

Resilience Direct is the primary secure platform used by all organisations for sharing information.



	5) Cooperate with other organisations to enhance co-ordination and efficiency
	X
	
	Evidenced in points: 
7,8,10,16,19,22,23,26,28,29,3336,37,38

Also as noted in point 4

	6) Have appropriate arrangement to warn, inform and advise the public/others, including in an emergency
	X
	
	Evidenced in points: 

8,12,22,23,26,27,29

The Health Board's Information, Communication & Engagement Team actively participates in both the SWLRF Warning and Informing Subgroup and the Welsh Government Communications Cell. A standardised process template has been developed, featuring pre-prepared communications for common emergencies, such as adverse weather and infection prevention and control (IP&C) incidents and incorporates examples of best practice from other organisations. Final approval of this template is currently pending.

Additionally, while there are Communications Action Cards in place for both strategic and tactical responses, and relevant guidance is included in the Major Incident Procedure, it has been acknowledged that a dedicated Crisis Communications Procedure is still required. This, too, is currently awaiting completion.

	7) Do you have an EPRR lessons identified, and lessons learned procedure within your organisation that feeds into EPAG?
	X
	
	Evidenced in points: 

7,10,11,34

EPRR Digital Dashboard, (Appendix 5)


Priorities
40. What are your priorities for 2025/26 to strengthen your organisation’s emergency planning, resilience, and preparedness arrangements? 
	Emergency Preparedness, Resilience, Response, and Recovery (EPRR) is a core component of operational readiness across SBUHB. Our ongoing priority is to adapt to an evolving risk landscape, ensuring EPRR remains fully embedded within organisational planning and delivery. This is achieved through a continuous, integrated management cycle, underpinned by risk assessment, inter-agency collaboration, stakeholder engagement, planning, information sharing, training, and regular exercising.

To build true organisational resilience, active engagement is required at all levels of the Health Board in the broader emergency management framework. Embedding EPRR into wider service planning is driven by the following principles:

· Anticipation
· Assessment
· Prevention
· Preparation
· Response
· Recovery
Updates are provided to the Health Board, detailing key achievements, challenges, and future actions in relation to EPRR. A further review of governance has changed the reporting structures in order to strengthen EPRR and to align with the seniority, scale, complexity, and volume of work. These include raising awareness further, improving training provision, and enhancing exercising strategies. A clear shift has occurred to a more proactive, risk-based, and prevention-focused approach, which has shaped the design and implementation of our EPRR training and work programme and to ensure there is the capacity and capability to respond to an emergency incident.

However, delivering this comprehensive programme remains resource intensive, both in terms of personnel and logistical support. Current EPRR infrastructure within the Health Board faces constraints, which are further compounded by the increasing expectations arising from the evolving NHS Executive functions and governance reviews undertaken by Welsh Government Resilience Partnership and South Wales Local Resilience Forum.

Potential solutions to support the delivery of EPRR priorities include:

· Clarifying the national role and scope of EPRR

· Embedding nationally agreed EPRR standards and competencies

· Introducing consistent Pan-Wales Response Procedures to minimise duplication, particularly at the regional level
· Retaining a once for Wales approach for all agencies in terms of risk assessment
· Creating a centralised training and exercise delivery unit

· Mandating EPRR training across Wales, including integration into staff induction programmes to promote awareness and build preparedness from the outset

As referenced above, steps are already being taken towards mandating the “Introduction to Emergencies” e-learning package to support this objective.

The outcomes of the Civil Contingencies Wales Resilience Partnership review has contributed to the development of a more robust Wales Resilience Framework and delivery plan. Additionally, the findings of the Pandemic Public Inquiry (Module 1) and further direction from the NHS Executive will likely introduce a more transparent and unified national approach to EPRR. This will necessitate enhanced collaboration, strengthened partnerships, and increased resource commitments at local and regional levels.

SBUHB continues to operate in a highly dynamic environment, where complex and frequent challenges place increasing demands on EPRR services. Managing a demanding work programme, with a strong emphasis on preparedness, alongside the need to deliver effective emergency response, continues to present a significant challenge, underscoring the critical need for sustained investment and to ensure EPRR is viewed by the organisation as a key strategic pillar essential to its resilience and service continuity.
	


When submitting the completed report, please include an electronic copy of the following:
· your current Major Incident /Emergency Plan;
SBUHB Major Incident Procedures will be forwarded separately and will include the following:

· SBUHB Overarching Major Incident Procedure
· SBUHB Morriston Hospital Major Incident Procedure
· SBUHB Neath Port Talbot Major Incident Procedure
· SBUHB Singleton Major Incident Procedure
· SBUHB Burns Major Incident Procedure
· an organisational chart setting out your organisation’s emergency preparedness structure; 
· Appendix 1
· a copy of your local EPRR risk register where available; 
· Appendix 6: Capacity and Capability Assurance

· an organisational chart setting out your organisation’s emergency response structure;
· Included in the SBUHB Major Incident Procedures
· any additional information you wish to share which demonstrates your organisation’s preparedness for the risks described above.
Whilst organisations are not required to submit Board approved reports, please provide confirmation of the date the report will be considered by your Board within your submission. 
Completed and signed report forms with any attachments to be returned by 31 July 2025. 

By email to:
Sophie.Barrett@wales.nhs.uk  
Appendices

Appendix 1 - Organisational chart setting out your organisation’s emergency preparedness structure

[image: image4.emf]Appendix 1  20240402_P&P Team Structure_V12 - updated February 2025.docx


Appendix 2 – Emergency Response Plans Dashboard

[image: image5.emf]Appendix 2 - SBUHB  Emergency Response Plans.docx


Appendix 3 – EPRR Training Dashboard – Gold and Silver Commander Compliance

[image: image6.emf]Appendix 3 - SBUHB  Gold & Silver Commander Training – EPRR Dashboard.docx


Appendix 4 – EPRR Training Schedule, Strategy and Learning Prospectus 2025
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Appendix 5 – EPRR Lessons Identified Dashboard
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Appendix 6 – EPRR Risk and Preparedness Register – Capacity and Capability Assurance – based on common consequences
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April 2025

2023

		EPRR T&E Calendar 2025



				1		2		3		4		5		6		7		8		9		10		11		12		13		14		15		16		17		18		19		20		21		22		23		24		25		26		27		28		29		30		31

		January









		February 

		SBUHB Silver Commander course																																						S

		Loggist course																								L

		SBUHB Gold Commander course																										S

		Major Incident Standby Communications test																						MC

		March 

		CT Police Wales TTX - Swansea.com stadium																																																				NE

		SBUHB Silver Commander course																																						S



		Flogas COMAH Exercise																						CE																																														EP		Emergency Response Procedures exercise

		SWLRF Structured Debrief Course																																						DB		DB

		Exercise Icarus - SWLRF DVI 																						NE																																														F		The Floor Game



		April 

		SBUHB Silver Commander course																		S																																																		S		SBUHB Gold Commander course

		Loggist course																																																												L								W		SWLRF All Wales Gold course

		Contaminated casualty Exercise																				EP

		Exercise Solaris (SWLRF Regional Pandemic)																																																												NE								S		SBUHB Silver Commander course

		May																																																																				W		SWLRF All Wales Silver course

		The Floor Game																																F

		SBUHB Silver Commander course																																										S																										L		Loggist 

		SBUHB Gold Commander course														S

		PCTSG BC Exercise 																																												B																								C		CT Sessions

		Counter Terorism Awareness (HQ)												C

		June																																																																				M		MI Procedure Exercises

		SBUHB Silver Commander course																																				S

		Counter Terorism Awareness (Morriston SDG)																				C																																																B		BC TT Exercises 

		MH&LD BC Exercise 																								B

		SWLRF All Wales Silver course																																		W				W

																																																																						A		MI Action Card Walk / Talk Through

		July

		The Floor Game																																				F																																MR		MERIT Course

		SBUHB Silver Commander course																																														S

		Loggist course																																L																																				CO		 Conferences

		SBUHB Gold Commander course																				S

		Counter Terorism Awareness 																														C																																						NE		National Exercises

		T&A MI action cards walk through exercise																																																M

		MH&LD BC Exercise 																B

		August

																																																																						MA		MI Awareness Session



																																																																						CE		COMAH Exercises



		September																																																																				MC		Major Incident Communications test

		The Floor Game																																						F

		SBUHB Silver Commander course																																		S

		Counter Terorism Awareness 																																C																												C



		October

		SBUHB Silver Commander course		S																																										S

		Loggist course																														L

		SBUHB Gold Commander course

		SWLRF All Wales Gold course																W		W

		Counter Terorism Awareness 																												C

		November

		The Floor Game														F

		SBUHB Silver Commander course																																						S



		December

		SBUHB Silver Commander course						S
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Foreword
Swansea Bay University Health Board, (SBUHB)

Swansea Bay University Health Board recognises the need for training, learning and development of
employees so that modern, effective, and efficient community centred services can be delivered
under all circumstances.

To achieve this, the Emergency Preparedness Resilience and Response, (EPRR) Training and
Exercising Strategy has been developed along with an underpinning awareness, training, and
exercising plan, to ensure suitable and sufficient training is in place within the EPRR setting. This will
provide appropriate development opportunities for staff in performing emergency and major incident
response roles.

Training must support the development of staff so that they improve their knowledge, skills, and
abilities; this enables them to achieve their full potential in their individual roles, when responding to
an emergency.

SBUHB employees work in ever changing critical environments. Individuals may be required, at any
time, to respond to a wide range of emergencies. SBUHB has a duty to ensure employees have the
necessary skills, knowledge and understanding to fulfil the vast array of operational demands placed
upon them, and to develop a safe and competent workforce.





Un Bae Ary Cyd 9&9 g‘w;dAd bx:gmmwou
S Bay Universi
One Bay Way INHS Swansea Bay University

1. Introduction

SBUHB must be capable of responding to incidents of any scale, in a way that delivers optimum, safe
care and assistance to those affected, minimises the disruption to business and brings about a timely
return to ‘business as usual.’

The Civil Contingencies Act (2004) requires NHS organisations to show that they can deal with such
incidents while maintaining services.

SBUHB is a Category 1 responder under the Civil Contingencies Act, 2004. This means that
SBUHB has a number of civil protection duties, which it is legally obligated to deliver. Category
one responders have responsibilities in six specific areas, which are:

1.1. Risk Assessment

e Assess the risk of emergencies occurring within their area and use this to inform contingency
planning.
e Collaborate with other organisations to compile community, local or national risk registers.

e Ensureinternal corporate risk management processes to include risks to continuation of
services.

The development and delivery of training will consider the most significant risks identified within
Local, National, Corporate and EPRR Risk Registers; this will ensure emphasis on the highest risks
that may affect the Health Board and mitigation of these risks by the training provided. In addition, the
EPRR Lessons Identified register will provide complementary focus for specific training areas. The
lessons identified register has mapped lessons from previous incidents and exercises, these have
been analysed to ascertain training needs and will inform the training programme.

1.2. Emergency Planning

e Ensure emergency plans are in place in order to respond to emergencies linked with relevant
risk registers.

e Ensurevalidation and exercising of emergency plans.
e Ensure appropriate senior level command and decision making 24/7.

e Ensure appropriate Incident Coordination Centre (ICC) facilities to control and coordinate the
response to an emergency.

e Ensure relevant response staff are trained to an appropriate level for their role in response.
e Ensurerobust communications mechanisms.

To ensure emergency plans are tested and further developed to meet the needs of SBUHB, a
programme of testing and exercising will be implemented to confirm an effective response to
incidents and emergencies. Further opportunities to test elements of SBUHB plans will present when
multi-agency partners develop exercises to test agency/service specific plans, (this will happen on an
ad hoc basis and will be resourced appropriately considering capacity within SBUHB at the time).

1.3. Business Continuity Management

e To maintain procedures to ensure that they can continue to deliver their functions in the event
of an emergency as far as is reasonably practicable.

6





Un Bae Ary Cyd 9&9 g‘w;dAd bx:gmmwou
S Bay Universi
One Bay Way INHS Swansea Bay University

e Assess both internal and external risks whilst developing and reviewing Business Continuity
Procedures (BCPs).

The testing and exercising of Business Continuity arrangements is critical to the successful delivery of
services should a business disruption occur. Business Continuity arrangements will be tested as a
core element of the training and exercising plan, which underpins this training strategy.

1.4. Co-operating With Other Responders

e Co-operate with other responder organisations to enhance coordination and efficiency when
planning for an emergency.

e Co-operate with other responder organisations to enhance coordination and efficiency when
responding to and recovering from an emergency.

The training and exercising (T&E) opportunities that exist in the multi-agency setting are many and
include opportunities to collaborate with partner agencies in meeting the training needs of SBUHB
and testing and exercising a range of procedures. This can be achieved by utilising the Local
Resilience Forum and Sub-group training and exercising calendar. Exercises and training developed
by the Wales T&E Group, Prepare Delivery Group, Health T&E Group, and other health
boards/organisations must be exploited to ensure learning and continuous development within
SBUHB; this will complement the training programme.

1.5. Communicating With the Public

e Maintain arrangements to make available to the public, information on emergency
preparedness matters.
e Maintain arrangements to warn, inform and advise the public in the event of an emergency.

Communication with the public should be at the forefront of procedures that exist to respond to
incidents and emergencies. SBUHB will fulfil its duty under the CCA 2004 to warn and inform the
public; training regarding this will take place, when appropriate, during SBUHB testing and exercising
and as part of a multi-agency media cell during larger scale exercises and training events.

1.6. Sharing Information

e Share information with other local responder organisations to enhance co-ordination both
ahead of and during an emergency.

Collaboration across all agencies involved in the response to an incident or emergency, at local level
or at national level, must include the sharing of available intelligence to inform the response.
Information sharing must not be restricted if a need exists, and the information will enhance the
response and improve outcomes. Training and exercising will provide opportunities to test
communications methods and systems. In addition, sharing of training and exercising material
across agencies, allows for increased resilience as good practice is conveyed and learnt.
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The delivery of high-quality services to the communities served by SBUHB is inextricably linked to the
training and development of the workforce within SBUHB. The aspiration of this training strategy is for
effective training, learning and development to have a positive impact on and contribution to
organisational improvement.

2. Scope and Applicability

This Strategy is applicable to all staff who have a part to play in the response to and recovery from
emergencies which can be a result of Business Continuity Disruptions or incidents that affect the
routine and day-to-day activities of the health board such as Major Incidents/emergencies.

3. Aim

This training strategy has been compiled to ensure consistency of approach in the delivery of EPRR
related training to staff who have a role to play in the response to, and recovery from incidents or
business disruptions within SBUHB.

This overarching strategy document must be underpinned by a robust training plan and applicable
legislation, guidance documents and processes to ensure training is undertaken that is relevant and
necessary. Appropriately focused training, specific to the needs of the target audience is critical to
the success of any organisation and thought must be given to what is essential training. Training that
enhances the abilities of individuals across SBUHB to respond to incidents and disruptive events
must be the priority for the EPRR team.

This EPRR Training Strategy provides staff with a framework to ensure guidance and direction in
achieving competence within the required elements of EPRR. This Strategy supports staff in achieving
competence within the EPRR arena. It will support the development of the skills, knowledge and
understanding so that staff can operate effectively and with confidence during disruptive events and
major incidents/emergencies and operate safely and effectively in challenging circumstances.
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4. Objectives

The objectives of this document are:

e Tosupport atraining and development plan that will better equip SBUHB staff to respond to
incidents and emergencies

e Todevelop the leadership and decision-making abilities of SBUHB staff so that they feel
prepared to respond to incidents and emergencies.

e To develop a culture where EPRR training and development is embraced so that staff learn and
adopt current best practices.

e Toenable SBUHB to comply with the requirements of the Civil Contingencies Act 2004 and
EPRR Core Standards.

e To meet EPRR core and national standards

5. Underpinning Principles
Training and Values of SBUHB

This section considers a number of the drivers for specific training within EPRR; the values of SBUHB
should be considered within this strategy and also when developing distinct training products and
programmes of training so that all we do as a Health Board drives continuous improvement.

5.1. Our Values

Caring for each other — training packages are designed to ensure our response to disruptive
events are grounded in the above value. The welfare of patients, visitor, staff, and partner
agencies are considered prior to and during response.

Working together — working together is essential in the emergency response setting; we must
strive to collaborate and communicate effectively so that response arrangements are as mature as
possible. A team approach to EPRR is essential.

Always improving — improvement in response is at the core of this training strategy. An effective
response relies upon effective training and development aligned to testing and exercising of
response plans, where lessons identified are captured and actions derived to improve resilience.

5.2. Underpinning Principles of EPRR Core Standards and EPRR Framework

=  SBUHB has an appointed Executive Civil Contingencies lead who will have executive authority
and responsibility for ensuring the organisation complies with the legal and policy
requirements. The Executive Lead is the Director of Planning and Strategy. There is an EPRR
Team; Head of EPRR and EPRR Manager with part time administration support.

= Appropriate resources are allocated to meet the EPRR requirements.

e Suitable governance arrangements are in place for EPRR.

e Aculture of resilience is adopted throughout SBUHB which makes emergency

preparedness an intrinsic element across all aspects of the Health Board
9
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e EPPR delivery meets the requirements set out in NHS England Core Standards for EPRR.

e Incidentresponse arrangements are aligned to Joint Emergency Services Interoperability
programme (JESIP), where applicable.

e Proven competence and capability of staff is essential to ensure the Health Board is prepared
to effectively respond to incidents and emergencies (including Major Incidents); the training
plan that underpins this strategy will provide the assurance that suitable and sufficient training
and exercising are being delivered to prepare staff to respond.

e SBUHB works in partnership with multi-agency responders (category 1 and 2 responders) and
will ensure opportunities for collaboration in planning, preparation, training, and exercising are
grasped.

e The expectation to meet the civil protection duties

e Incorporating values of the Health Board

Procedures alone will not determine success; knowledge of those procedures and training in their
implementation is key to the successful response to any incident or disruptive event. Formal training
will ensure staff have the requisite skills, knowledge and understanding to manage the responseto a
disruptive event or incident and ensure the Health Board can:

e Protect the safety of patients, employees, and visitors

e Protect Health Board property and assets

e Minimise disruption to service and wherever possible ensure essential services are still
provided

e Minimise financial loss

e Ensure safety and preservation of confidential information, records, and drugs

e Facilitate restoration of normality including early return to normal service provision

6. JESIP: Interoperability Principles

The JESIP principles are critical to effective performance during the response to incidents; JESIP
principles should be embedded within organisations so that they become second nature during
response.

Whilst JESIP was initiated to ensure management of major incidents improved, the Joint Doctrine is
scalable, and the principles and models are equally relevant to day-to-day joint operations.

Whilst also acknowledging that emergency response is a multi-agency activity and the
resolution of an emergency will usually involve collaboration with other Category 1 and 2
responders, including Health.

JESIP sets out the way responders should train and operate and is built upon a common backbone
which defines terminology, principles, and ways of working. It also sets out guidance on what
responders should do and how they should do it in a multi-agency working environment, in order to
achieve the degree of interoperability that is essential to a successful joint response.

10
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JESIP principles will be utilised during training and exercising and during the production of training
materials; this willinform SBUHB planning & response, with the intention of aligning good practice to
internal processes to improve interoperability with other agencies and to improve collaborative
working within the organisation

7. Integrated Emergency Management

The principles of Integrated Emergency Management (IEM) as required by NHS England, will be
applied, and embedded in this training strategy. IEM will ensure there is a continuous cycle of activity
that will enable arrangements to be effectively maintained, continuously improved upon and ensures
that SBUHB is capable of dealing with threats and hazards, now and in the future.

Recover Anticipate
Integrated
Emergency
Respond Management Assess
Cycle
Prepare Prevent

s

11
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8. Roles and Responsibilities

8.1. Executive Civil Contingencies Lead

The Health Board designated Accountable Officer for Emergency Preparedness is the Director of
Planning and Strategy. The AO is responsible for the implementation of the EPRR agenda within
SBUHB, other responsibilities include: -

Ensuring that SBUHB is compliant with the EPRR requirements as set out in the Civil
Contingencies Act (2004) (CCA); the NHS planning framework and the NHS standard contract
as applicable;

Ensuring that SBUHB is properly prepared and resourced for dealing with a major incident or
significant incident;

Ensuring the SBUHB, and any providers they commission, have robust business continuity
planning arrangements in place which reflect standards set out in the Framework for Health
Services Resilience (PAS 2015) and ISO 22301

8.2. Head of EPRR

The Head of EPRR is responsible for providing assurance to the Accountable Officer, other
responsibilities include: -

Providing assurance to the Accountable Officer with the delivery of their duties for EPRR.
Ensuring the organisation meets its statutory obligations under the CCA and complies will all
relevant EPRR guidance for the NHS, including non-statutory guidance that accompanies the
CCA.

Maintaining an oversight of the delivery of EPRR training plan.

Promoting EPRR training amongst Senior Management Teams.

8.3. All Staff

All staff must have an awareness of EPRR, other responsibilities include:

Attend training appropriate to their potential roles.
To actin line with all EPRR policies and plans, where applicable.

12
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9. Expected Outcomes

Staff who have a role in the response to disruptive events and incidents, including Major Incidents
should feel confident in their abilities to respond to and recover from an emergency incident and be
competentinrole.

The main aspects of competence and the core components on which this strategy is based are:

e Technical skills; staff having the required skills, knowledge and understanding to perform
their duties.

e Management and leadership skills; setting direction, managing their allocated activities,

prioritising, and balancing the demands of the role and developing their confidence and
resilience.

e Working with others; problem solving and dealing with change in an organised, safe, and
systematic way.

e Multi-agency collaboration; working as part of a team and in partnership with other
agencies to reduce risk and safeguard communities.

The work programme and training plan that underpins this training strategy will seek to build upon the
above elements of competence to ensure staff are prepared to respond and feel confident in doing
SO0.

10. EPRR Standards

EPRR Core Standards

EPRR Framework

National Occupational Standards
NHS Core Standards

The NHS England Core Standards for EPRR are the minimum standards that NHS organisations and
providers of NHS funded care must meet.

To work safely and effectively in challenging environments, SBUHB staff should be able to use their
skills, knowledge and understanding of the EPRR Core Standards, the National Occupational
Standards (NOS), the EPRR Framework and the NHS Core Standards.

The links below provide further detail in relation to the EPRR Core Standards, EPRR Framework and
the Civil Contingencies National Occupational Standards. They identify the responsibilities that
SBUHB has in respect of training and exercising. A number of training specific standards and
expectations have been included below; these will guide EPRR training and exercising development
and delivery. In addition, the Cabinet Office NHS Core Standards specific to training have been
included for reference.

13
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10.1. EPRR Core Standards

https://www.england.nhs.uk/publication/nhs-england-core-standards-for-eprr/

The below are Core Standards that specifically reference training and exercising and these have
been utilised as a driver for the EPRR training programme.

10.1.1. Summary

1.

Vi.

The organisation carries out training in line with a training needs analysis to ensure staff are
competentin their role; training records are kept to demonstrate this.

The organisation has an exercising and testing programme to safely test major incident, critical
incident, and business continuity response arrangements.

Organisations should meet the following exercising and testing requirements:
® a six-monthly communications test

e annual table top exercise

e live exercise at least once every three years

e command post exercise every three years.

The exercising programme must:

¢ identify exercises relevant to local risks

* meet the needs of the organisation type and stakeholders
* ensure warning and informing arrangements are effective.

Lessons identified must be captured, recorded, and acted upon as part of continuous
improvement.

Strategic and tactical responders must maintain a continuous personal development portfolio
demonstrating training in accordance with the National Occupational Standards, and / or
incident / exercise participation

10.2. EPRR Framework

https://www.england.nhs.uk/wp-content/uploads/2015/11/eprr-framework.pdf

10.2.1. Summary

All individuals and organisations that might have to respond to incidents should be properly
prepared, including having clarity of roles and responsibilities, specific and generic plans, and
rehearsing arrangements periodically. All organisations should be able to demonstrate clear
training and exercising schedules that deliver against this principle.

Standards for NHS incident training are contained within the Skills for Justice National
Occupational Standards (NOS) framework and should be referred to when identifying staff
training needs.

14
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Training needs to be an on-going process to ensure skills are maintained; it is a fundamental
element of embedding resilience within organisations as part of the cycle of emergency
planning.

Plans developed to allow organisations to respond efficiently and effectively must be tested
regularly using a variety of processes, such as tabletop and live play exercises. Roles within

the plan, not individuals, are exercised to ensure they are fit for purpose and encapsulate all
necessary functions and actions to be carried out in an incident.

Organisations should consider exercising with partner agencies and contracted services
where the identified risks and the involvement of partner organisations is appropriate.

Learning from exercises must be cultivated into developing a method that supports personal
and organisational goals and is part of an annual plan validation and maintenance programme.

10.3. National Occupational Standards
SFJ Civil Contingencies NOS

10.3.1. Summary

Vi.

Vii.

viii.

Work in co-operation with other organisations
Share information with other organisations
Create exercises to practice or validate emergency or Business Continuity arrangements.

Direct and facilitate exercises to practice or validate emergency or business continuity
arrangements.

Conduct debriefing after an emergency, exercise, or other activity

Raise awareness of the risk, potential impact, and arrangements in place for emergencies.
Develop training sessions.

Prepare and develop resources to support learning

Develop and manage multi-agency partnerships.

15
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11. Cabinet Office NHS Core Standards

The Cabinet Office NHS Core Standards are a set of individual standards to establish a consistent
means for Local Resilience Forums (LRFs) and their constituent local responder organisations to
assure their capabilities and overall level of readiness. These standards intend to guide continuous
improvement against mandatory requirements, good practice, and leading practice. (Civil
Contingencies Secretariat Version 1.0 July 2018)

A number of the Cabinet Office NHS Core Standards directly influence the focus of
organisational training; these include:
i. National Resilience Standard # 5 INTEROPERABILITY

The LRF demonstrates a high level of interoperability between all emergency responder and
supporting organisations, as a means to ensure an inclusive, collaborative approach to Integrated
Emergency Management

ii. National Resilience Standard # 6 TRAINING

AU LRF members and supporting organisations are competent to fulfil their roles in emergency
preparedness, response, and recovery. Representatives of LRF organisations work together as a
matter of routine to understand each other’s roles and responsibilities, underpinned by a systematic
and sequential approach to individual and collective training, rehearsal, validation, learning and
improvement.

iii. National Resilience Standard # 7 EXERCISING

Members of the LRF and their wider partners develop and assure their resilience capabilities and
arrangements through an exercise programme that is risk-based, inclusive of all relevant
organisations and recognises the cyclical process of learning and continuous development.

iv. National Resilience Standard # 8 BUSINESS CONTINUITY MANAGEMENT

Organisations within the LRF are able to demonstrate a high level of resilience in their critical
functions and emergency response and recovery capabilities under the risk conditions set out in local
planning assumptions.

12. NHS Wales Health and Care Standards

The Health and Care Standards set out the Welsh Government's common framework of standards
to support the NHS and partner organisations in providing effective, timely and quality services.

The standard specific to EPRR is Standard 2.1

12.1. Standard 2.1 Managing Risk and Promoting Health and Safety

People’s health, safety and welfare are actively promoted and protected. Risks are
identified, monitored and where possible, reduced or prevented.

Risk management and health and safety are embedded within all healthcare settings and are
monitored to ensure continuous improvement.

16
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Access to up to date and relevant information is readily available to identify, prioritise and manage
real risks that may cause serious harm.

Measures are in place to prevent serious harm or death where the required controls are well known.

There is compliance with the requirements of the Civil Contingencies Act 2004 and

supporting guidance. This will include undertaking risk assessments, having current emergency plans
and business continuity arrangements developed through collaboration with partner agencies. This
will ensure delivery of a robust response and ensure continuity of essential health services in the
event of a major incident or emergency.

13. Local Resilience Forum

SBUHB is a member of South Wales Local Resilience Forum (SWLRF). The membership consists of
category 1 and 2 responders, as defined under the Civil Contingencies Act 2004. Much of the work
undertaken by the LRF and Sub-Groups will present opportunities to train, test and exercise against
many of the plans and procedures held by SBUHB. Alignment and coordination of the SBUHB training
plan with the SWLRF testing and exercising programme will assist SBUHB in fulfilling its statutory
obligations.

14. Welsh Government Health Emergency Planning

There is EPRR representation at the Welsh Government Health Emergency Planning structure. This
includes some specific sub-groups such as Pre-Hospital response, Mass Casualties and Training and
Exercising. Overarching these sub-groups is the Emergency Planning Advisory Group.

This Strategy includes the support to this structure and in particular the identified training needs
within health emergency planning. As a minimum, there are Mobile Emergency Response Incident
Team, (MERIT) training events 3 times a year and a Health Prepared Wales conference annually.

17
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15. Training Programme

The development of the training programme that underpins this strategy has considered the risks
and threats that SBUHB could potentially encounter now and in the future. Training of people in
readiness to respond to incidents and events must be based on available intelligence and historic
evidence.

Local and National Risk registers have informed the development of the EPRR training programme
and ensures, as far as is reasonably practicable, that training is focused in the correct subject
areas.

Participants who undertake training must feel that the training is of value and will enhance their
abilities to respond. All levels of Command (Gold, Silver, and Bronze) throughout SBUHB will be
provided with opportunities to undertake training specific to their expected roles during response
to incident, events, and business continuity disruptions.

Procedures held by SBUHB will be utilised during training and exercising so that development of
the plans occurs, and staff become familiar with them. The primary aim of testing and exercising
existing plans is to ensure they are fit for purpose. Existing procedures will mature over time, as
testing and exercising inform their development. The goal is to ensure effective and mature
procedures are available during “contact” with an incident or event.

The Matrix below considers training specific to the needs of SBUHB; a mapping exercise has been
undertaken to ensure training is aligned to the risks held within the SBUHB EPRR risk register,
National Risk register, the lessons identified register, incident type and the emergency response
plans that are currently in place. Cross-referencing has also taken place to ensure that training
meets specified standards e.g. EPRR Core Standards and Framework, Civil Contingencies National
Occupational Standards, and the NHS Core Standards. (See Appendix A for further detail)

16. Training Delivery, Competence and Evaluation

Each subject area identified within the training plan will have specific resource requirements. Lesson
plans and course materials will be bespoke and cater to the needs of the target audience. The aim
and objectives of the training will be emphasised within the training joining instructions and included
in the plan. This will enable staff to have a clear understanding of the requirements of the training
prior to attendance.

Targeted training is required within such a large and complex organisation as SBUHB, and specific
individuals will undertake essential, prioritised training. The method of delivery will be subject
specific and will consist of a combination of lectures, case studies, Power Point presentations, e-
learning, walk/talk through processes and classroom-based discussion; demonstrations, table top
and live exercises will be utilised when appropriate.

Discrete training packages will be developed based on current knowledge and policy/legislation
utilising the lessons identified from events and incidents. A review process will ensure that the course
materials remain fit for purpose and current (bi-annual review or as significant learning from events is
identified).
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As guidance and legislation develop over time, changes will be incorporated into training packages to
ensure SBUHB is observing its statutory duties and employing best practice.

A training database will be compiled to gather information about who has been trained/exercised and
in what subject areas. This database will provide a monitoring mechanism and the EPRR team will be
able to track compliance through it. The database will serve as a master training register and provide
an audit mechanism to ensure, as far as is reasonably practicable, that SBUHB is complying with
duties and guidance under the CCA 2004 and the EPRR Framework/Core Standards. This will be
linked to the Electronic Staff Register, (ESR).

Competency will be assessed by observation of staff performance during testing and exercising, Q
and A sessions, formal and informal discussions, and other specific methodology e.g. a quiz.

Following training delivery and testing/exercising, the participants will complete evaluation forms

This evaluation process will provide valuable feedback to ensure training packages evolve and remain
fit for purpose and will be a valuable resource to improve the delivery of future programmes.
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17. E-Learning Packages

Major Incident e learning is a pre-requisite for all staff prior to delivery of more focussed training so
that awareness of Major Incident response is assured. The major incident e-learning package is
accessed via the “ESR my learning portal” and searching for ‘Introduction to Emergencies.’

Action Counters Terrorism (ACT) E-learning is available to staff throughout the EPRR web pages on the
SBUHB Intranet. This is an awareness package that encourages staff to assist the Police tackle
terrorism by reporting suspicious behaviour.

18. Governance, Monitoring, and Compliance

The EPRR Strategy Group meets bi-monthly to coordinate EPRR activities across SBUHB. The EPRR
Strategy Group will formally discuss the training strategy and delivery of the training plan to ensure
SBUHB is meetings its statutory obligations under the CCA 2004 and other legislation. This multi-
disciplinary group has wide representation from the Health Board Service Delivery Groups and cross-
cutting services. Within each Service Delivery Group, there is a mechanism in place to discuss EPRR
activity, where the respective representatives will feedback information from and to the EPRR
Strategy Group.

Minutes and actions are formally recorded and shared with all members of the group, including the
Accountable Emergency Officer. The EPRR Strategy Group reports:

e Twice yearly to the Health Board Executive Team.
e Escalation of issues are reported to the Executive Team as and when required
e Annually to the Board, providing an annual report.

An annual assessment against core standards, including training and exercising, is undertaken by
Welsh Government Health Emergency Planning, which requires Chief Executive sign off. These are
reported through the structures, as required.

Governance arrangements are steered through the SBUHB EPRR Strategy Group, which supports the
Executive lead and Operational leads in providing assurance to the board on all matters relating to
EPRR in terms of capability and compliance with the Civil Contingencies Act. Assurance is provided
to the Board as noted above.

EPRR also have a live dashboard which provides an overview and progress report of the current and
ongoing EPRR work programmes:

e Gold Commander training compliance

e Silver Commander training compliance

e EPRRtraining & exercising programme

e Health Board Loggist trained staff by SDG/service
e EPRRrisk register

e EPRR Strategy Group action log

e Business Continuity Proceduresii.e.,

e Morriston SDG
21
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e Neath & Port Talbot & Singleton (NPTS) SDG
e Mental Health & Learning Disabilities (MH/LD) SDG
e Primary Community Services & Therapies (PCST) SDG

19. Preparedness Scoring

A specific duty placed on category 1 responders under the Civil Contingencies Act 2004 is to assess
the risks and threats on the National Risk Assessment and use this information to develop contingency
plans.

The process of preparedness scoring looks at four different areas and considers what actions have
been taken within specified time periods, generating a maximum score of 16, which can be converted
into a percentage to indicate preparedness levels. This approach will assist in determining work
priorities for the training and exercising programme.

20. Document Control

The maintenance of this document is the responsibility of the Emergency Preparedness Resilience
and Response, (EPRR) Team and it will be reviewed as required by the Health Board EPRR Strategy
Group and approved by the Health Board.

21. References

The following key legislation and guidance has informed this strategy, and this document should
be read in the context of:

Cabinet Office - Civil Contingencies Act 2004 and associated guidance

NHS England

e Emergency Preparedness, Resilience and Response Framework
e Core Standards for Emergency Preparedness, Resilience and Response

Skills for Justice - Civil Contingencies National Occupational Standards

NHS Wales Health and Care Standards
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Appendix A. Competency Framework

Functional Area

Risk Assessment and
Management

Competency

Gaining situational
Awareness, Risk
Control & Safety
Measures

Description/Skills

1. Assessing and
anticipating potential
risks and
vulnerabilities

2. Understand risk
mitigation strategies
3. Undertake risk
assessments

4. Complete and
maintain risk registers
5. Ensure risk
management
practices are
integrated into plans
and processes

6. Control hazards and
ensure safe systems
of work

Mapped NOS

CC AB1, HSP6, HSS1,
HSP10, L6, L7, L10,
L13, MLB10

Aligned EPRR
Core Standards
2. Governance

3. Risk assessment
8. Training and

exercising
12. H&S

Roles and

Responsibilities
Gold Commanders
Silver Commanders

Emergency Planning &
Business Continuity

Develop, maintain,
and evaluate
emergency response
plans and business
continuity
arrangements

1. Ability to develop
and maintain
emergency plans to
ensure services can
respond & recover
from emergencies

2. Ability to develop
and maintain BCPs to
ensure services can
continue operating

CCAB1,CCAC1,CC
AD1, CC AD2, ML B1

2. Governance
4. Planning
5.BC

7. Response

EPRR Professional
EPRR Leads
Managerial Leads
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during or after a
disruption
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Training, Exercising &
Development

Training, Exercising &
Development

1. Create and deliver
exercises to test
preparedness and
plans

2. Create and deliver
training programs and
exercises to prepare
individuals and teams
for emergency
situations

3. Evaluating
performance

4. Identifying lessons
and implementing
lessons learned into
future preparedness
efforts

5. Encourage team
learning and
development

CCAB1,CCAE1,CC
AE2,L6,L7,L10, L13,
ML D7

2. Governance
4. Planning

7. Response
8. Training and
exercising

EPRR Professionals

Incident Management
(including
Information)

Command, Control &
Coordination,
Responding to
incidents at gold,
silver, and bronze
levels

1. Ability to manage
and coordinate
responses to
incidents

2. Ensuring resources
and actions are
appropriately aligned
3. Effective decision-

CC AB1, CC AG1,
AG2, AG3, ML, D5, CC
AA3, HF14, HF23

2. Governance

3. Risk assessment
5.BC

6. Warning and
informing

7. Response

10. Command and
Control

Gold Commanders
Silver Commanders
Bronze Commanders
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making

4. Understanding
incident response
frameworks, and use
of associated tools
5. Data Management
& Risk Intelligence

6. Use data to support
decisions and
evaluate performance
7. Ability to manage
and coordinate the
logistical aspects of
an emergency
response, including
the allocation and
distribution of
resources

8. Supply chain
management,
resource allocation,
transportation
logistics, and
establishing supply
lines during crises
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Communication and
Coordination

Effective internal &
exetenral
Communication
during emergencies

1. ensure timely and
accurate information
is provided to
stakeholders

2. Crisis

CC AF2, ML E11

6. Warning and
informing

Gold Commanders
Silver Commanders
Bronze Commanders
Director of
Information,






Interoperability and
Integration
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Coordinate effectively
with other
organisations &
Inter-agency
Collaboration

erdd Iechyd Prifysgol

Swansea Bay University
Health Board

&

communication

3. Media management
4. Internal
communication

5. Inter-agency
coordination

1. Ability to ensure
that multiple teams HG4
can work together

during an emergency

2. Understanding the
interoperability of

various stakeholders
involved in a

coordinated

emergency response
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CC AB1, CC AA1, AA2,

2. Governance
10. Command and
Control

Communication &
Engagement (DICE)

Gold Commanders
Silver Commanders






Crisis Leadership
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Leadership &
Accountability

1. Ability to lead and
manage teams
effectively in high-
pressure
environments during
crises

2. Effective decision-
making

3. Leadership under
pressure

4. Conflict resolution
5. Motivating teams
during challenging
scenarios

G
NHS
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Swansea Bay University

WALES | Health Board

CC AB1, ML B6, ML
B9, ML B10, XA1, XA3

1. Governance

2. Duty to Risk

10. Command and
Control

Gold Commanders
Silver Commanders
Bronze Commanders

Public Health
Emergency Response

Coordinate public
health responses to

emergencies, such as:

1. Infectious disease
outbreaks

2. environmental
hazards

1. Knowledge of public
health protocols

2. Resource
management

3. Surveillance
systems

4. Public
communicationin
health emergencies.

CCAB1, CCAF2, ML
E11, XA1, XA3

2. Governance

3. Risk assessment
6. Warning and
informing

Gold Commanders
Public Health Team
(PHT)

Legislative and
Regulatory Framework

HB Statutory Duties

1. Understanding the
legal, regulatory, and
policy frameworks
that govern
emergency
preparedness and
response

CCAB1,MLB10, CC
AD1, CCAD2, CC AF2,
MLE11, CCAG1, AG2,
AG3, L6, L7,L10, L13,
CC AA1, AA2, HG4

1. Governance

3. Risk assessment
5.BC

6. Warning and
informing

7. Response

8. Training and

EPRR Professionals
Chief Executive
Director of Planning &
Partnerships
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2. Knowledge of

relevant laws,
regulations, and
standards that impact
emergency
management and
resilience

28

GlG

CYMRU

NHS

WALES

Bwrdd lechyd Prifysgol
Bae Abertawe

Swansea Bay University
Health Board

exercising
10. Command and
Control






Un Bae Ar y Cyd ng g:ver%d b:c‘mdewyw
One Bay Way w/hilss av::{;hse;:;n University

Appendix B. Minimum Training Required

[For Roles Detailed in the SBUHB Emergency Response Plan]

Gold Silver Commanders | Major Emergency Business Loggists All Health
Commanders Incident Department Continuity Board Staff

Card Staff Leads
Holders

Introduction to
Emergencies
(elearning)

Loggist

*Gold & Silver on call
training (elearning)
Health Silver
Commander Training:
Major Incident /
Business Continuity
Incident

Health Strategic /
Gold Training

The Floor Game
Business Continuity
Exercises

Major Incident
Procedure Exercises
**Resilience Direct
***\Wales Gold
***\Wales Silver

*In Addition to the e-Learning, SBUHB on-call training is led by the Chief Operating Office and is required for staff who are on the on-call rota
** Resilience Direct applied to Gold Commanders
*** Wales Gold and Silver Training is limited and will be coordinated by the Head of EPRR
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Appendix C. RAG Rating Key

To effectively measure the level of preparedness against specific threats, the following key will be used.
The aimis to ensure that all Very High threats have a preparedness score of 76 — 100%. High risks would
aimto be inthe same category, but with an acceptance that these may fallinto the 50 — 75% categories.
Atarget for low risks would need to be agreed.

Percentage 0-49% 50 -75% 76 -100%
RAG Rating

Plan Exists Score Plan Review Score Training Score (Last 5 Exercise Score (Last 5
Years) Years)
No plan exists 0 No plan exists /5 (W8S None VN None
years ago
Single or multi- 1 4 years ago, {8 1 single agency event [l 1 single agency exercise

agency planin
development

Single agency plan p 3 years ago, v28 2 or more single 7B 2 or more single agency
L I agency events | exercises

Multi-agency 3 2 years ago, <] 1 multi-agency event &3 1 multi-agency exercise

generic plan agreed [ | |

Specific multi- 4 1 year ago, Z38 2 or more multi- 8 2 or more multi-agency

agency plan agreed agency events exercises

SBUHB EPRR team will conduct a preparedness scoring exercise to ensure training is focussed within
priority areas and that plans are available and current.
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Introduction

Background

Swansea Bay University Health Board (SBUHB) is a Category 1 responder under the Civil
Contingencies Act, 2004, and as such, must be capable of responding to emergencies and major
incidents in a way that delivers optimum, safe care and assistance to those affected, minimises the
disruption to business and brings about a timely return to ‘business as usual’.

The Civil Contingencies Act (2004) requires NHS organisations to show that they can deal with such
incidents while maintaining services.

SBUHB recognises the need for training, learning and development of employees so that modern,
effective and efficient community centred services can be delivered under all circumstances.

This Emergency Preparedness Resilience and Response (EPRR) Training and Exercising Programme
has been developed to ensure suitable and sufficient training is in place within the EPRR setting. This
will provide appropriate development opportunities for staff in performing emergency and major
incident response roles.

Training must support the development of staff so that they improve their knowledge, skills and
abilities; this enables them to achieve their full potential in their individual roles, when responding to
an emergency.

SBUHB employees work in ever changing critical environments. Individuals may be required, at any
time, to respond to a wide range of emergencies. SBUHB has a duty to ensure employees have the
necessary skills, knowledge and understanding to fulfil the vast array of operational demands placed
upon them, and to develop a safe and competent workforce.

Fundamental to the success of delivering the programme is developing a positive and proactive
culture throughout the Health Board. A positive culture towards EPRR will come as a result of
education and awareness; this will assist in building resilience across Swansea Bay UHB.

The EPRR Training & Exercise Programme is driven by the National Risk and Security Assessment,
South Wales Local Resilience Forum, Community and SBUHB risk registers and the SBUHB Lessons
Identified Register (LID).

Purpose

The development of this training programme has considered the most significant risks identified
within Local, National, Corporate and EPRR Risk Registers; this has ensured that focus within EPRR
training is on the highest risks that may affect the Health Board. This training programme will ensure
the mitigation of these highest risks by providing the opportunity for staff to train and exercise in these
areas, develop in their response roles and learn individually and as teams. This training programme
will enable testing and exercising of plans and ensure that staff rehearse various response elements
in a safe and controlled environment.

Each training session will include a table aligning the training specifically to the following elements:

e SBUHB EPRR Risk Register and Lessons Identified Register
e National Risk Register
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e |ncidenttype

e Emergency Response Procedures

e EPRR Core Standards and Framework

e Civil Contingencies National Occupational Standards
e NHS Core Standards

e Wales Lessons ldentified register

The purpose of training and exercising within the EPRR setting is to:

e Equip participants with the knowledge required to operate during a Major Incident or other
emergency/critical or business continuity incidents

e Understand the role of the Hospital Co-ordination Centre within the SBUHB Incident Response

e To understand their role during a Major Incident or emergency/critical or business continuity
incidents

e To support personal & professional development

e To exercise plans to ensure they are fit for purpose and to validate them; providing assurance
that the arrangements contained within them are operationally effective

This prospectus aims to meet these requirements on SBUHB to train and exercise staff to prepare to
respond to emergencies and Business Continuity/Critical Incidents.

There is a separate schedule outlining training dates.

EPRR Training and Exercise Strategy

The EPRR Training and Exercising Strategy supports this Programme and must be referenced in
conjunction to it; providing staff with a framework to ensure guidance and direction in achieving
competence within the required elements of EPRR. The EPRR Training Strategy supports staff in
achieving competence within the EPRR arena. It supports the development of the skills, knowledge
and understanding so that staff can operate effectively and with confidence during disruptive events
and major incidents/emergencies and operate safely and effectively in challenging circumstances.
Please refer to the EPRR Training Strategy for further information.

Joint Emergency Interoperability Principles, (JESIP)

The JESIP principles are critical to effective performance during the response to incidents; JESIP
principles should be embedded within organisations so that they become second nature during
response.

Whilst JESIP was initiated to ensure management of major incidents improved, the Joint Doctrine is
scalable and the principles and models are equally relevant to day-to-day joint operations.

Whilst also acknowledging that emergency response is a multi-agency activity and the
resolution of an emergency will usually involve collaboration with other Category 1 and 2
responders, including Health.

JESIP sets out the way responders should train and operate and is built upon a common backbone
which defines terminology, principles and ways of working. It also sets out guidance on what
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responders should do and how they should do it in a multi-agency working environment, to achieve
the degree of interoperability that is essential to a successful joint response.

JESIP principles will be utilised during training and exercising and during the production of training
materials; this will inform SBUHB planning & response, with the intention of aligning good practice to
internal processes to improve interoperability with other agencies and to improve collaborative
working within the organisation.

Roles and Responsibilities

The roles and responsibilities of SBUHB staff and groups in relation to training and exercising for
Emergency Planning and Business Continuity are:

Gold Commanders

Gold Commanders must ensure that they complete the minimum training set out in the table detailed
on page 10 of this prospectus. Itis their responsibility to ensure that they have the correct security
vetting in place to enable them to carry out their role as a Gold Commander effectively and efficiently
should an emergency take place and requires SBUHB to respond.

Itis also their responsibility to ensure that their GOLD File is updated with the current and correct
policy and procedures relating to EPRR.

Silver Commanders, Business Continuity Leads & Major Incident Card Holders

All staff members within this cohort must ensure they complete the minimum training set out in the
table detailed on page 10 of this prospectus. They are also responsible for ensuring their department
has sufficient trained Loggists.

Itis also their responsibility to ensure the EPRR register is updated with contact details for current
commander, Loggist lists, and leads within their remit.

Emergency Preparedness Resilience and Response Team

The EPRR team will deliver most training courses but speakers and/or facilitators from other
departments within SBUHB will also deliver training as required. Speakers and/or facilitators from
external partner agencies will also provide training specific to their area of expertise e.g., Counter
Terrorism Training delivered by the Counter Terrorism Policing Wales Officers.

The EPRR team are responsible for ensuring that formal records of event attendance are maintained.
All attendance at events is recorded and reported on using the EPRR database.

Maintenance of training records ensures the organisation can provide evidence of staff training, as
well as provide a measure of organisational preparedness and performance.

Training attendance is updated on the EPRR Share Point site which feeds into the EPRR dashboard on
the Intranet whereby the overall percentage of completed training for gold and silver commanders is
displayed.
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The EPRR team are responsible for the development and delivery of learning and development of
activities concerned with preparedness and response to emergencies and recovery within the
organisation.
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Training

Legislative Requirements

The provision of training ensures staff are competent in the delivery of their roles and responsibilities
in the event of an emergency or Business Continuity/critical incident.

The accompanying regulations to the Civil Contingencies Act clarify the organisation’s arrangements
for training as a Category 1 responder. The organisation should provide training for:

e anappropriate number of suitable personnel of the Category 1 responder; and

e other persons whom the responder considers necessary. This could include contractors with a
role in the plans and civil protection partners, both statutory and non-statutory, who have a
role in the plans.

National Occupational Standards for Civil Contingencies

National Occupational Standards (NOS) describe competent performance in terms of expected
outcomes. They are a tool for managing a highly skilled workforce and can be used to supportindividual
and organisational development and quality assurance at all levels. They provide the benchmarks of
good practice across the UK.

Attendance at events is monitored in the Emergency Planning and Business Continuity Database.
Timescales for renewing training are monitored. Colleagues attending training and exercise will be
notified when they need to re-attend specific events to maintain competency.

The 18 NOS for Civil Contingencies have been developed to describe the core functions for preparing
for, responding to and assisting recovery from emergencies. They are listed below along with a short
statement for the first seven about who might benefit from taking these standards.

NOS Code Descriptor

Work in co-operation with other organisations for those who work with
CCAA1 people from other organisations in planning for, responding to, or assisting
recovery from emergencies

Share information with other organisations for those who work in co-
operation with other organisations

Manage information to support civil protection decision making for those
CCAA3 who identify, interpret and communicate information to support decision
making in civil protection

Anticipate and assess the risk of emergencies for those with specific
CCAB1 responsibility for risk assessments covering a locality or localities, sector or
organisation, including practitioners who advise local responders

Develop, maintain and evaluate emergency plans and arrangements is
CCAC1 recommended for those who are involved in developing, maintaining and
evaluating emergency plans and arrangements

Develop, maintain and evaluate business continuity plans and
arrangements is recommended for those who are involved in developing,

CCA A2

CCAD1
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maintaining and evaluating business continuity plans and arrangements.
This includes managers in organisations and those with specific
responsibility for co-ordinating business continuity arrangements.

Promote business continuity management for those who provide advice
CCAD2 and assistance on business continuity management to other organisations
and the wider community, including the public, private and voluntary sector

Create exercises to practice or validate emergency or business

CCAE1 oo
continuity arrangements

Direct and facilitate exercises to practice or validate emergency or

CCAE2 . -
business continuity arrangements

CCAE3 Conduct debriefing after an emergency, exercise or other activity

Raise awareness of the risk, potential impact and arrangements in place

CCAF1 .
for emergencies

CCAF2 Warn, inform and advise the community in the event of emergencies

CCAG1 Respond to emergencies at the strategic (Strategic) level

CCA G2 Respond to emergencies at the tactical (Tactical) level

CCAG3 Respond to emergencies at the operational (bronze) level

CCA G4 Address tl'.le needs of individuals during the initial response to
emergencies

CCA H1 Provide on.-going support to meet the needs of individuals affected by
emergencies

CCAH2 Manage community recovery from emergencies






Minimum Training Required
[For Roles Detailed in the SBUHB Emergency Response Plan]

Gold Silver Commanders | Major Emergency Business Loggists All Health
Commanders Incident Department Continuity Board Staff

Card Staff Leads
Holders

Introduction to
Emergencies
(elearning)

Loggist

*Gold & Silver on call
training (elearning)
Health Silver
Commander Training:
Major Incident /
Business Continuity
Incident

Health Strategic /
Gold Training

The Floor Game
Business Continuity
Exercises

Major Incident
Procedure Exercises
**Resilience Direct
***Wales Gold
***Wales Silver

*In Addition to the e-Learning, SBUHB on-call training is led by the Chief Operating Office and is required for staff who are on the on-call rota
** Resilience Direct applied to Gold Commanders
**Wales Gold and Silver Training is limited and will be coordinated by the Head of EPRR
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Competency Framework
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Matrix

Key to diagram
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Risk Assessment and Management
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Revalidation

All staff who undertake roles detailed in the above table are to undertake revalidation training as
follows:

e E-learning courses — 2 yearly

e Loggist—annually

e Health Silver Commander Training — every 3 years
e Health Strategic / Gold Training — every 3 years

e *The Floor Game -TBC

e *Business Continuity Exercises —-TBC

e *Major Incidents Exercises —-TBC

*frequency of these exercises vary depending on department and operational pressures

Security Vetting

Staff trained to roles detailed within the Training and Exercise Prospectus may need to undertake
Security Vetting to ensure access to information to inform decision in the response to an emergency.

The Emergency Preparedness Resilience and Response Team shall coordinate vetting for individuals
as required.

For further information on security vetting please contact the team on the following email:

sbu.emergencypreparedness@wales.nhs.uk

12
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E-Learning
Introduction to Emergencies

Background

Major Incidents and emergencies can be extremely impactive for the public and highly challenging for
those responding. The E-Learning modules will introduce you to the concept of community risk, how it
is assessed and what we collectively do to communicate, mitigate and prepare for a response to the
common consequences.

This course explains the importance of emergency and business continuity plans and how
organisations work together, communicate effectively to respond and recover from major incidents
and emergencies.

Course Length

The E-Learning course takes around 1.5 hours to complete.

Course Objectives

e Outline the Civil Contingencies Act [2004]

e Detailthe roles & responsibilities of NHS Wales in the response to major incidents and
emergencies

e Provide an overview of multi-agency response arrangements

e Introduce principles for joint working

e OQutline recovery following the response to a major incident or emergency

e Provide an awareness of business continuity

e Provide an awareness of the importance of recording information and decisions during a major
incident or emergency

How to Access the Course

Access the course through your ESR Learning Portal and search for “Introduction to Emergencies”

For more information please see the following link Introduction to Emergencies E-Learning Overview
(sharepoint.com)

13
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Gold and Silver On-Call Training

Target Group: On-Call Directors and Managers
Delivery: Online learning, modular sessions

Course Duration: 6 hours

Aim
To provide delegates an opportunity to experience and be aware of a range of management activities

to prepare and equip Strategic, (Gold) and Tactical, (Silver) level personnel to undertake an on call
arrangement within the Health Board.

Objectives

1. To provide an overview of the Health Board escalation procedure

2. To provide guidance on leadership and use of the available resources/tools for the purpose of
managing, to support decision making and provide advice to resolve operational and tactical
issues when on call

3. To allow Corporate functions to share key information

4. To share practicaltips from experienced on call Directors/Managers and operational teams

How to Access

You can access the learning resource as follows:
https://rise.articulate.com/share/i21toZMDZxHUsWsLlydWysHyWdFmIYTX

Password: sbuhb

14
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Face to Face Learning

Loggist Training

NHS staff work in ever changing critical environments. Individuals may be required, at any time, to
respond to a wide range of emergencies. The Health Board must be capable of responding to
incidents of any scale, in a way that delivers optimum, safe patient care and assistance to those
affected. The Civil Contingencies Act, (2004) requires NHS organisations to show that they can deal
with such incidents. As part of the Health Board's Silver Command arrangements and response to an
emergency incident, the Department of Health, Emergency Response and Recovery, Non-Statutory
Guidance, advises that; "A comprehensive record should be kept of all events, decisions and
reasoning behind key decisions and actions taken. Each organisation should maintain its own
records". Therefore, a Loggist will be required to form part of the Silver Command Team’.

Everything written down in an emergency incident is a legal document and may be subjectto a
freedom of information enquiry. The Loggist role, within the Silver Command structure, is to record
only the Silver Command decisions and actions made for the duration of the incident. Loggists are not
minute takers in Silver Command meetings. Loggist training will be a fundamental element to
ensuring an accurate recording of key decisions and actions are captured as part of the Health Board
major incident response.

Aim
To provide an overview and training of the role, function, knowledge and skills required for a Loggist
during a major incident.

Objectives

e Provide an overview of emergency preparedness resilience and response arrangements
e Provide an understanding of the role and function of a Loggist during a major incident

e Discuss best practice when formulating an incident log

e Considerthe legal aspects of the incident log

e Practice undertaking the role of a Loggist

¢ Review and recall of key points

Course Content

e Multi-Agency working

e The Civil Contingencies Act 2004

e Community Risk and Threat Registers

¢ Major Incident definition and declaration
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e Incident Co-ordination structures
e Joint Emergency Services Interoperability Programme
e Burns Major Incident Plan

Outcomes

Following this training:

o Staff will have a greater knowledge and understanding of multi - agency working and the Civil

Contingencies act 2004.
o Staff will have improved knowledge of Major Incident response protocols.
o The Joint Emergency Services Interoperability Programme and principles of joint working will be

familiar to staff

How to Access the Course

Access the course by choosing the appropriate date on the Training & Exercising page on the intranet
Training & Exercising Programme (sharepoint.com) And emailing the team to book your place
sbu.emergencypreparedness@wales.nhs.uk

16
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Health Silver Commander Training: Major Incident / Business Continuity

Aim
To raise awareness of the Silver Command function and exercise within a Hospital Co-ordination
Centre setting, to respond to a Major Incident/Business Continuity Incident.

Objectives
Understand the health Silver command and control arrangements.
Understand the role of the Health Silver Co-ordinator at a local level.

Gain awareness of the Hospital Co-ordination Centre

Format and Participation

The session will consist of a presentation to raise awareness of both internal & multi-agency working
of the Silver Commander function during emergency response.

Following the presentation, participants will undertake a tactical level exercise, managing the
response to the incidents from the Hospital Co-ordination Centre.
Outcomes

At the end of the exercise, participants should:

Be more familiar with the role of the Silver Commander and their role within the response to
emergencies and disruptive events.

Have a greater knowledge and understanding of multi-agency working and the JESIP Interoperability
Principles of working.

How to Access the Course

Access the course by choosing the appropriate date on the Training & Exercising page on the intranet
Training & Exercising Programme (sharepoint.com) And emailing the team to book your place
sbu.emergencypreparedness@wales.nhs.uk

17
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Health Strategic / Gold Training

Target Group: This course is aimed at all Health Board Strategic level staff who undertake gold on call
arrangements

Course Duration: 3 Hours

Aim

To train and exercise Gold Commanders in establishing Strategic (Gold) Command for NHS
organisations, following health board emergency response processes and the JESIP interoperability
principles

Objectives

Understand the role of strategic leadership and support in response to a major
incident/emergency.

Coordinate strategic decision making and effective use of resources in an emergency.
Understand how health board Strategic and Tactical structures link with the multi-agency
environment.

Ensure safe, effective and coordinated response and recovery.

Ensure there is a coordinated press and media response.

Support the Tactical (Silver command) team.

Protect wellbeing of staff and patients.

Format and Participation

The training will include presentations and group participation in the form of a table top
exercise

The exercise has been divided into three sessions; each including a different scenario
Each scenario will be supplemented with injects

Reference to Gold action cards is required

Each session will simulate a Strategic (Gold) Command for SBUHB

Identification of an appropriate chair (rotate)

The importance of the role of the loggist to ensure all decisions/actions are appropriately
logged

Exercise should ‘rehearse’ people and ‘check’ procedures

Outcomes

At the end of the exercise, participants should:

Understand the role of strategic leadership and support in response to a major
incident/emergency.

Coordinate strategic decision making and effective use of resources.

Understand how internal structures link with that in the multi-agency environment.
Ensure safe, effective and coordinated response and recovery.
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Ensure there is a coordinated press and media response.
Support the Tactical (Silver command) team.
Protect wellbeing of staff and patients.

|

& Response
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The Floor Game

What is the ‘Floor’ Game

A game based on simulation — created by an ED Consultant

Aim

Helps the multidisciplinary staff (Strategic, Tactical & Operational) learn the complexities of
managing unscheduled care flows

Simulates the day-to-day working of a busy ED Department (to ensure that operational &
managerial staff understand the complexities involved at the ‘Front Door’)

Helps Clinicians, managers and executives understand how ED functions

Allows quick decision making & rapid risk assessments

Develops clinical & managerial leadership skills to manage a busy ‘shop’ floor & consequent
patient flow

To develop ‘Clinical & Managerial leadership skills’ within the Multidisciplinary Team

Objectives

To manage a busy shop ‘floor’ during 10- minute and 5-minute rounds

To keep ‘Patients’ flowing through the department by using their resources effectively

To Understand the complexities of the key decision-making process required to manage
unscheduled care flows

How to Access the Course

Access the course by choosing the appropriate date on the Training & Exercising page on the intranet
Training & Exercising Programme (sharepoint.com) And emailing the team to book your place

sbu.emergencypreparedness@wales.nhs.uk
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Counter Terrorism Training

Counter terrorism training is run in association with ‘ACT Operational’ and ‘Counter-
Terrorism Policing, Wales’

Target Group: This course is aimed at all staff, managers, and Gold & Silver on call

Course Duration: 2 Hours

Aim

To deliver Action Counter Terrorism (ACT), ‘face to face’ to specific groups,
(Strategic, Tactical and Operational) of identified Health Board personnel

Objectives

To deliver NHs and Health Board focussed specialised training covering:

I N

Current threats
‘RUN, HIDE, TELL - Refresher
Specific consideration given to Staff, Patients and Visitors

To promote ‘Where do | fit into security’ thinking

To provide personal security advice

To inform learning through practical exercises

To provide awareness of specific Health Board Emergency & Security procedures

To provide question and answer time with an experienced Counter Terrorism Security Advisor
(CT)

Format and Participation

1.
2. Be prepared to feedback your answers in a plenary session

Commences with a short introduction to Counter Terrorism and the current threat level.
Discussion surrounding the roles played in security and counter terrorism and where
attending staff fit into this.

Counter Terrorism ‘Pub Quiz’ on the CT Webinar, participants will join in groups and decide
on a group names.

There are 3 scenarios to consider and is divided into three sessions, each focusing upon an
element of disruption to the organisation’s core critical functions. Participants will work in
groups with support from Counter Terrorism Security Advisors (CTSAs

Q&A opportunity.

Additional consideration for the scenarios:

Identify a chairperson and note-taker for your group
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3. Artificialities and limitations — make allowances, don’t challenge the scenario
4. Full participation to get the most from the scenarios - enter into the spirit
5. Don’tjump too far ahead in your response

Outcomes

At the end of the session, participants should:

e Meet the above objectives

e Understand the potential challenges and impacts of the scenarios

e Identify lessons to further improve knowledge and understanding of the threat level, along with
personal and environmental security measures

Other Training

The above encompasses the core training provided for EPRR in Swansea Bay University Health Board.
However, there is further EPRR training and additional exercises throughout the year in addition to the
core, to test specific service emergency response, emergency response plans and for specific
business continuity training for example:

e PREVENT training

e Theatres and Anaesthetics/Surgery Major Incident Exercise
e Contaminated Casualties Procedures Exercise

e Counter Terrorism Training

e Cyber Awareness
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Appendix A. Competency Framework

Functional Area

Risk Assessment and
Management

Competency

Gaining situational
Awareness, Risk
Control & Safety
Measures

Description/Skills

1. Assessing and
anticipating potential
risks and
vulnerabilities

2. Understand risk
mitigation strategies
3. Undertake risk
assessments

4. Complete and
maintain risk registers
5. Ensure risk
management
practices are
integrated into plans
and processes

6. Control hazards and
ensure safe systems
of work

Mapped NOS

CC AB1, HSP6, HSS1,
HSP10, L6, L7, L10,
L13, MLB10

Aligned EPRR
Core Standards
2. Governance

3. Risk assessment
8. Training and

exercising
12. H&S

Roles and
Responsibilities
Gold Commanders
Silver Commanders

Emergency Planning &
Business Continuity

Develop, maintain,
and evaluate
emergency response
plans and business
continuity
arrangements

1. Ability to develop
and maintain
emergency plans to
ensure services can
respond & recover
from emergencies

2. Ability to develop
and maintain BCPs to
ensure services can
continue operating

CCAB1,CCAC1,CC
AD1, CC AD2, ML B1

2. Governance
4. Planning
5.BC

7. Response

EPRR Professional
EPRR Leads
Managerial Leads
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during or after a
disruption

Training, Exercising &
Development

Training, Exercising &
Development

1. Create and deliver
exercises to test
preparedness and
plans

2. Create and deliver
training programs and
exercises to prepare
individuals and teams
for emergency
situations

3. Evaluating
performance

4. |dentifying lessons
and implementing
lessons learned into
future preparedness
efforts

5. Encourage team
learning and
development

CC AB1, CC AE1, CC
AE2,L6,L7,L10, L13,
ML D7

2. Governance
4. Planning

7. Response
8. Training and
exercising

EPRR Professionals

Incident Management
(including
Information)

Command, Control &
Coordination,
Responding to
incidents at gold,

1. Ability to manage
and coordinate
responses to incidents
2. Ensuring resources
and actions are

CC AB1, CC AG1,
AG2, AG3, ML, D5, CC
AA3, HF14, HF23

2. Governance

3. Risk assessment
5.BC

6. Warning and
informing

Gold Commanders
Silver Commanders
Bronze Commanders
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appropriately aligned 7. Response

3. Effective decision- 10. Command and
making Control

4. Understanding
incident response
frameworks, and use
of associated tools

5. Data Management
& Risk Intelligence

6. Use data to support
decisions and
evaluate performance
7. Ability to manage
and coordinate the
logistical aspects of
an emergency
response, including
the allocation and
distribution of
resources

8. Supply chain
management,
resource allocation,
transportation
logistics, and
establishing supply
lines during crises






Communication and
Coordination

Effective internal &
exetenral
Communication
during emergencies
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1. ensure timely and
accurate information
is provided to
stakeholders

2. Crisis
communication

3. Media management
4. Internal
communication

5. Inter-agency
coordination

CC AF2, ML E11

6. Warning and
informing

Gold Commanders
Silver Commanders
Bronze Commanders
Director of
Information,
Communication &
Engagement (DICE)

Recovery and
Rehabilitation

Recovery
Management

1. Support individuals
and communities in
recovery

2. Manage recovery
operations to restore
normalcy following an
emergency

3. Post-incident
analysis

4. Resource
coordination

5. Recovery planning
6. Long-term
resilience efforts

CC AH1, AH2, ML F12

9. Recovery

Gold Commanders
Chief Operating Office
(CO0)

Silver Commanders
Bronze Commanders






Interoperability and
Integration

Coordinate effectively
with other
organisations &
Inter-agency
Collaboration
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1. Ability to ensure
that multiple teams
can work together
during an emergency
2. Understanding the
interoperability of
various stakeholders
involved in a
coordinated
emergency response

CC AB1, CC AA1, AA2,
HG4

2. Governance
10. Command and
Control

Gold Commanders
Silver Commanders

Crisis Leadership

Leadership &
Accountability

1. Ability to lead and
N ENECREETES
effectively in high-
pressure
environments during
crises

2. Effective decision-
making

3. Leadership under
pressure

4. Conflict resolution
5. Motivating teams
during challenging
scenarios

CC AB1, ML B6, ML
B9, ML B10, XA1, XA3

1. Governance

2. Duty to Risk

10. Command and
Control

Gold Commanders
Silver Commanders
Bronze Commanders

Public Health
Emergency Response

Coordinate public
health responses to

emergencies, such as:

1. Knowledge of public

health protocols
2. Resource

CCAB1, CC AF2, ML
E11, XA1, XA3

2. Governance
3. Risk assessment

Gold Commanders
Public Health Team
(PHT)






Legislative and
Regulatory Framework

1. Infectious disease
outbreaks

2. environmental
hazards

HB Statutory Duties

management

3. Surveillance
systems

4. Public
communicationin
health emergencies.
1. Understanding the
legal, regulatory, and
policy frameworks that
govern emergency
preparedness and
response

2. Knowledge of
relevant laws,
regulations, and
standards that impact
emergency
management and
resilience

CCAB1,MLB10, CC
AD1, CC AD2, CC AF2,
MLE11, CCAG1, AG2,
AG3, L6, L7,L10, L13,
CC AA1, AA2, HG4

Parodrwydd Cydnerth ac Ymateb
Argyfwng

Emergency Preparedness
Resilience

& Response

6. Warning and
informing

1. Governance

3. Risk assessment
5.BC

6. Warning and
informing

7. Response

8. Training and
exercising

10. Command and
Control

EPRR Professionals
Chief Executive
Director of Planning &
Partnerships
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Datix listing report

		SBUHB EPRR Risk Register - Capacity and Capability Assurance - based on common consequences

		Theme		Common Consequences		Assurances in Place

		Terrorism, cyber and state threats		1. Excess Casualties
2. Excess Fatalities
3. Mental health Casualties
4. No notice Casualties
5. No notice Fatalities
6. Potentially contaminated casualties & fatalities from chemical exposure
7. Potentially contaminated casualties & fatalities from biological exposure
8. Potentially contaminated casualties & fatalities from radiological exposure
9. Potentially contaminated casualties & fatalities from occupational exposure from infected animals
10. Contaminated environment from short & long term presence of chemicals
11. Contaminated environment from short & long term presence of biological agents
12. Contaminated environment from short & long term presence of radiological contamination
13. Contaminated environment from potentially harmful material effecting response site or long term use of effected area
14. Rubble, debris and trapped people
15. Properties effected by flooding
16. Immediate evacuation & displacement of people in the UK
17. Health & welfare of UK livestock effected by an adverse event
18. Gas disruption
19. Electricity disruption
20. Fuel disruption
21. Disruption to communications
22. Cyber disruption
23. Disruption to water supply
24. National disruption to supply (shortages) of essential foods		Adhering to the Civil Contingencies Act, where the HB is obligated to meet it's civil protection duties to; Risk Assess, Emergency Plan, have business continuity arrangements in place, share information, co-operate with partners and warn and inform the public. There is a HB EPRR Strategy, EPRR Work Plan, lessons identified register and training & exercising strategy and schedule. This work is overseen by the EPRR Strategy Group and there is a performance dashboard. There are EPRR update mechanisms for the Health Board and a single repository via a dedicated SharePoint site.

There is a overarching HB Security Group & respective SDG Security Groups. There is a dedicated Cyber team in place.
The HB has a suite of Emergency Response Procedures to deal with a range of different types of major incidents and emergencies in response & recovery, these include; Critical Threat Procedure, Contaminated Casualty Procedure,  Destitution of counter measures procedures,  Disruption to fuel supplies, security & cyber incidents. There is also an All Wales Mass Casualty Arrangements and HB Mass Fatalities Procedure. Also to support, there are Corporate and Local Business continuity plans that would be invoked alongside. Mental health care is included in the HB Major Incident Procedures / response.

The HB utilises the national advice, guidance and training through both Protect UK and Counter Terrorism Policing Wales (CTPW). 

The government has also published the draft Terrorism (Protection of Premises) Bill known as Martyn’s Law, which would, if agreed, require certain premises and events to take forward reasonably practicable mitigations. These mitigations are already in place following a CT survey.

Nationally co-ordinated by JESG, as part of the ongoing Manchester Arena inquiry recommendations workstreams. Tier 3 crowded place sites are being assessed and Multi Agency Site Plans (MASP) are being created. These will include initial information for the emergency services i.e.; RVP, FCP etc. This information will be included in secure Girder boxes.

The HB is linked to national & regional resilience structures where there are a suite of multi-agency response arrangements in place.

The HB is part of the regional CONTEST group, the PREVENT element sits with safeguarding.

The HB is linked to national & regional resilience structures where there are a suite of multi-agency response arrangements in place.

HB Strategic commnaders have appropriate security clearnace for theri roles in relation to sensitive/classified infirmation.		Preparedness Assessment Level Principles:

1. Based on factual evidence 
2. Focuses on preparedness and capability to address common consequences
3. Ensures that responses to common consequences are included in either a dedicated or a   generic procedure, such as the Major Incident Procedures
4. Emphasises the importance of training & exercising
5. Incorporates lessons identified into planning and preparedness
6. Recognises risk assessment as a dynamic , ongoing process
7. Requires regular review and ongoing monitoring
8. Aligns closely with national & regional risk assessment processes                                                                                         
9. Addresses overarching EPRR risks tied to the national risk registers, (UK and Wales), while risk scoring remains consistent, the emphasis is placed on managing the common consequences and ensuring effective, efficient, and safe response arrangements.
10. Highlights that catastrophic risks require specific national planning, however where feasible, local response measures are identified. Following an internal HB EPRR review workshop held in January 2025, two risks were found to lack adequate local mitigation. These will require the development of a separate, specific procedure: 

R/WR21b. Cyber-attack – Electricity  infrastructure - (L4xi5)
R/WR50a. Failure of the National Electricity Transmission System (NETS) - (L3xi5)

		Geographic and diplomatic				Adhering to the Civil Contingencies Act, where the HB is obligated to meet it's civil protection duties to; Risk Assess, Emergency Plan, have business continuity arrangements in place, share information, co-operate with partners and warn and inform the public. There is a HB EPRR Strategy, EPRR Work Plan, lessons identified register and training & exercising strategy and schedule. This work is overseen by the EPRR Strategy Group and there is a performance dashboard. There are EPRR update mechanisms for the Health Board and a single repository via a dedicated SharePoint site.

The HB has a suite of Emergency Response Procedures to deal with a range of different types of major incidents and emergencies in response & recovery. Also to support, there are Corporate and Local Business continuity plans that would be invoked alongside. This includes loss of utilities and supplies, however due to this risk increasing over recent times and following further national work, there may be a requirement for a HB wide procedure specifically for a loss of power and supplies. 

The HB participated in a National Power Outage Exercise in 2023 (Exercise Mighty Oak). An internal HB Energy Insecurities Group was established during 2023, this has since been stood down but can re-established with all key stakeholders if required. In the interim, local actions are tracked and recorded via the EPRR Strategy group action log.

Specific mitigations include having duel fuel and the estates BCP includes mitigations in the event of a disruption of supply to one fuel type.

The HB is linked to national & regional resilience structures where there are a suite of multi-agency response arrangements in place.

Supply Chain Assurance Frameworks in line with NHS Shared Services Partnership procurement governance

		Accidents and systems failures				Adhering to the Civil Contingencies Act, where the HB is obligated to meet it's civil protection duties to; Risk Assess, Emergency Plan, have business continuity arrangements in place, share information, co-operate with partners and warn and inform the public. There is a HB EPRR Strategy, EPRR Work Plan, lessons identified register and training & exercising strategy and schedule. This work is overseen by the EPRR Strategy Group and there is a performance dashboard. There are EPRR update mechanisms for the Health Board and a single repository via a dedicated SharePoint site.

There is a overarching HB Security Group & respective SDG Security Groups. There is a dedicated Cyber team in place.
The HB has a suite of Emergency Response Procedures to deal with a range of different types of major incidents and emergencies in response & recovery, these include; Critical Threat Procedure, Contaminated Casualty Procedure,  Destitution of counter measures procedures,  Disruption to fuel supplies, security & cyber incidents. There is also an All Wales Mass Casualty Arrangements and HB Mass Fatalities Procedure. Also to support, there are Corporate and Local Business continuity plans that would be invoked alongside. Mental health care is included in the HB Major Incident Procedures / response.

The HB utilises the national advice, guidance and training through both Protect UK and Counter Terrorism Policing Wales (CTPW). 

The government has also published the draft Terrorism (Protection of Premises) Bill known as Martyn’s Law, which would, if agreed, require certain premises and events to take forward reasonably practicable mitigations. These mitigations are already in place following a CT survey.

Nationally co-ordinated by JESG, as part of the ongoing Manchester Arena inquiry recommendations workstreams. Tier 3 crowded place sites are being assessed and Multi Agency Site Plans (MASP) are being created. These will include initial information for the emergency services i.e.; RVP, FCP etc. This information will be included in secure Girder boxes.

The HB is linked to national & regional resilience structures where there are a suite of multi-agency response arrangements in place.

The HB is part of the regional CONTEST group, the PREVENT element sits with safeguarding.

 In addition and specifically to address further some of the sub risks there are the following additional assurances:patient flow pathways, robust HB BCM arrangements including Procurement & Support services BCP


The HB is linked to national & regional resilience structures where there are a suite of multi-agency response arrangements in place.

		Natural and environmental hazards				Adhering to the Civil Contingencies Act, where the HB is obligated to meet it's civil protection duties to; Risk Assess, Emergency Plan, have business continuity arrangements in place, share information, co-operate with partners and warn and inform the public. There is a HB EPRR Strategy, EPRR Work Plan, lessons identified register and training & exercising strategy and schedule. This work is overseen by the EPRR Strategy Group and there is a performance dashboard. There are EPRR update mechanisms for the Health Board and a single repository via a dedicated SharePoint site.

There is a overarching HB Security Group & respective SDG Security Groups. There is a dedicated Cyber team in place.
The HB has a suite of Emergency Response Procedures to deal with a range of different types of major incidents and emergencies in response & recovery, these include; Critical Threat Procedure, Severe Weather Procedure,  Disruption to fuel supplies, security & cyber incidents. There is also an All Wales Mass Casualty Arrangements and HB Mass Fatalities Procedure. Also to support, there are Corporate and Local Business continuity plans that would be invoked alongside. Mental health care is included in the HB Major Incident Procedures / response.

The HB utilises the national advice, guidance and training through both Protect UK and Counter Terrorism Policing Wales (CTPW). 

The government has also published the draft Terrorism (Protection of Premises) Bill known as Martyn’s Law, which would, if agreed, require certain premises and events to take forward reasonably practicable mitigations. These mitigations are already in place following a CT survey.

Nationally co-ordinated by JESG, as part of the ongoing Manchester Arena inquiry recommendations workstreams. Tier 3 crowded place sites are being assessed and Multi Agency Site Plans (MASP) are being created. These will include initial information for the emergency services i.e.; RVP, FCP etc. This information will be included in secure Girder boxes.

The HB is linked to national & regional resilience structures where there are a suite of multi-agency response arrangements in place.

 In addition and specifically to address further some of the sub risks there are the following additional assurances:
patient flow pathways
Procurement & Support services BCP

The HB is linked to national & regional resilience structures where there are a suite of multi-agency response arrangements in place.

The HB has a 'Climate Action Plan 2024-26' that is being implemented that seeks to reduce emissions (mitigation) and further embed adaptation, using the 'Climate Adaptation Framework for Health and Social Care' (due May 24). In addition the Health Board sits on the Health and Social Care Climate Emergency Programme's groups and forums. Regular reporting on the progress against the NHS Wales Decarbonisation Strategic Delivery Plan is submitted to Welsh Government. Climate change is also considered in the Health Board's Population Health Strategy and the Health Board's Wellbeing Objectives through the 'Environmental sustainability and health equity are pursued together'.
Public Service Boards (PSBs): Work is also underway with the PSBs including:
    - Swansea: A Swansea specific Climate Change Risk Assessment and development of a communities based Adaptation and Mitigation Strategy, with actions.
    - Neath Port Talbot: Development of a NPT specific Climate Change Risk Assessment, working with communities most vulnerable to the impacts of climate change and understanding lived experience.
South Wales Local Resilience Forum (SWLRF) are in the process of creating Multi-Agency Spoil Tip Procedures.

		Human, animal and plant health				Adhering to the Civil Contingencies Act, where the HB is obligated to meet it's civil protection duties to; Risk Assess, Emergency Plan, have business continuity arrangements in place, share information, co-operate with partners and warn and inform the public. There is a HB EPRR Strategy, EPRR Work Plan, lessons identified register and training & exercisng strategy and schedule. This work is overseen by the EPRR Strategy Group and there is a peformance dashboard. There are EPRR update mechanisms for the Health Board and a single repository via a dedicated SharePoint site.

There is a overarching HB Security Group & respective SDG Security Groups. There is a dedicated Cyber team in place.
The HB has a suite of Emergency Response Procedures to deal with a range of different types of major incidents and emergencies in response & recovery, these include; Critical Threat Procedure, Contaminated Casualty Procedure,  Distabution of counter measures procedures,  Disruption to fuel supplies, security & cyber incidents. There is also an All Wales Mass Casualty Arrangements and HB Mass Fatalities Procedure. Also to support, there are Corporate and Local Business continuity plans that would be invoked alongside. Mental health care is included in the HB Major Inicdient Procedures / response.

The HB utilises the national advice, guidance and training through both Protect UK and Counter Terrorism Policing Wales (CTPW). 

The government has also published the draft Terrorism (Protection of Premises) Bill known as Martyn’s Law, which would, if agreed, require certain premises and events to take forward reasonably practicable mitigations. These mitigations are already in place following a CT survey.

Nationally co-ordinated by JESG, as part of the ongoing Manchester Arena inquiry recomendations workstreams. Tier 3 crowded place sites are being assessed and Multi Agency Site Plans (MASP) are being created. These will include initial information for the emergency services i.e; RVP, FCP ect. This information will be included in secure Girder boxes.

The HB is linked to national & regional resilience structures where ther are a suite of multi-agency response arrnagements in place.

 In addition and specifically to address further some of the sub risks there are the following additional assurances:
patient flow pathways
Procurement & Support services BCP

The HB has a Pandemic Tactical Plan & Pandemic Framework in place. Also to support there is a Contaminated Casualties & Distrabution of Countermeasures procedure. For further mitigations and shaping of preparedness, response & recovery to a Pandemic, the Covid-19 module 1 report is awaited and sctrutiny of the recommendations will include shaping of the response in the future. In addition national guidance is being reviewed and this is also currently extant.

Nationally there is a Communicable Disease Outbreak Plan for Wales. 

The HB is linked to national & regional resilience structures where ther are a suite of multi-agency response arrnagements in place.



		Societal				Adhering to the Civil Contingencies Act, where the HB is obligated to meet it's civil protection duties to; Risk Assess, Emergency Plan, have business continuity arrangements in place, share information, co-operate with partners and warn and inform the public. There is a HB EPRR Strategy, EPRR Work Plan, lessons identified register and training & exercisng strategy and schedule. This work is overseen by the EPRR Strategy Group and there is a peformance dashboard. There are EPRR update mechanisms for the Health Board and a single repository via a dedicated SharePoint site.

There is a overarching HB Security Group & respective SDG Security Groups. There is a dedicated Cyber team in place.
The HB has a suite of Emergency Response Procedures to deal with a range of different types of major incidents and emergencies in response & recovery, these include; Critical Threat Procedure, Contaminated Casualty Procedure,  Distabution of counter measures procedures,  Disruption to fuel supplies, security & cyber incidents. There is also an All Wales Mass Casualty Arrangements and HB Mass Fatalities Procedure. Also to support, there are Corporate and Local Business continuity plans that would be invoked alongside. Mental health care is included in the HB Major Inicdient Procedures / response.

The HB is linked to national & regional resilience structures where ther are a suite of multi-agency response arrnagements in place.

The HB is part of the regional CONTEST group, the PREVENT element sits with safegaurding.

 In addition and specifically to address further some of the sub risks there are the following additional assurances:
patient flow pathways
 Procurement & Support services BCP


The HB is linked to national & regional resilience structures where ther are a suite of multi-agency response arrangements in place.

During 2023 & 2024, Nationally there have been several unions taking industrail action (IA). During each period of IA the HB established planning, response & recovery C3 structures, which mirrors the major incident response. Following each period, debriefs were undertaken and any identified areas of learning were adopted and taken forward into the next planning, response & recovery phase.




		Conflict and instability				Adhering to the Civil Contingencies Act, where the HB is obligated to meet it's civil protection duties to; Risk Assess, Emergency Plan, have business continuity arrangements in place, share information, co-operate with partners and warn and inform the public. There is a HB EPRR Strategy, EPRR Work Plan, lessons identified register and training & exercisng strategy and schedule. This work is overseen by the EPRR Strategy Group and there is a peformance dashboard. There are EPRR update mechanisms for the Health Board and a single repository via a dedicated SharePoint site.

There is a overarching HB Security Group & respective SDG Security Groups. There is a dedicated Cyber team in place.
The HB has a suite of Emergency Response Procedures to deal with a range of different types of major incidents and emergencies in response & recovery, these include; Critical Threat Procedure, Contaminated Casualty Procedure,  Distabution of counter measures procedures,  Disruption to fuel supplies, security & cyber incidents. There is also an All Wales Mass Casualty Arrangements and HB Mass Fatalities Procedure. Also to support, there are Corporate and Local Business continuity plans that would be invoked alongside. Mental health care is included in the HB Major Inicdient Procedures / response.

The HB utilises the national advice, guidance and training through both Protect UK and Counter Terrorism Policing Wales (CTPW). 

The government has also published the draft Terrorism (Protection of Premises) Bill known as Martyn’s Law, which would, if agreed, require certain premises and events to take forward reasonably practicable mitigations. These mitigations are already in place following a CT survey.

Nationally co-ordinated by JESG, as part of the ongoing Manchester Arena inquiry recomendations workstreams. Tier 3 crowded place sites are being assessed and Multi Agency Site Plans (MASP) are being created. These will include initial information for the emergency services i.e; RVP, FCP ect. This information will be included in secure Girder boxes.

The HB is linked to national & regional resilience structures where ther are a suite of multi-agency response arrnagements in place.

The HB is part of the regional CONTEST group, the PREVENT element sits with safegaurding.

 In addition and specifically to address further some of the sub risks there are the following additional assurances:
patient flow pathways
 Procurement & Support services BCP


The HB is linked to national & regional resilience structures where ther are a suite of multi-agency response arrangements in place.

		EPRR Resources				Continuous monitoring of the resourcing of Health Emergency Planning Groups both locally and nationally, LRF and Sub Group engagement and participation. EPRR Training provision across the Health Board sites, Exercise planning and delivery and participation in mutli-agency meetings such as Safety Advisory Groups and event specific planning.  
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EPRR Workshop 08.01.25

Present:

· Karen Jones

· Damian Jones

· Jessica Symmons

Agenda:





Co-pilot Meeting notes:

· Governance Framework Review: KJ discussed the need to review and update the EPRR governance framework, including the EPRR Strategy Group terms of reference, to ensure alignment with the organisation's strategic vision and objectives. She emphasised the importance of identifying and managing risks, business continuity management, and embedding lessons identified.

· Review Governance Framework: KJ emphasised the need to review and update the governance framework to ensure alignment with the organisation's strategic vision and objectives. This includes revising the EPRR Strategy Group terms of reference and ensuring that the EPRR framework supports the organisation's strategic goals.

· Identify and Manage Risks: KJ highlighted the importance of identifying and managing current risks. She stressed the need to assess/review how these risks are managed and to ensure the work and training and exercising program addresses them effectively. Linking where preparedness needs to increase.

· Business Continuity Management: KJ discussed the need to improve business continuity management, to review what is in place and what else can be done. This involves ensuring that the organisation is fully prepared for potential disruptions and can maintain critical services during emergencies.

· Embed Lessons Identified: KJ emphasised the importance of embedding lessons  into the governance framework. This includes using past experiences to inform future actions and improve the organisation's resilience. Therefore, to review the current lessons identified register and ensure if further updates are required.

· Membership and Terms of Reference:  The content and membership was reviewed of the terms of reference for the EPRR strategy group. They identified gaps in representation, noted maternity and critical care, and discussed the need to update the membership list and ensure regular attendance.

· Review Membership: 

· Current membership of the EPRR strategy group. They identified gaps in representation, for maternity and critical care, and discussed the need to fill these gaps to ensure comprehensive coverage. 

· To review the acceptances for each meeting and follow up with those who have either declined or not accepted/declined the meeting and to reach out to this group

· To encourage to forward a highlight report if they are unable to send a deputy. 

· This review was done during the meeting, and it was agreed this would be completed a week before each meeting going forward to ensure good representation at the meeting.

· It was noted that poor attendance and lack of updates was hindering proceeding with current actions and demonstrating lack of ownership.

· Update Terms of Reference: 

· The terms of reference for the EPRR strategy group were reviewed, KJ had done this prior to the meeting. 

· This includes ensuring that the terms of reference are aligned with the organisation's Strategic vision and objectives and that they support the group's strategic goals. 

· Some further amendments were made to close identified gaps and to ensure roles and responsibilities were clear 

· The updated TOR will be presented to the next EPRR Strategy Group: 16.01.25

· Ensure Regular Attendance: KJ emphasised the importance of regular attendance at EPRR strategy group meetings. She discussed the need to ensure that all members are committed to attending meetings and participating actively in the group's activities/actions.

· Emergency Response Plans: 

· The team reviewed the EPRR dashboard listing the current corporate emergency response plans; to ascertain they were in date. 

· All are current RAG rated green except for the pandemic tactical plan and framework as awaiting updated  national guidelines.

· It was noted that the contaminated casualties procedure has been reviewed but waiting for testing; 2 previous exercises had been cancelled due to operational pressures, this will be included in the training and exercising schedule for 2025. 

· There is a need to retain an update and to test these plans to ensure readiness.

· Update Plans: The team discussed the importance of regularly updating emergency response plans to reflect current best practices and to learn from lessons identified. This includes incorporating new information and ensuring that plans are comprehensive and effective and reflect the key points noted from the mapping of EPRR to the Strategic vision and objectives.

· Test Plans: it was noted the need to test emergency response plans regularly. This involves conducting exercises and simulations to ensure that the plans are effective, and that staff are prepared to implement them in real emergencies.

· Training and Exercising Schedule: KJ emphasised the importance of a robust training and exercising schedule to ensure staff are prepared for emergencies and to further reflect the discussions from the workshop. The team discussed the need to integrate regular quality improvement initiatives into EPRR training and exercises.

· Importance of Training: KJ highlighted the importance of having a robust training and exercising schedule. She emphasised that regular training is essential to ensure that staff are prepared for emergencies and can respond effectively.

· Integrate Quality Improvement: The team discussed the need to integrate regular quality improvement initiatives into EPRR training and exercises. This involves using feedback from training exercises to improve procedures and ensure continuous improvement and following the mapping of the Strategic vision and objectives. A schedule to review current packages will be implemented as part of the work programme.

· Training Schedule: The team reviewed the current training schedule and discussed the need to ensure that it is comprehensive and covers all necessary areas. They emphasised the importance of regular training to maintain readiness.

· Dashboard and SharePoint Updates: Reviewed the EPRR dashboard and SharePoint site, identifying the need to update and ensure accuracy of emergency response plans and business continuity plans. They discussed the importance of regular reviews and updates. 

· Update SharePoint: The team discussed the need to update the SharePoint site to ensure that all emergency response plans, and business continuity plans are current and accurate. This involves regularly reviewing and updating the information on the site to ensure in date and for SDG’s and Corporate Services to list all services and amend the dashboard as plans are collated and updated.

· Maintain Readiness: noted the importance of regular reviews and updates to maintain readiness. This includes ensuring that all plans are up-to-date, and that staff are aware of any changes.

· Community Engagement and Partnerships: The team discussed the importance of community engagement and partnerships in emergency preparedness. They emphasised the need to collaborate with local communities, public health, and stakeholders to develop and maintain emergency plans. This is noted for Strategic Objective 1. It was noted that this is done via the LRF but further discussion with Partnerships to ascertain what else can be done. This also included equitable care.

· Operational Issues and Escalation Procedure: KJ highlighted the need to address operational issues, including the escalation procedure and to link with the COO to ascertain if the current escalation procedure is up to date as this a BC for operational flows. Also,  linking with infection prevention and control (IP&C) for high consequence infectious disease work. The team discussed the importance of reflecting these linkages in the work program and procedures.

· Climate Change and Adaptation: The team discussed the impact of climate change on emergency preparedness, emphasising the need to integrate climate change adaptation into business continuity management. They highlighted the importance of addressing vulnerabilities in communities during extreme weather events. It was noted that the team are linked to the Adaptation Team regarding this, and meetings are ongoing to ascertain complimenting work programs. It was noted the current Climate Change tool kit is required for all areas to consider as part of their BC reviews.

· Governance and Reporting Mechanisms: The team reviewed the governance and reporting mechanisms for EPRR, discussing the need to align with the organization's vision and objectives. They emphasised the importance of clear governance structures and regular reporting to ensure compliance and readiness.

· Clear Governance Structures: KJ emphasised the importance of having clear governance structures in place. This includes defining roles and responsibilities and ensuring that there is a clear chain of command during emergencies. This forms part of the EPRR Strategy Group TOR, including within training and exercising and procedures.

· Regular Reporting: The team discussed the importance of regular reporting to ensure compliance and readiness. This involves regularly reviewing and updating plans and ensuring that all stakeholders are informed of any changes. The current HB overarching structures were reviewed to ascertain the appropriate committee for EPRR to report into. Noting that Management Board are updated annually and periodically when specific aspects are required for discussion. It was noted that it was appropriate to report to the Quality and Safety Committee. KJ will discuss with KS to ascertain  how to progress this.

· Risk Management and Deep Dives: Discussed the need to review and update the EPRR risk register, aligning it with the health board's risk management framework and further mapping with the Wales Risk Register which has just been published. They identified the need for deep dives into specific catastrophic risks, such as pandemic response and widespread loss of power, to enhance resilience. To look at the catastrophic risks, where they are scored as such due to the impact of them and to consequently improve preparedness.

· Review Risk Register: Discussed the need to review and update the EPRR risk register. They emphasised the importance of aligning the risk register with the health board's risk management framework to ensure comprehensive coverage of all potential risks.

· Deep Dives: The team identified the need for deep dives into specific risks to enhance resilience. They discussed the importance of conducting detailed reviews of high-priority risks, such as pandemic response and widespread loss of power, to ensure that the organisation is prepared for these scenarios.

Afternoon Meeting notes: 

· [bookmark: _Hlk187821014]Catastrophic Risks and Mitigations: KJ discussed the need to address catastrophic risks such as network failure and widespread loss of power. They proposed a deep dive session to identify gaps in the current plans and develop additional mitigations.

· Network Failure: KJ highlighted the potential causes of network failure, including total network failure and security incidents. She emphasized the importance of understanding these causes to develop effective mitigations.

· Loss of Power: Group discussed the impacts of widespread loss of power, comparing it to other catastrophic events like flooding or fire. They stressed the need for specific plans to address these impacts.

· Deep Dive Session: KJ proposed setting aside a whole day for a deep dive session to thoroughly examine catastrophic risks and identify any gaps in the current plans/training. This session would help in developing additional mitigations.

· Risk Register: KJ mentioned the need to update the risk register after the deep dive session and further align it with the Health Board risk management process to ensure comprehensive coverage of catastrophic risks.

· Business Continuity Management Review: The team reviewed the existing business continuity management framework. They identified the need to update the framework with additional guidance from the DipHep course and WAST dedicated session on risk assessment and business impact analysis.

· Framework Review: The team reviewed the current business continuity management framework, identifying areas that need updating and improvement.

· DipHeP Course: Damian mentioned incorporating templates and guidance from this course into the business continuity management framework to enhance its effectiveness.

· WAST Session: Damian planned to review this session to extract relevant insights and incorporate them into the business continuity management framework, particularly around risk assessment and business impact analysis. Also to enhance current training and further specific training on impact analysis

· Training and Exercising Schedule: The team discussed the need to enhance the training and exercising schedule further. They plan to add specific sessions on risk assessment and impact analysis, as well as tabletop exercises for each service delivery aiming to improve the understanding and management of risks.

· Impact Analysis: It was emphasised the need for training on impact analysis, which would help in assessing the potential impacts of various risks and developing appropriate responses.

· Tabletop Exercises: it was proposed conducting tabletop exercises for each service delivery group to test and improve their BC response plans and command, control, and coordination during incidents.

· Debrief Reports and Recommendations: It was emphasised the importance of reviewing debrief reports and linking recommendations/actions to business continuity management and training plans. They mentioned the need to address issues identified from recent debriefs and other recent exercises.

· Lessons Identified and Themes: The team reviewed the lessons identified from recent debriefs; they are categorised into themes such as command and control, communications, and business continuity management. They discussed the need to update the lessons identified register and ensure alignment with the current themes and to ensure comprehensive coverage and improvement.

· Governance and SharePoint Updates: The team discussed the need to update the SharePoint site with the latest EPRR strategy, training and exercise strategy, and governance documents. They plan to create a separate SharePoint list for EPRR-specific governance documents.

· Separate List: it was proposed creating a separate SharePoint list for EPRR-specific governance documents to streamline the organisation and accessibility of these documents.

· Evacuation Exercises and Contaminated Casualties: The team discussed the need to conduct whole hospital evacuation exercises and address the issue of testing the contaminated casualties procedure. They emphasised the importance of updating the whole hospital evacuation procedures for each SDG and ensuring it is included in the training schedule.

















































Follow-up tasks: - Additions/updates to the current EPRR work programme

Governance:

· Governance Framework: 

· Review and update the terms of reference for the EPRR strategy group to ensure alignment with the health board's vision and objectives. – Complete – include ‘one Bay Way logo’ and present to EPRR Strategy Group for sign off: 16.01.25

· Inclusion of mapping of HB vision and objectives: Embed within EPRR Strategy, and Training and Exercising strategy.

· EPRR Strategy Group Membership Confirmation: 

· Forward an email to all members requesting confirmation of attendance or recommendation of a deputy for future EPRR strategy group meetings or to submit a highlight report.  – complete for January

· Ensure a rolling programme 1 week prior to the meeting

· EPRR SharePoint site: 

· Ensure the updated severe weather procedure is uploaded to the Internet and correctly labelled. Complete

· Re-check that all current Procedures and documents are the up-to-date documents on the SharePoint site. 

· Add an EPRR related good news story to front of EPRR SharePoint site 



· Dashboard Updates: 

· Add the VVIP procedure to the dashboard emergency response plans list. 

· Review the SharePoint site list to ensure correct information regarding emergency response plans and mirror what is saved in EPRR central drive on the EPRR SharePoint site. 

· Some Emergency response plans listed are SDG specific and need to be removed from the Corporate list. 

· Need to add EPRR governance documents; BC Framework, EPRR Strategy and Training and Exercising Strategy etc to streamline the organisation and accessibility to these documents

· Debrief Reports: Review 2024 debrief reports and note an update against recommendations/actions and also to inform training schedule etc.

· Monitoring BC/Major incidents: Ensure log is up to date when known BCIs/Mis have occurred

· BC Audit: sampling underway, BC Audit report to further inform work programme. Report expected in February.

· BC procedures: Dashboard: to ensure all Services are listed under each SDG for BCP’s; reminder in EPRR Strategy Group



Training and Exercising:

· Training Schedule: 

· Include the testing of the contaminated casualties procedure in the training schedule. 

· Add a walkthrough of the VVIP procedure to the training schedule for Morriston. 

· Add regional and national training dates, e.g. debrief course, Wales Gold

· Add communication exercises

· Add whole hospital evacuation exercises

· Emphasis to push Introduction to Emergencies eLearning package at every opportunity. To continue to pursue mandating of this package.

· Meeting with L&OD to progress EPRR training on ESR; meeting planned.

· Updating Training and Procedures: 

· All to include the work of mapping the Strategic vision and objectives when updating procedures, training and EPRR governance documents

· All current training packages to be reviewed.

· List of key points from lessons identified register to be specifically noted in training sessions

· BC training/SDG Coordination Centres: specifically on risk assessment and business impact analysis; WAST to share their slides. Will incorporate with testing Coordination Centres, for command, control and coordination.

· Training flyers: 

· To be updated to be more generic and not date specific. 

· Include an objective for major incident exercise: coordination and management/prioritisation of casualties in major incident response for theatres

· Preparedness: loss of power: require a programme for Black Start exercises

Risks and Lessons Identified:

· Pandemic Response: 

· Conduct a deep dive on the pandemic response plan as part of the work programme to dovetail with NHS Exec deep dive

· HCID: To include this work when updating Pandemic response 

· Risk Alignment:

· Finish aligning the EPRR risks with the Wales risk register and preparedness document

· Send the updated list to Neil Thomas, (Risk Management) for discussion and further alignment with the health board process to have Strategic and Corporate risks for EPRR. 

· Cross mapping risks and preparedness is required. 

· Secure a session to undertake a deep dive for this to ascertain gaps and if additional mitigations and plans are required, e.g. HB wide plan on loss of power. There are 11 catastrophic risks with high impact 

· Datix system to be updated

· Security incidents review and further linkages with HB Security Procedures and in particular lockdown.

· Lessons identified: 

· Review the current register and cross check with recent debrief reports to ensure that all lessons identified are updated within the themes such as command, control and coordination, communications and business continuity management. This is to ensure comprehensive coverage and improvement.

· Cross check with Wales Lessons Identified register. 

· Cross check with Risk register

Work programme re plans and other groups:

· Community Resilience: Jess to raise within partnerships regarding community resilience to ensure complimenting work in accordance with the mapping of EPRR and Strategic Vision and Objectives.

· Operational Escalation: To confirm with COO if the current escalation procedure is extant, this is linked to BCP for operational escalation. – Karen has done this, awaiting a reply

· Climate Change and Adaptation: 

· To link with the service to ensure complimenting programme work between EPRR and the service

· To ascertain using the toolkit in BC planning. 

· Additional meeting arranged. 

· To reference Storm Darragh and Storm Burt reviews. 

· Up to date flood mapping required. 

· Equitability and Vulnerable persons: 

· Ensure reference to these are included within all plans; this is highlighted as part of the mapping of HB vision and objectives. 

· Need to check care quality statement within Procedures.

· Business Continuity Framework: review framework, further work to embed additional guidance on risk assessment and business impact analysis and updates from DiPHep course and WAST slides. This will aid in enhancing its effectiveness and further inform training.

· Mid-year follow up: Agreed good meeting to review/take stock, to arrange a follow up mid-year

· Strategy Base line assessment: utilise workshop review notes to inform populating the assessment.

· Whole Hospital Evacuation: Emphasis on the need to have SDG procedures in place and to aim to test the procedures.
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SBUHB EPRR Workshop: Wednesday 8th January 2025


An internal workshop is planned  for EPRR team to develop and deliver a work program for Emergency Preparedness, Resilience, and Response (EPRR) for 2025. This will include reviewing governance, alignment to organisational vision and objectives, risks, lessons identified, and current  EPRR work program and actions.


1. Objectives of the Workshop


· Review the governance framework for EPRR.


· Ensure alignment with the organisation’s vision, objectives, and strategies.


· Identify and assess current risks and how they are managed.


· To review business continuity management


· To further embed the lessons identified register.


· To aid inform/prioritise the EPRR Training and Exercising Schedule


· Define and track current actions and how they fit into the work program.


· To inform the overarching work programme


2. Structure


Pre-workshop Preparation


· Data Collection: 


Relevant materials/key documents/Tools to collate in readiness: the EPRR dashboard will be referenced for all of below


· Governance: EPRR TOR,EPRR Strategy, HB Committee structure chart, EPRR Dashboard, Wales Resilience Framework, IMTP, Civil Contingencies Act statutory obligations


· Risk: EPRR current and proposed risk register, HB risk review, Wales risk register, Wales Resilience Outlook  


· Lessons Identified: EPRR and Wales Lessons Identified


· Training and Exercising: Training and Exercising Strategy and Prospectus


· EPRR Work Programme: EPRR Strategy Group action log, Climate change Tool Kit, Current EPRR Work Programme


· Interactive Tools: Consideration of whiteboards, post it notes, digital collaboration tools 


























3. Agenda


Include a TEAMS link and join to ensure recording and collation of notes through Co-Pilot


· Purpose


· Overview of EPRR: the key principles/focus of EPRR, the organisation’s vision and objectives, and current specific challenges





3.1 Review Governance Structure 


· Current Governance Framework: Discuss the existing governance structure for EPRR, review the TOR, review the HB structures. Considerations: Are the roles and responsibilities clear? Are there any gaps or overlaps? Is the membership up to date. Reporting up arrangements


· Linkage to Organisational Vision/Objectives/Strategy: Review how the EPRR framework aligns with the organisation’s vision and objectives. Consider whether it supports strategic goals and resilience objectives.


· Emergency Response Procedures: what is in place, what is required, what is up to date?


· [bookmark: _Hlk186545582][bookmark: _Hlk186545312]Digital management: Dashboard, what is outstanding and how to progress. Do we need to look at the dashboard further? Is the SharePoint site up to date?


· Other key links for consideration: Internal: Operational issues, IP&C, PH, Security, Climate change, Psychology, Education Centre. External: SWLRF, Wales Resilience, EPAG, Pan Wales Groups, C-19 Public Inquiry, CONTEST, L/A Risk Groups





· Deliverables: Clear mapping of governance gaps and recommendations for better alignment. To log actions required: Co-pilot





[bookmark: _Hlk186547200]3.2 Identify and Assess Risks 


· [bookmark: _Hlk186545358]Review/update Existing Risk Register: Present the current list of risks related to EPRR and discuss their relevance, any emerging and unaddressed risks


· Risk Assessment Activity: Use the risk matrix (probability vs. impact) to assess current risks. Discuss specific high-priority risks, how they are currently managed, and opportunities to mitigate or control them better. Plan training and deep dives on the top risks.


· [bookmark: _Hlk186545719]Digital management: Dashboard, what is outstanding and how to progress


· [bookmark: _Hlk186545507][bookmark: _Hlk186545532]Deliverables: Updated or enhanced risk register and prioritized action plan to add to the EPRR work programme and recommendations for better alignment with Strategic and Corporate risk registers. To log actions required: Co-pilot


3.3 Identify and Assess Business Continuity Management


· Review/update Existing BC oversight: Review the Framework and Overarching BC; are there gaps? Present the dashboard any emerging and unaddressed gaps?


· Assessment Activity: Use the risk dashboard and risk register to assess. Discuss specific high-priority areas to be addressed, how they are currently managed, and opportunities to mitigate or control them better. Plan training and deep dives on the top issues.


· Digital management: Dashboard, what is outstanding and how to progress


· Deliverables: Updated or enhanced BC Mangement and prioritized action plan to add to the EPRR work programme and recommendations for better alignment with Service Delivery Groups. Are we if the audit is addressing any specific issues? To log actions required: Co-pilot





3.4 Lessons Identified


· [bookmark: _Hlk186545906]Review/update Existing Lessons Identified Register: Present the current list of lessons related to EPRR and discuss their relevance and any emerging and unaddressed lessons noted and how linking them to EPRR work program. Ensure any additional lessons from recent incident debrief reports are included


· Lessons Identified Assessment Activity: Use the current matrix to map across. Discuss specific high-priority lessons, how they are currently managed, and opportunities to address further. Plan training and note how the current register can be incorporated in required deep dives and work programme


· Digital management: Dashboard, what is outstanding and how to progress





· Deliverables: Updated or enhanced Lessons Identified register and prioritized action plan to address identified weaknesses and link to the EPRR work programme. To log actions required: Co-pilot











3.5 Training and Exercising


· Review/update Existing Strategy and Prospectus: Present the current planned EPRR training and discuss their relevance and any emerging and unaddressed lessons noted and how linking them to the training schedule, e.g. further work required on business continuity management. Note what is discussed earlier in the day; risks, lessons identified, Governance


· Training needs Assessment Activity: Use the chart to map across. Discuss specific high-priority training against the risks and lessons identified, how they are currently addressed, and opportunities to focus further. Plan training and note how the current chart can be incorporated in deep dives and work programme. Progress of mandating eLearning. Consideration of external training events. Current packages


· [bookmark: _Hlk186546613]Digital management: Dashboard, what is outstanding and how to progress





· Deliverables: Updated or enhance training schedule and prioritized action plan to address identified weaknesses and link to the EPRR work programme. To log actions required: Co-pilotStrategy BCP





3.6 Review Current EPRR Actions 


· Update on Current Actions: Review ongoing actions from the current EPRR work program and EPRR Strategy Group and check their status. Are they on track? Are they aligned with the governance arrangements.


· Evaluate whether current actions are sufficient to manage identified risks and improve resilience. Update from discussions noted in points 3.1- 3.5


· Digital management: Dashboard, what is outstanding and how to progress


· Deliverables: Updated actions with clear responsibilities, timelines, and outcomes. Log actions required and include in overarching action plan for EPRR


4. Summary of Integration 


· Work Program Overview: Integrate the insights from the earlier sections to develop an actionable work program. Link governance, risks, lessons identified, and current actions into a cohesive strategy.


· Update Training and Exercising schedule


· Next Steps: Assign follow-up tasks and timelines for delivering the work program.


· Identify the key takeaways 


By the end of the workshop, the aim is to have a comprehensive work program that strengthens the HBs EPRR efforts, aligns with its vision, and enhances its governance and risk management structures.


Top of Form





Bottom of Form
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