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	1.5
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	Risk Report

	Report Author
	Neil Thomas, Assistant Head of Risk & Assurance

	Report Sponsor
	Hazel Lloyd, Director of Corporate Governance

	Presented by
	Hazel Lloyd, Director of Corporate Governance

	Freedom of Information 
	Open

	Purpose of the Report
	The purpose of this report is to present the Health Board Risk Register (HBRR) to the Board for review and assurance, and to provide the Board with an update on progress on the reset of the Board assurance and risk management arrangements.

	Key Issues



	· The draft Strategic Risk Register has been received at the Board Development session in June 2025 where the Board considered its risk appetite using the principal risks in the strategic risk register. Further work is planned to finalise the Boards risk appetite and this will be reported to the September Board. 
· This report presents a summary of key entries within the June 2025 Health Board Risk Register (HBRR) and changes since it was last received.
· The HBRR contains 32 risks, of which 20 have risk scores at, or above, the Health Board’s risk appetite threshold. Four of these have risk scores of 25. 
· There are two new additions to the HBRR:
· HBR104 Risk relating to timeliness of Clinical Coding 
· HBR105 Risk of significant increased cost for the replacement Pathology System LIMS  
· The Risk Management Policy has been revised and is presented, subject to comments for endorsement to submit to the Board for approval.

	Specific Action Required 
(please choose one only)
	Information
	Discussion
	Assurance
	Approval

	
	☐	☐	☒	☐
	Recommendations

	Members are asked to:
· RECEIVE for ASSURANCE the Health Board Risk Register (HBRR) and update on progress with the development of the strategic risk register.
· CONSIDER whether further assurance is required on risks and associated actions & controls.
· APPROVE, subject to final comments, the revised Risk Management Policy.


RISK REPORT

1	INTRODUCTION
1.1	The purpose of this report is to present the Health Board Risk Register (HBRR) to the Board for review and assurance, and to provide the Board with an update on progress on the reset of the Board assurance and risk management arrangements.

2	BACKGROUND

2.1	Update on Strategic Risk Register 

2.1.1	As previously reported to the Board, the Risk & Assurance Team has been supporting a ‘review & reset’ of the framework which underpins how the Board gains assurance on delivery of its strategic objectives and its risk management arrangements.

2.1.2	A key priority of that work has been the development of a Strategic Risk Register (SRR) to support the recording & monitoring of the principal risks to the achievement of health board strategic objectives. The last risk report provided detail on steps taken thus far to identify and articulate strategic risks with Directors and their colleagues. 

2.1.3 	Following the last update report, further content has been received from individual sources and incorporated into the Register. It was then included within a Board Development session on 26th June 2025, when Board members considered the Board risk appetite against the strategic risk register and principal risks. The outcome of the session will be reported to the September Board.  Appendix 1 summarises the Strategic Risk Register.

2.2	Health Board Risk Register (HBRR) Summary Position 

2.2.1	The Health Board Risk Register (HBRR) is intended to summarise the greatest organisational risks facing the Health Board and the actions being taken to mitigate them. The HBRR is continuing to be updated while work is ongoing to set up the new Strategic Risk Register and Corporate Risk Register.

Each Health Board risk has a lead Executive Director who is responsible for ensuring there are mechanisms in place for identifying, managing and alerting the Board to significant risks within their areas of responsibility through regular, timely and accurate reports to the Management Board/Executive Team, relevant Board Committees and the Board.

The Health Board approved a risk appetite statement in November 2022, setting out the level of risk the Board is prepared to accept in pursuit of its objectives, according to the categorization of risk.  In the context of the financial challenges facing the Health Board, the risk appetite adopted for most risk categories is described as ‘seeking’, indicating that risks assessed to be at or above a risk level of 20 will be overseen by the committees of the Board as a minimum on a quarterly basis. However, for the category of compliance risks where the risk relates to laws, regulations and standards directing the delivery of safe, high-quality care, or the health and safety of the staff and public, an ‘open’ appetite will be adopted, indicating lower threshold and requiring risks scoring 16 or above to be overseen at committee level.

2.2.2	The Audit Committee last received the March HBRR at its May 2025 meeting. Since then, entries have been refreshed by Board Directors as part of the monthly review cycle. This report presents the May 2025 HBRR. The HBRR contains 32 risks, of which 21 have risk scores at, or above, the Health Board’s risk appetite threshold. Four of these have risk scores of 25. 

The HBRR is as attached at Appendix 2, and the most recent updates highlighted in red font. In addition to risks presented there, the following risks are deemed sensitive and are overseen in private session of Board and/or Committees:

· HBR 60	Cyber Security
· HBR 101	Industrial Action 

The profile of risk scores within the HBRR is as follows:

	Risk Analysis
	Number of Risks

	
	Feb 2025 HBRR
	May 2025 HBRR

	Risk Score of 25
	4
	4

	Risk Score of 20
	14
	13

	Risk Score of 16
	4
	7

	Risk Score 9-15 
	8
	8

	Risk Score of 5-8 
	0
	0

	Risk Score of 1-4 
	0
	0

	Total
	30
	32


2.3	Risk Changes
	
2.3.1	Key changes in risks scores since the last meeting are:

	New risks
	2

	Risks with increased scores
	1

	Risks with reduced scores
	5

	Risks de-escalated / closed
	Nil



Details are set out in the following sections.

2.3.2 The newly added risk(s) is/are: 

	Risk
Ref
	New Risks
	Lead Exec Director
& Committee
	Current Risk Score

	104
	Failure to meet Timely Clinical Coding Completeness 
Because: The volume of new inpatient episodes exceeds the available clinical coding staff capacity; There are difficulties recruiting and retaining a sufficient number of trained clinical coding staff to address the gap, and; Clinical information is not always of sufficient quality or completeness electronically (such as DALs) to support swift coding.
There is a risk that: Clinical notes for inpatient episodes will not be coded in a timely way.
Resulting in: The non-achievement of the Tier 1 Welsh Government target (which is that 95% of inpatient activity should be coded within 30-days of discharge); Insufficient coded data to support effective service planning for population health needs; Inadequate data being available for mortality review/quality and safety purposes, with increased risk of failure to spot variance that are negatively impacting levels of patient care and potentially causing avoidable deaths; Negative impact on accuracy of analysis to understand how resources are being allocated and used at Health Board level and national level (programme budgeting); Delays in claiming casemix sensitive contract lines with JCC, Hywel Da and Cwm Taff (circa 70m per annum value in total) due to lack of coding data.

Supporting Notes:
· Coding 95% of in-patient activity within 30 days of discharge is a tier 1 Welsh Government target that is currently not being achieved regularly within SBU – with an average of circa 74% for 24/25.  
· Contract coders and overtime were used to achieve that 75% average – this has stopped due to the current financial situation of the Health Board.
· Retaining and recruiting qualified coding staff is a big challenge due to higher bandings in England and the availability of digitised record to allow home working. 
· 6 WTE (whole time equivalent) qualified coders have been lost to English Health Boards or DHCW (Digital Health Care Wales) in the last 3 years due to higher bandings with a further 2WTE retiring. This has resulted in circa 44% of the current coding WTE being trainees / unqualified. Currently, there are 5 qualified coder vacancies (June 2025).

The HBRR entry sets out controls already in place. Other actions being pursued are:
· Completion of all actions within an audit action plan (30/06/2025)
· Auto-coding model in production for two specialties (30/09/2025)
· Organisational Change Process for re-banding of clinical coding department to be completed (30/09/2025)
· Centralising of coding department leading to efficiencies (31/10/2025)

	Director of Digital

Digital Data Research & Innovation Committee
	20

	105
	Risk of significant increased cost for the replacement Pathology System LIMS If the new Laboratory Information Management (LIMS) system is not live before 15th December 2025 then there will be significant more cost across NHS Wales which could impact the Health Board’s financial plans in 2025/26 and 2026/27. Costs would have to be covered to avoid pathology  losing access to the current LIMS system resulting in the inability of pathology to deliver diagnostic results and blood transfusion services across all Health Board services including emergency, acute, primary and community services.

Supporting Notes:
· User Acceptance Testing across Wales for the new LIMS was originally expected to take place across the two months of September and October 2024. However, a significant number of issues in the system, coupled with partial delivery of integrations between the LIMS and national systems managed by Digital Health and Care Wales, were identified early in the process. Maintaining the availability of Pathology staff to undertake testing across an extended duration, alongside maintaining service delivery, has also been challenging.
· User Acceptance Testing has been extended, depending on the pathology discipline, to around twelve months. Go-lives have not been delayed by the same amount and the decreased duration between the end of User Acceptance Testing and go-live puts additional pressure on the project.
· The Health Board’s current Business Continuity Plan to address a failure in digital pathology systems is to revert to paper based reporting, which is unsustainable and would only be effective over a very short-term period (days).
· SBUHB Blood Transfusion are the only Blood Transfusion service in Wales that have successfully migrated onto the current LIMS system. Other Blood Transfusion services use other legacy systems and will potentially be impacted after the 15th December 2025 in other ways (e.g. by having to extend support for their existing legacy systems).
· Testing is reliant on the knowledge and skills of Health Board staff whose availability is limited, having to manage testing alongside normal service delivery. With a national shortage of Biomedical Scientists, there is no readily available external resource to support this process.

The HBRR entry sets out controls already in place. Other action being pursued is:
· Blood Transfusion is the last pathology discipline to go live (November) and is consequently most at risk from access being lost from 15th December 2025. Management are to explore how the Blood Transfusion Module of the current LIMS could potentially be accessed without the need for remote access software.

	Executive Director of Allied Health Professionals & Health Scientists

Quality & Safety Committee
	16





2.3.3 The risk(s) with increased scores is/are: 

	Risk
Ref
	Increased Risks
	Lead Exec Director
	Previous Risk Score
	Current Risk Score 

	93
	Reduced Capital Funds
Reduced discretionary capital funds and reduced National NHS funds requiring a restricted Capital Plan for 2024/25.

Notes:
The risk entry has been refreshed for new financial year 2025/26. Although discretionary funding has increased by 24%, the impact of the national prioritisation and interim solutions required for high risks projects merits increased assessment of current risk level.
	Director of Finance & Performance
	12
	20




2.3.4 The risk(s) with reduced scores is/are: 

	Risk
Ref
	Reduced Risks
	Lead Exec Director
	Previous Risk Score
	Current Risk Score

	3
	Recruitment of consultant medical & dental staff in hard to fill roles. 
Due to national shortages, there is a risk that that the health board will be unable to recruit consultant medical & dental staff into particular hard-to-fill roles which may result in difficulties fulfilling rotas on all sites, and adverse impact upon patient safety, service provision, quality and financial matters.

Note:
Risk score has been reviewed and reflects current position across services as a whole. 

	Director of Workforce & OD
	20
	16

	16
	Access and Planned Care 
There is a risk of harm to patients if we fail to diagnose and treat them in a timely way.

Note:
Risk assessment revised to reflect improved performance and de-escalation by Welsh Government to Enhanced Monitoring status. Monitoring of continued delivery is ongoing.

	Chief Operating Officer
	20
	16

	43
	Deprivation of Liberty Safeguards
Due to a limited resources within the MCA/DoLS (Mental Capacity Act/Deprivation of Liberty Safeguards) service (lack of Best Interest Assessor resource and signatory approval) there is a risk of failure to complete and authorise the assessments associated with Deprivation of Liberty within the legally required timescales, exposing the health board to potential legal challenge and reputational damage.

Notes:
Breaches confirmed as remaining at reduced level therefore risk score reduced in line to 16.

	Executive Director of Nursing & Patient Experience
	20
	16

	52
	Impact Assessment Requirements 
The Health Board does not have sufficient skills & resource in place to undertake integrated equality impact assessments in line with strategic service change and policy development.

Notes:
While there has been no increase in the capacity in the engagement team, the impact assessment has progressed, so the risk has been amended.

	Director of Insight, Communication & Engagement
	16
	12

	101
	Industrial Action (Healthcare Support Workers)
Due to inconsistencies in the bandings of healthcare support workers across the UK and NHS Wales at a band two and three level, action is being taken in partnership with Unison and the RCN to address inequalities against the context of limited financial resource availability. There is a risk that the outcomes of these discussions may not be acceptable to staff side and that this may lead to Industrial Action, which in turn may impact on the availability of staff on strike days which could result in service closure or increased incidence of adverse incidents. 
This risk and financial implications will also impact the rest of NHS Wales.  

Notes:
NHS Employers Wales has facilitated an agreement with Unison and is currently negotiating with other unions.

	Director of Workforce & OD
	15
	12



2.4	Risks Above the Board Risk Appetite
There are 20 risks that are assessed as reaching the Board’s risk appetite threshold. Three risks have been added to the table below since the last meeting: One of these is an established risk that has increased in score (HBR93 Reduced Capital Funds) and the other two are new risks (HBR104 Failure to meet Tier 1 Targets for Clinical Coding Completeness and HBR105 Loss of Pathology). In addition, four risks have been reduced since the last meeting such that they fall beneath their appetite threshold – these are set out beneath the following table:

	
Risk Ref
	Risk Title & Description
	Current Score
	Executive Lead &
Nominated Board Committee

	1
	Access to Unscheduled Care
	25
	· Chief Operating Officer
· Performance & Finance Committee


	4
	Infection Prevention & Control


	20
	· Executive Director of Nursing & Patient Experience
· Quality & Safety Committee

	43
	Deprivation of Liberty Safeguards

	20
	· Executive Director of Nursing & Patient Experience
· Quality & Safety Committee

	50
	Access to Cancer Services
	25
	· Chief Operating Officer
· Performance & Finance Committee


	60
	Cyber Security 


	20
	· Director of Digital
· Digital, Data, Research and Innovation Committee

	61
	Paediatric Dental GA Service (Parkway)

	16
	· Chief Operating Officer
· Quality & Safety Committee

	64
	Health & Safety Infrastructure


	20
	· Director of Finance & Performance 
· Quality & Safety Committee


	66
	Access to SACT (Cancer Services)
 
	25
	· Executive Medical Director 
· Quality & Safety Committee

	69
	Safeguarding: Adolescents on Adult Mental Health Wards

	20
	· Chief Operating Officer 
· Quality & Safety Committee

	80
	Inability to Transfer Patients


	20
	· Chief Operating Officer 
· Quality & Safety Committee

	85
	Non-Compliance with ALN Act


	20
	· Director of Allied Health Professionals & Health Science 
· Quality & Safety Committee

	89
	Healthcare Nursing Staff Level (HMPS)

	20
	· Executive Director of Nursing & Patient Experience 
· Quality & Safety Committee

	90
	Non-compliance with UK-GDPR Article 15 regarding Subject Access Requests
	20
	· Director of Digital
· Digital, Data, Research and Innovation Committee

	92
	Finance Forecast Deficit


	25
	· Director of Finance & Performance 
· Performance & Finance Committee


	93
	Reduced Capital Funds 
	20
(was 12)
	· Director of Finance & Performance
· Performance & Finance Committee

	96
	Develop an Approvable IMTP (statutory compliance)

	20
	· Director of Strategy 
· Performance & Finance Committee


	98
	Overall condition/compliance and suitability of Health Board Estate
	20
	· Director of Finance & Performance 
· Performance & Finance Committee


	99
	Failure to implement the population health strategy approaches at the required scale
	20
	· Director of Public Health
· Population Health & Partnerships Committee

	104
	Failure to meet Tier 1 targets in Clinical Coding Completeness
	20
*New*
	· Director of Digital
· Digital Data Research & Innovation Committee

	105
	Loss of Pathology Services
	20
*New*
	· Executive Director of Allied Health Professionals and Health Scientists
· Quality & Safety Committee



Since the last meeting, the following risks have reduced in score beneath their risk appetite thresholds:

	
Risk Ref
	Risk Title & Description
	Current Score
	Executive Lead &
Nominated Board Committee

	3
	Workforce Recruitment (Medical & Dental)

	16
	· Director of Workforce & OD
· Workforce & OD Committee

	16
	Access to Planned Care
	16
	· Chief Operating Officer
· Performance & Finance Committee

	52
	Impact Assessment Requirements

	12
	· Director of Insight, Communication & Engagement
· Performance & Finance Committee

	101
	Industrial Action (HCSW)

	12
	· Director of Workforce & OD
· Workforce & OD Committee



The full HBRR at Appendix 2 details key controls in place to manage risk and actions being taken to address them further. The Board’s Committees receive regular reports on their allocated risks highlighting key steps taken to manage risk to an acceptable level. Reports also include updates on those risks below appetite, in recognition of the Board’s aspiration to reduce risks further.

2.5	Revised Risk Management Policy
As part of the ‘review & reset’ of the risk management framework, the Risk Management Policy been subject to review. Comments were received from the Committee at its last meeting and changes made in the revised draft included with this report at Appendix 3. Amongst changes made are expanded entries on Board Committees, following requests made by the Audit Committee. The addition of a schematic diagram to illustrate process / information flow has also been requested and will follow. The revised version was considered at Risk Management Group and no further amendments advised. It has subsequently been submitted for endorsement to the July meeting of the Management Board. A summary of amendments made is included within the first pages of the document which is attached at Appendix 3. 

The Audit Committee is asked to endorse the revised, draft policy for submission and approval by Board.

3	GOVERNANCE AND RISK ISSUES
The very purpose of this report is to highlight significant risks associated with Health Board business. In particular, it highlights those currently assessed at levels that reach the appetite level of the Board. Supported by the Health Board Risk Register which accompanies this report, it presents an overview of key controls in place and further actions being taken to manage risks, the lead Directors accountable for their management and the Committees overseeing the same.

4	FINANCIAL IMPLICATIONS
This report does not present any matters for decision with financial implications. There may be financial implications arising from actions required to improvement the treatment of risks entered on the HBRR. Where this is the case, they are highlighted within individual risk register entries or dedicated board/committee papers for information.

5.	RECOMMENDATIONS
Members are asked to:

· RECEIVE for ASSURANCE the Health Board Risk Register (HBRR) and update on progress with the development of the strategic risk register.
· CONSIDER whether further assurance is required on risks and associated actions & controls.
· ENDORSE, subject to comments, the revised Risk Management Policy for approval.

	Governance and Assurance

	Link to Enabling Objectives
(please choose)
	Supporting better health and wellbeing by actively promoting and empowering people to live well in resilient communities

	
	Partnerships for Improving Health and Wellbeing
	☐
	
	Co-Production and Health Literacy
	☐
	
	Digitally Enabled Health and Wellbeing
	☐
	
	Deliver better care through excellent health and care services achieving the outcomes that matter most to people 

	
	Best Value Outcomes and High Quality Care
	☒
	
	Partnerships for Care
	☒
	
	Excellent Staff
	☒
	
	Digitally Enabled Care
	☒
	
	Outstanding Research, Innovation, Education and Learning
	☒
	Health and Care Standards

	(please choose)
	Staying Healthy
	☒
	
	Safe Care
	☒
	
	Effective  Care
	☒
	
	Dignified Care
	☒
	
	Timely Care
	☒
	
	Individual Care
	☒
	
	Staff and Resources
	☒
	Quality, Safety and Patient Experience

	Ensuring the organisation has robust risk management arrangements that ensure organisational risks are captured, assessed, monitored and managed, supports the quality, safety & experience of patients receiving care and staff working in the UHB.  

	Financial Implications

	This report does not present any matters for decision with financial implications. There may be financial implications arising from actions required to improvement the treatment of risks entered on the HBRR. Where this is the case they are highlighted within individual risk register entries for information.

	Legal Implications (including equality and diversity assessment)

	It is essential that the Board has robust arrangements in place to assess, capture and mitigate risks faced by the organisation, as failure to do so could have legal implications for the UHB. 

	Staffing Implications

	All staff have a responsibility for promoting risk management, adhering to SBUHB policies and have a personal responsibility for patients’ safety as well as their own and colleague’s health and safety. Executive Directors/Service Group Directors are responsible for the review of their operational risks and escalation of those requiring board-level oversight SBUHB.

	Long Term Implications (including the impact of the Well-being of Future Generations (Wales) Act 2015)

	The HBRR sets out the framework for how SBUHB will make an assessment of existing and future emerging risks, and how it will plan to manage and prepare for those risks.

	Report History
	This report updates on risk matters received in May 2025. 

	Appendices
	Appendix 1 – Strategic Risk Register Summary
Appendix 2 - Health Board Risk Register (HBRR) Risks
Appendix 3 – Risk Management Policy
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